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BBenenune

Metoandeckne yka3zaHHs 110 OpraHH3alMy TEXHOJOTHUYECKOW MPAKTUKH pa3padoTaHbl B
cootBercTBUM ¢ TpeboBanusmMu OI'OC BO c yuerom pexomennanuii OIl mo HampaBieHHIO U
npoduto noaroroBku 10.04.01 «MudopmarmonHas 6e3omnacHoCTh, «IlojgoxeHnemM o nopsake
NPOBEICHUS  MPAKTHUKH  CTYACHTOB» M y4eOHbIM TuiaHoM  Hampasienus  10.04.01
«MHpopMmanrioHHast 6€30MacHOCThY.

MeToauueckue yKa3aHus 10 OpraHU3aly IPOU3BOJCTBEHHON MPAKTUKYU MPEAHA3HAUYEHBI
JUI  CTYIACHTOB Bcex (opM OOy4eHHs HampaBieHUs TOATroToBKM OakamaBpoB 10.04.01
«MHpopMmanionHass 6€3011aCHOCTb» U COAEP)KaT MaTepuallbl [0 OpPraHU3allM, MPOBEICHUIO U
KOHTPOJIIO MPOXOXKICHMs IPAKTUKH, I[PUMEPHOMY pPaCIpPEIEICHUI0 BPEMEHH B IIEPUOJ
MPAKTUKH; YKa3bIBAIOT OOS3aHHOCTH CTYAEHTOB, CTaBAT 3aJauyd MPAKTUKHU, COJEpKaT
UHIMBUAYAIbHBIE M TEOPETHYECKHE 3aJaHusl U TpeOoBaHUS K O(OPMIICHUIO pe3yJbTaTOB
IIPOU3BOACTBEHHON TEXHOJIOTMYECKON IIPAKTUKH.

IIpou3BOACTBEHHAss IIPAKTUKA CTYACHTOB SBJIAETCA COCTABHOM YacTbIO OCHOBHOWU
00pa3oBaTeNbHONW MPOrpaMMBl  BBICHIETO HPO(PECCHOHATBHOTO 00pa30BaHMs IOATOTOBKU
BBICOKOKBATM(UIIMPOBAHHBIX  CHELIUAINCTOB,  MpPEACTAaBIseT  cO00M  BHI  3aHATHIA,
HETIOCPEACTBEHHO OPUEHTUPOBAHHBIX HA MPAKTHYECKYIO MOATOTOBKY 00yYarOIINXCS.

1. lesu npakTuKU

HGJ'IBIO HpOHSBOJICTBGHHOfI TEXHOIOTHYECKOI MPAKTUKU ABJIAKOTCA 3aKpPCIIJICHUC U
yrayOsieHue 3HaHWUW, TOJYYEHHBIX CTYACHTaMU B IpOLecCe TEOPETUYECKOTro OOy4eHHs,
npuoOpeTeHrne HEOOXOAMMBIX YMEHHH, HaBBIKOB, KOMIIETEHIIUI M OMbITA MPAKTHYECKON
paboTHI 10 U3y4aeMOMY HAIIPABJICHHUIO.

2.3agauM NpaKTHKH
3agayaMy TE€XHOJOTHUYECKON MPAKTUKH SIBIISAETCS:
— TIONy4YEeHUS TPAKTUYECKUX HABBIKOB CAMOCTOSITENILHOM M KOJUIGKTUBHON paOOTHI IpH
pelIeHUH TOCTABJICHHBIX 33]1a4;
— yriIyOJIeHHOE M3YYEeHHE U TPUOOpETEHNE MPAKTUIECKIX HABBIKOB B paboTe ¢
CHUCTEMaMH KPHUNTOTPaPUIECKOM 3alTUThl B paMKaX KOHKPETHOTO MPEIITPUSITHS;
— W3YyYECHUE TEXHOJIOTUN BHEAPEHUS, HACTPOUKHU U MPUMEHEHUS MEKCETEBBIX SKPAHOB,
Tpad PUK-UHCTIEKTOPOB M IPYTUX TEXHOJOTUH 3aIIUTH HH(GOPMAITUH B KOMITBIOTEPHBIX
CETAX OpPraHu3aInii;
— U3yueHue Bo3MokHocTel VPN-TexHonoruii 1yist 3amuThl HHGOpMAaILUY Ha
MPEANPUATHH;
— MpUOOPETEeHNE U 3aKPETICHHE IPAKTUYECKUX HABBIKOB PabOTHI C MPOTrpaMMHO-aNmapaTHbIMU
CpEeICTBAMU 3alIUTHl HHPOPMAIUHN HA MIPESATIPUATHSIX.

3. MecTo NpaKTHKHU B CTPYKType 00pa3oBaTe/IbHOM NPOrpaMMbl

TexHoNIOTHYECKass TPAKTHKAa HETMOCPEICTBEHHO OPHEHTUPOBaHA Ha  MPOQECCHOHATBHO-

MPAKTHYECKYIO TIOJrOTOBKY oOydaromuxcs. TexHomoruveckas MpakThUKa 0a3upyercs Ha OCBOSHUHM TaKUX
JTUCITUILINH Kak « MeTOoJIbl U cpe/icTBa KpunTorpaduueckoit 3ammtel nHbopMaiuny, « Texaudeckast 3ammra

nHbopMaLuny, «3aumTa HHOOPMALIUK OT YTEUKH [0 TEXHUUYECKUM KaHajlamM.
TexHonornyeckass MpakTUKa SBISETCS OJHUM W3 OCHOBHBIX BHUIOB MPO(UIBLHONW MOATOTOBKH

CTYACHTOB U MPCACTABJIACT c000¥ KOMILUIEKCHEIE MPAKTUYCCKUC 3aHATUA, JOIMMOJHCHHBIC JPYTMMHU BUAAMU
y4eOHOro TpoIecca, B XOJ€ KOTOPBIX MPOHUCXOIUT O3HAKOMIIGHHE C YCTPOWCTBAMH W MPOTPAMMHBIM
obecrieueHrneM B 001acTH 3amMThl WHOOpPMAIMKM W JalibHelee (GopMupoBaHue MNPodhecCHOHATBHBIX

3HAHUU.

st ycnenmHoro nmpoxoxaeHUsT y9eOHON TEXHOJIOTHYECKON MPAKTUKHU CTYJICHT JOJDKEH 00J1aIaTh

«BXOAHBIMW» 3HAHUAMH, YMCHUSIMHU W TOTOBHOCTAMH, HpI/IO6peTeHHLIMI/I B PEC3YyJIbTaTC OCBOCHUA

npenuectyromux yacte OIl, a umeHHo:
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3HAMb!

— OCHOBHBIE HOPMATHBHBIE IIPABOBBIE aKTHI B 00JACTH HHPOPMALMOHHON O€30MaCHOCTH U

3alIUThl MH(OPMAIIMH, a TAK)KE HOPMATUBHBIE METOAMYECKUE TOKYMeHThI DeaepanbHon
ciryx0b1 6e3omacHocTr Poccuiickoit @eneparmu, OenepaabHOM CITyKOBI IO TEXHUIECKOMY
MOKCIIOPTHOMY KOHTPOJIIO B JaHHOW 00J1acTH;

—TCXHOJIOTHH O6Hapy)KeHI/I$I KOMIIBIOTEPHBIX aTaK U UX BO3MOXXHOCTH;,

—CpeJICTBa pealln3alliy aTax.

—MEXaHHU3MbI TUIIOBBIX aTaK, OCHOBAHHBIX Ha YA3BHUMOCTAX CETCBBIX ITPOTOKOJIOB.

—aTaKHu Ha CECTEBBIC CJ'IY)K6LI.

—aTaKu € UCII0JIb30BAHUEM MMPOMEKYTOUYHBIX Y3JI0B U TeppHTOpHﬁ.

—OCHOBHBIC YA3BUMOCTH U TUIIOBBIC aTAaKWU HA COBPEMEHHBIEC KOMITIBIOTEPHBIC CUCTEMBI,

— BO3MOXHOCTH B 0COOEHHOCTH HCIOJIb30BaHUS CIEIMANTN3UPOBAHHBIX MPOTPaMMHO-
anmapaTHBIX CPEICTB IPH IPOBEACHUH ayauTa HHPOPMALIMOHHOM 0€30MaCHOCTH;
—METOJbI 3allIUTHI KOMITBIOTCPHBIX ceTeﬁ;
— KIacCU(pHUKAIHUIO U OOIIYIO XapaKTEPUCTUKY CETEBBIX MPOrPaMMHO-AMNAPATHBIX CPECTB
3aIUTH HHPOPMAITHH;
—OCHOBHbBIC IPUHIUIIBI aIMUHUCTPUPOBAHUA 3aTUIIICHHBIX KOMIIBIOTEPHBIX CUCTEM;
— 0COOEHHOCTH pealln3allii METOIOB 3aIlUTHI HH(POpMAIMK COBPEMEHHBIMU TPOTPAMMHO-
anmapaTHbIMH CPEJICTBAMH. .
ymems:
—BBIIIOJIHATH (1)YHK]_II/II/I aIMHUHUCTpPATOpa 0e30IacHOCTH 3alIUIICHHBIX KOMIIBIOTCPHBIX CUCTEM;
—BBIIIOJIHATH HaCTpOﬁKy 3alIUTHBIX MEXaHU3MOB CE€TEBBIX IMMPOTPaMMHO-alIapaTHbIX CPEACTB,
— HaCTpauBaTh IMOJUTHUKY 6e3OHaCHOCTI/I Cp€acTBaMu MpOorpaMMHO-aIIIapaTHBIX KOMIIJICKCOB
CEeTeBOM 3aIUThl HH)OpMAIINH;
— MPUMEHSATh MEXaHNU3MbI 3aIIIUTHI, PEaTH30BaHHBIC B IPOTPAMMHO-AIIAPATHBIX KOMIIIEKCAX, C
LEJBI0 TIOCTPOSHHS 3aIIMIICHHBIX KOMITBIOTEPHBIX CETEH;
— OpPraHU30BbIBATH 3AIUTY CETMEHTOB KOMITBIOTEPHOMN CETH C UCMOIb30BAHUEM MEKCETEBBIX
9KPaHOB;
— IIPUMEHATH CPEACTBA U METOAbI BBIABJICHUA y513BHMOCTeI>i B IpOrpaMMHOM O6eCHe'-IeHI/II/I Y3JI0B
KOMIIBIOTEPHON CETH.
—Peanu3oBrIBaTh e 1 MPUHIHUIIBI 30HAUPOBAHMS Y3JIOB CECTH.
— Hcnonb3oBaTth koMMepUyecKkre U cBOOOTHO pacpoCTpaHsIeMble CpeACTBa ayIuTa
0€30MacHOCTH KOMITBIOTEPHBIX CETCH.
—Hcnonb30BaTh 0COOEHHOCTH CPEJICTB AKTUBHOTO ay/INTA.
—IIPUMCHATH CPCACTBA aHAJIN3a 3allIUIIECHHOCTH CCPBEPOB HpHJ’IO)KeHPIﬁ.
enadems.
— CpeIcTBaMH aJIMUHHCTPUPOBAHHS CETEBBIX MPOrPAMMHO-AIAPATHHIX KOMITIICKCOB 3alUThI
UH(QOpMAIHH;
—CpEICTBAMHU 3 IMHUHUCTPUPOBAHHSI CUCTEM OOHAPYKEHHS KOMITBIOTEPHBIX aTakK;
— CpeICTBAMH M CUCTEMaMU ayJuTa HHPOPMAIIMOHHON 0€30MaCHOCTH; METOIMKOM MPOBEICHUSI
aynauta HHGOPMAIIMOHHON 0€30MaCHOCTH;
—CpeACTBaMH aIMUHUCTPUPOBAHUA CUCTEM OpPraHU3allu BUPTYAJIbHbIX YaCTHBIX ceTeil.
—Haprsikamu OMNpEaACIICHU CTPYKTYPhbI I/IH(l)OpMa]_II/IOHHO-TCHCKOMMYHHK&LII/IOHHLIX CeTeH.
— HaBpikamu NPpUMCHCHUA TPOrpaMMHBIX CPEACTB aHaIn3a TOIMOJIOTUN BBIYHMCIIMTEIILHOM CCTH,
OTIpeICIICHISI MAPIIPYTOB MPOXOXKICHUS CETEBBIX IMAKETOB, 00HAPYKEHUS OOHEKTOB CETH,
MOCTPOCHUS CXEMBI CETH.
— HaBpIkaMu BBIIBIICHUS TCJIICKOMMYHHUKAIIUOHHOT'O O60py}10BaHI/I${, BBISIBJICHHA U ITIOCTPOCHUA
cXxeMbl HH()OPMAIIMOHHBIX MOTOKOB 3allIHIIIaeMON HH(OPMAIIUU B KOMITBIOTEPHOU CETH.

4. ®opMbI IpoBeIeHUSI MPAKTUKHA
TexHomornyeckasi mpakTHUKa MPOBOAUTCS B hopMe:
—KOHCYJIbTaTUBHBIX 3aHSATHI;
— MIPAKTUYECKON OTPaOOTKH MEPEUHsI BOIIPOCOB, PEKOMEHTYEeMbIX Kadeapoi u
IIPOrpamMMOoN;
—paboThl HAa KOMITBIOTEPaX U 000PYIOBAHHUH, TIPEOCTABISIEMOM TIPEIIPUITHEM.



5. MecTo 1 Bpemsi NpoBeleHUs NMPAKTHKH

[Tpon3BoACTBEHHAs TEXHOJOTUYECKAs MPAKTHKA MIPOBOIUTCS Ha MEPBOM Kypce B 6 cemecTpe

MPOAOJIKUTCIIBHOCTBIO ABC HEICIIU. HpOI/I3BOIICTB€HHa$I TCXHOJIOTUYCCKAs MpaKTUKa MPOBOAUTCS HA

NpCaAnpuiATUAX HpO(i)I/UISI IIaHHOf/'I CIICUAJIBHOCTH, OCHAIICHHLIX COBPCMCHHBIM TEXHOJOTMYCCKUM

000py0BaHNEM U KOMIBIOTEPHON TEXHUKOMA.

6. KommnereHniuu odyuawuierocsi, popMupyembie NP MPOX0KIAEHUH MPAKTHKH
6.1 HanmenoBaHue KOMIIETEHIINN

Nunexc

DopmyIHpPOBKA:

VK-1

CriocoOeH oCyIIeCTBIATh KpUTUYECKUH aHaIN3 TPOOJIEMHBIX CUTYaUi
Ha OCHOBE CHCTEMHOT'0 MIOX0/1a, BHIPA0AThIBATh CTPATETHIO ACHCTBHM

VK-2

Crioco0eH yIpaBiIsITh IPOEKTOM Ha BCEX ATANax ero >KU3HEHHOTO
KT

VK-3

CriocoOeH OpraHn30BbIBaTh U PYKOBOJIUTH pabOTON KOMaH/IbI,
BBIPA0ATHIBATH KOMAH/IHYIO CTPATETHIO TSI IOCTHKCHHUS
MOCTaBICHHOW 1ETH

OIIK-3

Crnioco0OeH pa3pabaThiBaTh MPOEKTHI OPraHU3aIUOHHO-
pacIoOpsAUTENBHBIX JJOKYMEHTOB 0 00eCIeUeHHI0 HH(OPMAIIMOHHOMN
0€30I1aCHOCTH

OIIK-5

CriocobeH MpOBOANTH HAYYHbIE UCCIIEAOBAHUS, BKIIIOYAs
DKCIIEpUMEHTaIbHble, 00padaThIBaTh pe3yJIbTaThl UCCIIEIOBAHUM,
0(OPMIIATH HAYYHO-TEXHUUYECKUX OTYEThI, 0030pPbl, TOTOBUTH I10
[pe3yJbTaTaM BBIIIOJHEHHBIX MCCIICIOBAHUN HAay4HbIE JOKJIAIbI U
CTaThU.

ITK-1

C11ocOOHOCTH BBINOJIHATE O6CJ'Iy>KI/IBaHI/IC CHUCTCM 3alllMThI
I/IH(I)OpMaI_II/II/I B ABTOMATHU3UPOBAHHBLIX CUCTEMAX

I1K-2

CrocoOHOCTh IIPUMCHATH IPOrpaMMHBIC CPEACTBA CUCTCMHOI'O,
MPHUKJIAIHOI'O U CIICHHUAJIbHOTO HA3HAYCHUA, HHCTPYMCHTAJIbHBIC
CpCACTBA, A3bIKU U CUCTCMBI IIPOrpaMMHUPOBAHUA 1A obecrneucHus
B3alllUThI I/IH(bOpMaHI/II/I B aBTOMATHU3UPOBAHHBIX CUCTEMAX BBI ITPOLIECCE
X DKCILTyaTallun

ITK-5

CrocoOHOCTh BHEAPATH CHUCTEMBI 3alIUTHI HHPOPMAITHH

ABTOMATU3HUPOBAHHBIX CUCTCM

7. CTpyKTYypa u cojep:KaHue Y4eOHOIi NPaKTHKH
OO0mas TpyJ0€MKOCTh YU€OHOM MPAKTHKN COCTABJISET 3 3a4E€THBIX eIMHHI] — 81 4acos.

Ne
/1

Bunpl yueOHoI pabOThI, HA MPAKTUKE
BKJIIOYAs CaMOCTOSITENbHYIO paboty | Dopmbl

Pa3nensl (3Tamnbl) mpakTHKU CTYJEHTOB U TPYAOEMKOCTh (B yacax) [ Tekyimero
Jlexumm | JIa6. [Ipaxr. Cawm. KOHTPOJIS
pabotbl | 3amsTHs | paboTa
IToaroToBUTENRLHBII dTAII 10 Y CcTHRIN
(MHCTPYKTaX MO TEXHHUKE OTYEeT
0€e301MacHOCTH)




[TIpon3BOACTBEHHBIH ATAI:
1. Anamm3 neaTelbHOCTH

IPEANPUATHS, €70 CTPYKTYPBI, 10 [IncemenH

OM3HEC-TIPOIIECCOB; Bl OTYET

2. MHccnenoBanue cpeacTs

3alUThl UH(OPMAIIUU CETEBOTO

000pyI0BaHUs, OTIEPAIIHOHHBIX

CUCTEM CIEI[UAIBHOTO

IPOTPAMMHOTO 00eCTIeUeHHS, [Mucbmenn

WCIIOJIH3YEMOTO Ha TIPEANPHUATHH, N bIil OTYET

JOJDKHOCTHBIX MHCTPYKITHH 1

JOKYMEHTAIH B cepe 3aluThl

uHpOpMaIUH.

3. [IpopaboTka MHIUBUYaTEHOTO 20 [[uceMEHHBI

TEOPETUYECKOI0 3aJIJaHus TI0 i1 oT4eT

BapHaHTaM

Pemienne nHauBuay aIbHOTO 20 1 IncLMEeHHEI

MPAKTUYECKOTO 3aaHHS 10 P

BapHaHTaM

5. [MoaroroBka u oopmieHue 21

oTYeTa

3 3aKTIOUMTENBHBIN ATanm  (3ammTa 3amuTa

oTUeTa) oT4eTa 1o
MpaKTUKE

Uroro 81

8. O0pa3oBare/ibHbIE,HAYYHO-HCCJIEJ0BATeIbCKHE U HAYYHO-TIPOU3BOACTBEHHbIE TeXHOJIOTHH,

HCIIOJb3yEMbIEC HA l'lpOI/I3BOJICTBeHHO]71 TEeXHOJIOIrn4ecKoi NMpaKTHUuKe.
B Mponecce NpoOX0XKIACHUA HpOI/I3BOJICTBCHHOI71 TEXHOJIOTUYECKOM IMPAKTHUKH

UCIOJIB3YIOTCSI MHTEPAKTUBHbBIE METO/Abl HTEXHOJIOTUH, KOTOpbIe (OPMUPYIOT OOLIEKYIbTYpHBIE
KOMIIETECHIIMH Y CTYICHTOB 34 CUET:

—KOHCYJ'[BTB.LII/IIZ C IPUMCHCHUEM MyanPIMCI[HfIHLIX TCXHOHOFHﬁ;
—CaMOCTOATCIBbHBIX pa60T ¢ ucnonb3oBanueM [1K u COBpPECMCHHOI'O OGOpy,Z[OBaHI/IH

Ha MpCANPUATHH.

9. Y4yeOHO-MeTOaAMYECKOE ODecedeHre CAMOCTOSATeIbHOI PadoThI CTYAEHTOB HA
TeXHOJIOTHYeCKOH MpaKTHKe

3a 7Be HeAEH /10 Havala MPAKTUKUA PYKOBOJUTENb MPAKTUKH OT YHHUBEPCUTETA IPOBOIUT CO
CTy/IeHTaMH OpraHu3allMOHHOE CcoOpaHHUe,
METOJMYECKIMHU YKa3aHUSMH 10 OPraHW3allMy MPOM3BOACTBEHHOW IMPAKTHUKH, a TaKKe OJaHKaMHU
HpeI[HI/ICElHI/Iﬁ Ha IMPAKTHUKY. Bcem MPAKTUKAHTaM BbIAAKOTCA TCOPCTHYCCKUC W HMHAHWBUAYAJILHBIC

3aJaHHs.

9.1 Teoperuueckne 3a1aHUA

Ha KOTOpOM oOecreunBaeT HUX MpPOrpaMMod H

3agaHue Ha TEXHOJOTHYECKYIO NMPAKTHKY BKIIOYAET MPOpPabOTKy TEOPETUYECKOr0 BOIPOCA U
HalMCcaHUe MO0 HeMy 0030pHOro pedepara, BKIOYAEMOro B OTYET IO MPAKTUKE (TeopeTHyecKas

4acTh).

Bapuantsl 3a1aHuii:

1
2
3.
4

ATaku Ha IPOTOKOJIBI U CITy K061 THTEpHET. METOIBI M CpeICTBA 3AIIUTEHI.

IToHsATHE MEKCETEBBIX IKpaHOB. KOMIIOHEHTHI MexkceTeBOTo sKpaHa. IlonuTrka cereBoii 6e30macHOCTH.

Kputepun gunsrparium maketoB. OCHOBHBIE CXEMBI CETEBOM 3aIIUTHI HA 0a3€ MEXCETEBbIX IKPaHOB.

Co3madune 3alyIIeHHBIX CETMEHTOB CETEeH C MCITOJIb30BAHUEM MEKCETEBBIX OKpaHOB.




5. Koudurypupoanue ceTeBbix GUIBTPOB Ha Ga3e HacTpoek Oe3onacHocTr npoTokoia TCP/IP B OC
Windows 7.

3ammra pabouuX CTAaHIMH C UCIIOJIB30BAaHUEM IIEPCOHAIBHBIX CETEBBIX (PHIIBTPOB.
Opranuszanus VPN-cereit. 3agaun, pemaemele VPN. Tynnenuposanue B VPN.

OnexrpoHHble cepTudukartel. IloHsTHE HHOPACTPYKTYPBI OTKPBITHIX KIIOYEH.

NS S

[IpoToko:st u cpencTBa opranuzanun VPN Ha cereBom ypoBHe. HazHaduenwne, o6acth

MpUMEHEHUs, ayTeHTUUKAIMS 1 udpoBanne JaHHBIX B poTtokonax SKIP u [PSec.

10. Iporokoner PPTP, SSL. HazHaueHwue, 0671aCTh MpUMEHEHHS, ay TCHTU(UKALKUS U IH(PPOBaHHE TaHHBIX.

11. IpeumyiecTBa TEXHOIOTUH TEPMUHATBHOTO J0cTyma. ObecneyeHre 6e30mMacHOCTH.

12. Hasnauenue crcreM oOHapyxkeHus atak. Knaccudukanms cucrem oOGHapyKEHHUS aTak.

13. Ciysx0s1 katanoros. Obue cBeieHust 0 ciyx0ax karanoros. Ctpykrypa katanora LDAP.

14. Cucrema exuHOTO BX0/1a B CE€Th Ha OCHOBe mpoTokona Kerberos.

15. Co3nanue emuHOrO POCTPAHCTBA Ge30macHOCTH Ha 6ase Active Directory.

16. Ayaut 6e30macHOCTH KOMIBIOTEPHBIX CHCTeM. Llenu, cTaHaapThl, TOIXOIbL.

17. NncTpyMeHTallbHBIE CpeCTBa ayAuTa 6E30MaCHOCTH KOMIBIOTEPHBIX CUCTEM, X BO3MOYKHOCTH
Y HEJOCTATKH.

18. [IpuMeHeHne HHCTPYMEHTAIIBHBIX CPEACTB ayAUTa 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM.

19. TecTupoBaHue COCTOSHMS 3aIIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM OT HECAHKIHOHUPOBAHHOTO
JIOCTYTIa C MCTIOJIb30BAaHNUEM CKaHEpOB O€30MMaCHOCTH.

20. MeTtoauka npoBeICHHS HHCTPYMEHTAIBHBIX [TPOBEPOK.

21. Knaccudukanus cpeacTs 1 HHPOPMAIIMOHHBIX PECYPCOB B COOTBETCTBUH O cTangaptoMm [SO-17799.

9.2 UnpuBuayaJbHbIe 32 1aHUS

T.K. MPOM3BOICTBEHHAs TEXHOJOTMYECKAsi IPAKTHKA SBISIETCA TNPEAIIECTBYIOMIEH [UIA  TaKUX
JUCLUIUIMH KaK «YTpaBJlIeHUE MPOEKTaMM MO 3aIiuTe WHGOPMALMK ¥ SIKOHOMMKA 3alUThl HHPOPMALIUN,
«KommnekcHas cuctema 3amiuThl HHPOpMAIMM Ha nOpeanpustun», «Pa3zpaboTka U AKCIUTyaTalus
3alIMIEHHBIX aBTOMATU3MPOBAHHBIX HMH(OPMAIIMOHHBIX CHUCTEM, TO Ha TEXHOJOTHMYECKOW MpaKTUKE
CTYJEHTY TMPEAOCTaBISIETCd BO3MOXHOCTh O3HAKOMIJIEHHS C TEXHUYECKHMMH XapaKTEpUCTHKaMH,
0COOEHHOCTSIMH pabOThl TEXHUYECKUX M MPOrPAMMHBIX CPEJCTB 3aIIUThl MH(GOpPMALUKM HAa KOHKPETHOM
IIPEIIPUITHH.

BapuanTsl 3a1anuii:
Brenpenue cucremsl kpunrorpaduueckoit 3amutel Kpunrollpo Ha npeanpustun
2. Buenpenwue cuctemsl kpunrorpaduaeckoit 3ammTsl Secret Disk Enterprise Ha npennpustun
3. Buenpenue cuctemsl kpunrorpapudeckoit 3amutel CipherTrust Data Security Platform
Ha IpeIIpUiTUN

4. Buenpenue cuctemsbl kpuntorpaduueckoit 3ammtsl KpuntoAPM Ha npeanpusitun
5. Buenpenue cuctemsl Kpunrorpadudeckoit 3amuTsl Fin-TrusT Ha npeanpustun
6. Buenpenue cucremsl kpunrorpadudeckoit 3amutsl ViPNet L2-10G Ha npeanpusituu
7
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Buenpenue cucremsl kpunrorpaduueckoit 3amutsl Derypt XG Ha npeanpustuu
Buenpenune cucremsl kpunrorpaduyueckoit 3amutsl “IlanuaapoM™ Ha penpusTHA
Buenpenne cucremsl kpunrorpaduyeckoit 3amuthl ViPNet Coordinator KB 4 Ha
peanpUITUN

10. Buenpenue cucremsl kpunrorpadudeckoit 3amutsl C-Teppa FOHUT Ha npeanpuatuu

11. Buenpenue cuctemsl kpuntorpaduyeckoii 3amutel Kpunrollpo ApxuB Ha npeANpUATHH

12. Bueapenne mexcereBoro 3xpaHa MO «bioknoct-Okpan 2000/XP» Ha npeanpustuu

13. Buenpenue MexcereBoro skpana TrustAccess Ha IpenpuaTun

14. Buenpenue MexcereBoro skpaHa TrustAccess-S Ha npeanpusTuu

15. Bueapenne mexcereBoro 3kpana StoneGate Firewall na npeanpustun

16. Buenpenue nporpamMmmuoro komiiekca Cepep 0ezonacHoctu CSP VPN Server Ha
IPEIIPUITUN

17. Buenpenue nporpamMmmuoro komruiekca Lmo3 6ezonacaoctu CSP VPN Gate Ha npeanpusitun

18. Bueapenne nporpammuoro komruiekca Kimuent 6e3onmacHoct CSP VPN Client Ha
IPEIIPUITHN



19. Buenpenne mexcereBoro skpana Ideco ICS 3 Ha npennpusatun
20. Buenpenue nporpammuoro komiuiekca Tpaduk Mucnexrop 3.0 Ha npeanpusTuu

10. ®opMbI IPOMEKYTOYHOI aTTecTAlMHU (110 HTOraM y4eOHOM Mcci1e10BaTeIbCKOM
NMPAKTHKH)

ATTecTanus 10 UTOraM IMpOU3BOJICTBEHHONW TEXHOJIOTMYECKON IPAKTUKHU IPOU3BOAUTCS B 6
CEMECTpPE U 3aKJII0YaeTCs B 3allIUTE COCTABIEHHOIO 00YYarOIUMCsI OTUETA MO MPAKTUKE.

B npomecce mnpakTHKKM TEKyLIIUMH KOHTPOJb 3a paboOTOW CTYJEHTOB, B TOM 4YHUCIE
CaMOCTOSITENIBHOM, OCYLIECTBIIIETCS PYKOBOIUTENIAM IPAKTHUKH OT MPEANPHUATHS, a TaKKe
PYKOBOJUTENEM OT By3a B pPaMKaxX KOHCYJIbTAllMH U IPOBEPKU BBIIOJHEHHOI'O TEOPETUYECKOrO U
WHAVBUIYAJIBHOTO 33JaHUN B COOTBETCTBHMM C METOAMYECKMMH YKAa3aHMSMHM II0 OpraHu3aluu
IIPOU3BOJCTBEHHON MPAKTUKHU CTYJCHTOB.

Ilo OKOHYaHMM MPAKTUKHU CTYACHT-IIPAKTUKAHT COCTABJISET IMUCbMEHHBIN OTUET U CHAET €ro
PYKOBOJUTENIO NMPAKTUKH OT YHUBEPCUTETA OJHOBPEMEHHO C OJaHKaMM MpEeANUCaHUN Ha MPaKTHKY,
MOJIMCAaHHBIMU HENIOCPEICTBEHHBIM PYKOBOJIUTENIEM IIPAKTUKYU. biiaHKku npeanucanuii Ha NPakTUKY
- o(puIMaTbHBIA JOKYMEHT, YIOCTOBEPSIOIIMN MPOXOXKIACHUE CTYAEHTOM IPAKTUKH COTJIACHO
YTBEPKJICHHOMY KaJeHJapHOMY IUIaHy (rpaduky). bianku mpeanucaHuii Ha MpakTUKy HapaBHE C
OTYETOM O IMPOXOXKICHUM IPAKTHUKU SBJISETCS OCHOBHBIM JIOKYMEHTOM, II0 KOTOPOMY CTYJEHT
OTYUTBIBAETCS O BBIMOJIHEHUU NTPOTrpaMMbl. Bo BpeMs IpaKTUKU CTYIEHT JOHKEH €KEAHEBHO KPaTKO
U aKKypaTHO JIOKyMEHTHpOBaThb B OJaHKax BCE, YTO UM IMPOJENIaHO 3a JIeHb IO BBIIOJHEHHUIO
OporpaMMbl U HMHIUBUAYAIbHBIX 3aJaHui. Ilo OKOHYAaHMM IPAKTUKHU 3allOJHEHHbIE OJIAHKU
IIPEIOCTABIISAIOTCA PYKOBOAUTENIO MPAKTUKU. PyKOBOAMTENh MPAKTUKK JAET KPATKOE 3aKIIOYEHHE O
KadyecTBe pabOThI CTY/ICHTA 3a KaXKAbIH JIeHb (WK ONpeIesIeHHBIN epHO).

OT4er O MpakTHKE IOJHKEH COJEP)KaTh CBENCHUS O KOHKPETHO BBIIIOJHEHHOW CTYIEHTOM
paboTre B mMepHOJ NPAKTUKH, a TAaKKe KpPAaTKOE OMNKMCAHUE BBIMOJHEHHON pPabOThl, BBIBOIABI U
npeuiokeHus. B order nomkeH ObITh BKIIIOYEH CHENMAlbHBIM paszfgen o0 HUTorax BbINOJIHEHUS
CTYJ€HTaMH UHIUBUIYaJIbHOIO U TEOPETUUECKOIO 3aJaHUsI Ha IIPaKTUKE.

Odopmiienue, CTPYKTYpa U cojep:KaHue 0TYeTa MO NpaKkTuKe. OTYET - UTOTOBBIN
JIOKYMEHT, Ha OCHOBAaHMH KOTOPOTO U MOCJIE €0 3aLUTHI CTYACHT M0JIy4aeT 3a4eT 110 MPAKTUKE.

OdopmiieHre oTueTa MO MPOM3BOJACTBEHHOM MpaKTHKE CIEAYEeT INPOU3BOAUTH COTJIACHO
METOAMYECKHM YyKa3zaHUsIM «MeToauuecKkue yKazaHus M0 O(OpPMIIEHHIO OTYETOB IO MPAKTHUKE,
pedepaToB, KypCOBBIX M JUINIOMHBIX paObOT/IIPOEKTOBY.

O0BeM oTueTa BMECTE ¢ MPHWIOKEHUSIMU — 15-25 cTpanun popmara A4. OH 10KEH OBITh
M3JI0KEH TPAaMOTHO, aKKypaTHO 0()OpMIIEH, HalledaTaH ¢ IOMOIIBI0 KOMITBIOTEPA.

CTpyKTypHO OTYET COAEPKUT CIECAYIOUINE SJIEMEHTHI: TUTYJIBHBIH JIMCT, BBEICHNUE, OCHOBHAs
qacTh (IepeUYeHb Pa3JIeoB), 3aKI0YEHHE, CIUCOK HCIIOJIb30BAaHHBIX HCTOUHUKOB, IPUIIOKEHUS.

Bo BBeneHnn HEOOXOAMMO PACCMOTPETh AKTYAJIbHOCTh NPHUMEHEHHs] HOBBIX, NEPCIIEKTUBHBIX
CPEZCTB 3alUThl HHPOPMALIUH, OTIPEIEINUTh LN U 3a]a4i Y4eOHOU MPAKTHKH, a TaKXKe CTPYKTYpY
oTyeTa.

OcHOBHast 4aCTh TOJKHA COCTOATH U3 TPEX PA3AEIIOB:

AHanus 1eqaTenbHOCTH NPEANPUATUS U CPEICTB 3alIUThl HH(POpPMALMK, KOTOPhIE
UCTIONIB3YIOTCS B XOJIE €T0 Pa0OTHI.

Teopernueckas 4acTh (pedepaTuBHOE U3II0KEHUE TEOPETUUECKOTO 3a/1aHus);

[TpakTHueckas yacTh (OIMMCAHNUE BHIOJHEHHS] MHAUBUIYaJIbHOTO 3a/1aHus).

IIpu HanMcaHUM TEOPETUYECKON YaCTH HEOOXOAUMO I0JIb30BaThCs PEKOMEHI0BAHHOM
JIATEPATypOil.

B 3aknrouMTenbHOW YacTH  OTYETA  CTYNEHTY PEKOMEHIYETCs, IpOaHAIU3MPOBaB
IOJIO’KUTENBHBIN OIBIT, MOJYYEHHBIN B Pe3yJbTaTe MPOXOXKJIEHUS NPAKTUKH, CEIaTh KPUTUUECKUE
3aMeuaHus. 3aMedaHus JOJDKHBI HOCUTh KOHCTPYKTUBHBIN XapakKTep.

3amuTa CTyJIeHTaMH OTYETOB MO NMPAKTUKE OCYLIECTBIISIETCS B KOMUCCUH B TeUEHHE 3-X JHEU
10CJI€ OKOHYaHMS NMPAKTUKM WM B YCTaHOBJIEHHBbIE KadeApol M MHCTUTYTOM cpokd. Ilo mrtoram
aTTecTalluy (3allUThl OTYETAa) BBICTABISAETCS OLEHKa (OTIIMYHO, XOPOUIO, YJOBJIETBOPUTENHHO,
HEYJOBIEeTBOPUTENbHO). CTyIEHTbl, HE BBINOJHUBLIME IPOrpaMMy IPAKTUK [0 YBAKUTEIbHON
IPUYMHE, HAIIPABISAIOTCS HAa NPAKTUKY BTOPUYHO, B CBOOOIHOE OT yueObl BpeMs.
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CryneHThl, HE BBINOJHMBIINE MPOrpaMMy MpPAKTUK O0€3 YBaXUTEIbHOW MPUYMHBI WU

MOJYYHBILIUE OTPHUIATEIBHYIO OIIEHKY, MOTYT OBITh OTYMCIIEHBl M3 YHHMBEPCHTETa KaK HMEIOIIUE
aKaJeMHUYECKYIO 33J0JDKEHHOCTh B IOPSAAKE, IPEAYCMOTPEHHOM Y CTaBOM BY3a.

11. YyeOHO-MeTOAN4YecKOe U MH(pOpMaHOHHOE o0ecniedeHre Y4eOHOM NPAKTHKH
IlepeyeHb OCHOBHOI JTUTEPATYPHI:

1.

JleonoBa O.B. OcHOBBI HAYYHBIX UCCIICIOBAHMM [ DIEKTPOHHBIN pecypc]: yueOHoe mocoone/
JleonoBa O.B.— DinekTpoH. TekcTOBbIE NaHHbIe.— M.: MoCKOBCKast

rocy/apCTBEHHAs akaJeMMsi BOJHOTro TpaHcnopra, 2017.— 70 c.— Pexum nocryna:
http://www.iprbookshop.ru/46493.— DbC «IPRbooks», no napomzo.

Cxkpunnuk /[.A. O0ure Bonpockl TEXHUYECKOH 3auThl HH(popMaIuu [ D1eKTPOHHBIN
pecypc]/ Cxkpunnuk J[.A.— DneKTpoH.TeKCTOBbIe JaHHbIe.— M.: UHTepHET- Y HUBEpCUTET
Nudopmannonnsix Texnonoruit (MHTYUT), 2017.— 424 c.

TexHonoruu 3amuThl HHGOPMAIUK B KOMITbIOTEpHBIX ceTsax / H.A. Pynenkos,

A.B. IIponerapckuii, E.B. CmupnoBa, A.M. CypoBoB. - 2-¢ u3a., ucnp. - Mocksa :
Hanumonanenselit OtkpeiTeiil YHuBepeutetr « MHTYUT», 2017. - 369 c.

MbiiBong, D. be3zomacHocTh cerelt / 3. MbaiiBo. - 2-e u3f., uctp. - M. :

Hammonansueiit OTkpsiThiid Y HUBepcuter « MHTYUT», 2017, - 572 c.

Cuctemsl 3amMUTHl HHOOPMAITUK B BEAYITUX 3apyOEKHBIX CTpaHaX : yueOHOe Mocooue AJis
By30B / B.M. ABepuenkoB, M.1O. PritoB, I'.B. Konapamun, M.B. PynanoBckuii. - 4-e
u31., cTep. - Mocksa : @nunTa, 2017. - 224 .

IlepedyeHb TONMOIHUTENBHOM JINTEPATYPHI:

l.

Jlornniera M.A. OCHOBBI Hay4YHBIX HCCJIEIOBAaHUU [DIEKTPOHHBIN pecypc]: yueOHoe mocodue/
Jlonuesa M.A., Jlazape B.Ml.— DiekTpoH. TekcToBble JaHHble.— biaroBenieHck:
JlabHEBOCTOUYHBIA TOCYAApCTBEHHBIM arpapHblii yHuBepcureT, 2018.— 185 c.— Pexum
noctyna: http:// www.iprbookshop.ru/55906.— 5BC «IPRbooks», o mapostro.

Omudep, B. I'. KomnbrotepHblie ceTr. [IpHHIUITEL, TEXHOIOTHH, TPOTOKOILL. : [yueonuk] / B.I'. Omudep, H.A.
Onudep. - 4-¢ u3n. - CIIO. : Turep, 2017. - 944 c.

Tanenbaym™m, 3. KommbstorepHbie cetH : [yued. mocodue] / O. Tanenbaywm ; nep. ¢ anrn. B. llpara. - 4-¢ uzm. -
CIIb. : ITutep, 2017.-992 c. .

Cetr u TeekoMMyHHKanuy : yueb.nocodue / b.B. Cobonb, A.A. Manun, M.C. ['epacumenxo. - Pocto w//] :
®dennkce, 2018. - 191 c. .

lamumxuii, A. B. 3ammura napOpManiy B CeTH - aHAIIN3 TEXHOJIOTUH U CHHTE3 pemieHni / A.B.

Ilamunkwuit, C. . Psa6ko, B.®. lllansrun. - M. : JIMK Ilpecc, 2018. - 616 c.

IlepeyeHb y4eOHO-METOAMYECKOTO 00ecTeYeHUsI CAMOCTOSITEIbHOIH PadoThl 00y4aIOIIMXCANO NPAKTHKE:

1.

Meroandeckue yka3zaHHs [0 OpraHU3alui U IPOBEIECHUIO Y4eOHON MPAaKTUKU —
«TexHnomoruueckast npakTukay uig ctyaenTos Hanpasiaernsal0.03.01 «Mudopmarmonnas
0€3011aCHOCTbY.

WMHCTpYKLIMHU IO TEXHUKE O€30MacCHOCTH U OXpaHe Tpy/a IpH padoTe Ha MPEeaIpUSTHH,

/i€ IPOXOJIUT MPAKTHKA.

MeTtoanyeckre peKoOMeHauu Uit opopMIIeHHUS pedepaToB, OTUETOB MO MPAKTUKE, KyPCOBBIX

paboT/IIPOEKTOB, BHITYCKHBIX KBATU(PHUKAIIMOHHBIX padoT [Tsturopck: 2018 r. — 20 c.

IlepeueHnb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTu « AHTEepHET»:

1. http://elibrary.ru - Hayunast anextponnas 6ubnmmoreka eLIBRARY.RU
2. http://www.biblioclub.ru -YauBepcurerckas 6ubimoreka online

12. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne Y4eOHOH MPAKTUKHU JIEMOHCTPAIIMOHHOTO

000pyI0BaHUsI Ny4eOHO-HATIISAHBIX IOCOOUH CTIeMaTu3upOBaHHAs yaeOHas MeOeb u
TEXHUYECKUE CPEJICTBA O0YUEHUS, CIy>Kallle JUIsl IpeACcTaBIeHUs yueOHO HHPOpMAaIIiH:

KOMITBIOTEPHI C MOAKIIOYeHHEM K ceTd "MHTepHeT" u J0CTYOM B 3JIEKTPOHHYIO



nH(GOPMaIIMOHHO-00Pa30BaTEIbHYIO Cpeay,
KHIDKHBIE IIKaQbI 17151 y4eOHOM TuTepaTyphl U yueOHO-METOINYECKIX MaTepHUasIoB
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