MHHUCTEPCTBO OBPA3OBAHUS U HAVKU POCCUUCKOM

OEJIEPALIMU PDenepanbHOe rocyAapCTBEHHOE aBTOHOMHOE 00pa30BaTeNIbHOE
yupexzaenue Boicuiero odpasosanus « CEBEPO-KABKA3CKUN
OEJIEPAJIBHBIN YHUBEPCUTET»

WuctuTyT cepBuca, Typusma u auzaiiHa (punmnan) CKOV B r. [Iaturopcke

METOANYECKHUE YKA3AHUS
10 BBITIOJIHEHUIO MPAKTUYECKUX PadboT
10 JUCIHUILINHE
IMPOI'PAMMHO-AIIITAPATHBIE CPEJICTBA 3AIINUTHI

NH®OPMALINAU
Hanpasnenue noarotroBku 10.03.01 Mudopmanmonnas 6€30macHOCTb
HampasnenHnocts (mpoduiib) KommekcHas 3amuTa 00beKTOB
uHpOpMaTH3ALUU
KBanu¢ukanus BbITyCKHHUKA bakanasp
®dopma 00yueHus Ounas
Y4eOHbIii mnan 2020 r.

[Tsaturopck, 2020 r.



Beeaenne
[enapro METOOMYECKUX PEKOMEHIALMN 110 U3YyUEHUIO AUCLUAIIIINHBI SBISETCS 3aKPETUICHUE
Y yriayOrieHue 3HaHuH, OJYyUYEHHBIX PU U3yUYE€HUU TEOPETUYECKOT0 MaTepralla Mo JUCIUILINHE
«IIporpamMmmHO-annapaTHble CpeACTBa 3alIUTHl HHPOPMALIUN.
[enpro mpoBeneHUs MPAKTUYECKUX 3AHATHI SABIISAETCH:
1. O6oO0meHne, cucTeMaTU3aIysl, 3aKpeIieHUe MMOJTyYeHHbIX TEOPETUUYECKUX 3HAHUH 110
TeMaM KOHKPETHBIM TPEOOBAHUSIM TUCIIUILUTHHEI
2. ®opMUPOBAaHNE YMEHUH IPUMEHATH MTOJIyYE€HHbIE 3HAHUS Ha IPAKTUKE
3. BripaboTka onTHMaNbHBIX PEIICHUH MPU PEIICHUH MPAKTHYECKHUX 33134 MPEIMETHON
obnactu [lanHOe mocobue coaepKUT BeCh HEOOXOAMMBIM MaTepual AJs BHIITOJHEHUS

NPaKTUYECKUX paboT ¢ 11eNbl0 0cBOeHUs Kypca «IIporpaMMHo-annapaTHble cpelicTBa
BBIUHCIUTEIbHOU TEXHUKHIY.

Metoauueckue pPEeKOMEH1aluu NPU3BAHBI obecneynThb 3¢ EKTUBHOCTD
CaMOCTOSITENIbHON paboThI CTYAECHTOB C JIMTEPAaTypOd, HA OCHOBE PAl[IOHAJIILHOW OpraHU3aluu
€e M3y4eHHus, OOJIerdyuTh IMOATOTOBKY CTYIEHTOB K Cllaue JK3aMeHa, COPUEHTUPOBaTb MX B
HalpaBJI€HUM U3YYEHUs MaTepHaja [0 TIOCTaBJIEHHBIM BOIpOCaM, JaTh BO3MOXHOCTh
0TpaboTaTh HABBIKU COCTABJIEHUS M OGOPMIIEHHs pa3IMYHBIX BHMJOB JOKYMEHTOB, KaK MOJ
KOHTPOJIEM IIPENoIaBaTelsl, TaK U CAMOCTOSITEIBHO.

Ilepen mOArOTOBKOW K 3aHATHIO CTYAEHTHl JOJDKHBI O3HAKOMHUTBCA C IUIAHOM
IPAKTHYECKOT0 (CEMMHAPCKOT0) 3aHATHSI, a TAKXKe ¢ y4eOHOI mporpaMmoi 1o JaHHOW TeMe, 4To
IIOMOJKET CTYZCHTY COPHEHTHUPOBATHCS MPHU MPOpabOTKe BONPOCA M MPAaBUIBHO COCTaBUTH IUIAH
OTBETA; U3y4YEHUE KOHCIIEKTa JIEKLIUH, Pa3/eloB Y4eOHUKOB, O3HAKOMIIEHHE C JIOTIOJIHUTEIbHON
JUTEPATYpPOH, PEKOMEHIOBAaHHON K 3aHATHIO. CTyNEHTHI TOJKHBI TOTOBUTh KPATKUN KOHCIIEKT
OTBETOB Ha BCE BOIPOCHI, 3HATh ONPEACICHNSI OCHOBHBIX MOHSITUH.

KonngecTBo yacoB Ha MpaKTUYECKHE 3aHATH 110 paboyeil mporpaMMme MpeaycMOTPEeHO

nu1st Hanpasyienust moarotoBku 10.03.01 « Mudopmanmonnas 6e3omacHOCThY - 45 4acoB.



Conepxanue

Bsenenue

[TpakTrueckoe 3ansatue 1 COop gaHHBIX 00 HH(GOPMALIMOHHON CUCTEME C
MIOMOIIIBIO CPEACTB aAMUHUCTpUpoBanus Windows.

[TpakTrueckoe 3ausaTue 2 COOp JaHHBIX O TOMOJOTHUHU CETH C IOMOIIIBIO CPEACTBA
AIMUHUCTPUPOBAHUSI CETEM.

[TpakTrueckoe 3ausatue 3 Uaentuduxarys u ayTeHTUGUKAIHS CUCTEM
cemeiictBa Microsoft Windows.

[TpakTrueckoe 3ausatue 4 Ayrentudukanus no nporokory Kerberos.
[TpakTueckoe 3ansatue 5 Hactpoiika JIOKaIbHON MOJIUTUKHA NapOJbHOU
0€30MacHOCTH ONEPALIMOHHON CUCTEMBI.

[Tpaktuaeckoe 3anstue 6 MHPpacTpykTypa OTKpHITHIX Kitouel. Llndpossie
cepTu(UKaTHI.

[TpakTrdaeckoe 3anstue 7. Micnons3oBaHue MUPPOBBIX CEPTUHUKATOB.

[Tpaktudeckoe 3ansTue 8. PesepBHoe konmposanue B Windows Server 2008.



IIpakTHyeckas padora 1
Coop naHHbIX 00 HHPOPMALMOHHOH CHCTEME € TOMOIIbIO CPEACTB AAMHUHHCTPHUPOBAHNS
Windows.

Heab: cOOp MaHHBIX 00 WMEIONMUXCS KOMIIBIOTEPAX, YCTAHOBJICHHBIX HAa HUX
OTIEPAIIMOHHBIX CUCTEMaX, IIPEIOCTABIISIEMBIX B 001N docmyn (HailsIOBBIX pecypcax.

3HaTh: cOOp JaHHBIX 00 MMEIOUIMXCS KOMIIbIOTEpaX, YCTAHOBICHHBIX Ha HHUX OTEPAIlMOHHBIX
CUCTEeMaXx, PEJOCTaBISAEMBIX B O0IIHIA docmyn (GaillIoBBIX pecypcax.
YMeTh: TpoBecTH cOOp MAaHHBIX 00 HWMEIOIIUXCS KOMIIBIOTEpaX, YCTAaHOBJICHHBIX Ha HUX

OTIEPAIIMOHHBIX CHCTEMaX, IIPEIOCTABIISIEMBIX B 001N docmyn (HailsIoBBIX pecypcax.

Teopernyeckas 4acTb

Jl11s mpoBeIeHus OLIEHKH PUCKOB HEOOXOAMMO MPOBECTH MHBEHTAPU3AIMIO aKTHBOB
undopmarmonHoi cuctemsl (MC). Eciu B UC ucnionb3ytores nomeHsl Windows, 1iis moinydeHus
JaHHBIX O CHCTEME MOXHO MCIOJNb30BaTh CPEACTBA aJAMHHUCTPUPOBAHMS, PEAIM30BAaHHBIE B
BHJIC OCHACTOK KOHCOJIU anMuHucTpupoBanus (Microsoft management console - mmc).

Ucnonb3yeMble B AaHHON paboTe HMHCTPYMEHTHI MOTYT OBITh 3allyllleHbl W3 paszaena
"AnmunucrtpupoBanme' venio "Ilyck" unu yepes "l[laneas ynpasiaenus" (Ilyck [ Ilanesan
ynpasJjenus | ATMUHHCTpHPOBaHHe).

N3 pazpgena "ApmuaucrpupoBanme' 3anyctute Active Directory Users and
Computers. B packpbiBaromemMcsi crucke OOBEKTOB BbIOepuTe Baim goMeH, Tam OTKpoiiTe
nepeveHb KOMIbIOTepoB (nanka Computers - puc. 1.).

% Active Directory Users and Computers

u{é Fonzone  JdeficTere B4 OwHo  Cnpaeka & EIIJ
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=) R 175006 KomneoTep
B r1z3007 KomneoTep
= p 123008 KonneraTep
=l R1zsc01 KomneraTep
=) 127001 KamneoTep
= R127c02 KormkraTen

Puc. 1- HonyquI/Ie NEpCUHA KOMIIBIOTCPOB JOMCHA

C nmnomoupbl0 KHONKM TaHEIM WHCTPYMEHTOB ''JKcmopT cmucka' (Ha KHOIKE
n300paKeHUE CIHUCKA U CTPENKH) CAUCOK KOMIIBIOTEPOB MOKHO AKCIIOPTUPOBATh B MEKCHOBbILL
¢gatin s jpaneHelmei oOpaboTku. B cBoiicTBax KommbloTepa OTOOpa)kaeTcsi Ha3BaHUE WU
BEpCHsl YCTaHOBJIEHHOW oOmepanuoHHON cucrtembl (puc. 2). Taxke TaM MoXeT OBITh
JIOTIONTHUTENbHAS UHDOpMayus, HATPUMEP, OTIUCHIBAIOLIAS pazmeueHue.

AHaJOrMYHbIE JaHHBIE O KOHTPOJUIEpPAaX JOMEHa MOYKHO MOJYy4YuTh B paszaere Domain

Controllers. Jlanasie 0 moap30BaTeNAX U UX rpymnmnax goctynHsl B paszaene Users. Hamno



OTMETHTh, YTO IMpPEJCTABICHHOE pacClpe/eieHue no pasjeliaM He sBisercs o0s3aTelbHbIM. B
mpoliecce aAMUHUCTPUPOBAHUS MOTYT CO37aBaThcs HOBBIE nodpazoenenuss (OU - Organization
Unit) u 00beKTHI (HapuMep, MOJIb30BaTEIHN WIH KOMITBIOTEPHI) - TOMEIATHCS B HUX.

Wudopmaninio 0 COOTBETCTBUM HMEH KoMIbloTepoB [P-agpecamMm MOXXHO NOTy4YuUTH,
UCTIONB3YS ymuaumy komanonot cmpoxu nslookup mwimm agmMuaucTpatuBHyto ocHacTky ""DNS'.
Hanpumep, y3nate [P-adpec xommbioTepa http://compl.mcompany.ru_MOXHO € IOMOIIBIO
koMaHbl nslookup compl.mcompany.ru Yacto neicTByrole HACTPOWKH B CETH TaKOBBI, YTO
ip-agpeca KOMIBIOTEpPAM BBIAEISIOTCS IWHAMHUYECKH, C HCIOJIb3oBaHHEM ciyxObl dhep, u
MOTYT MEpHOMYECKU MEHAThCs. Kak mpaBuiio, y cepBepoB ip-ajpeca NOCTOSHHBI.

Tenepr mepeiimem K odrtamy cOopa JaHHBIX 00 WHGOPMAIIMOHHBIX pecypcax,
HOJ/IEP’)KUBAEMBIX Ha KommbiloTepe. llepeueHb mpenocTaBisieMblX B OOIIMH odocmyn Tamok
MOYKHO TTOJIYYUTh C OMOIIBbIO OCHACTKH "YnpaBJienne komnbroTepoM' . Ha puc.

3 mpencraBieH NpHUMEp IMEpeuHs pecypcoB palboueil CTaHIMM, MPEJOCTaBJIIEMBIX B OOIIUI
docmyn B CITy’)KEOHBIX LESAX. DTOT CnuUCOK MOKHO TaKKe SKCIIOPTUPOBATEL B MeKCMOBblll (ati.
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Puc. 2- Uadopmanus o KoMmbroTepe
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Puc. 3- Ilpumep nepeuns o01ux pecypcoB pabodeit craHuu


http://comp1.mcompany.ru/

bonee unTepecen OyaeT momoOHbIN cnucok 1is daiaoBoro cepepa. UToObI €ro yBUIETS,
HaJI0 MOAKIIOYUTH OCHACTKY '"'YIpaBiieHHe KOMNbIOTEPOM' 1Jisi cepBepa. 3alyCTUTE KOHCOb
MMC (IlyckBsimoanutslmme), B menio BoiOepuTe n00aBiIeHHE HOBOM OCHACTKU (puc. 4),
BbIOEpUTE OCHAcTKy ''YHpaBileHHe KOMIbIOTepoM' W yKaXUTe, YTO OHa OyJer
WCITOJIB30BATHCS VISl IPYTOT0 KOMITbIoTEpa (puc. 5).

B ocranbHOM 151 TOTB30BaTENs BCe OyIeT MPOUCXOAUTH TaK ke, Kak U Mpu padboTe ¢
JIOKQJIbHBIM KOMITBIOTEPOM.

B cBoiicTBax pecypca MOXHO y3HATh O pa3pelIeHus X, KOTOPbIE YCTaHOBIIEHBI HA HETO KaK
IUTsE pazaensieMoro pecypea (puc. 6), a Ha Bkiaake ""'be3omacHocTs' - paspernieHusx QaitnoBoii
cucteMsl NTFS (ecnu nanka pacriojio’keHa Ha pasjelie ¢ 3Toi ¢aiinoBoit cucteMoil, a He ¢ FAT).

‘T4 Koweonsl

Ascrone  Bua  Ibfpmeice O Cnpaexa
CosaaTe CreN
Orepeite... Q0
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COXPEMTE KSK. ..

AOGSBHTY MW YABMTE CCHECTEY

HoT 3nemeHTOD ANA OTOBRAKENHA D 3TOM BNAS.

1 CAWINDOWS\system3zides
2 C:A\WINDOWS\system3Zicompengmt.
3 C:\WINDOWS\system32ieventvwe
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HAM yasnRe* HIETEH,

Puc. 4- JloGaBiieHrEe HOBOM OCHACTKH

¥npaene Hue KomnbHTe PO E

BhifiepuTe KoMMNbIOTEp, KOTOPBIM A0MKHA YIPABAATE 3T& OCHACTKA.
373 ocHaCcTka BCEraa YNpaBnAeT:

" NOKENSHBIM KOMNBIOTEPOM (TEM, HA KOTOPEM BLINOAHABTCA 3T3 KOHCONL)

(% 4pyri KoMnbioTEpoM: Fsewelsaiu‘SAiU FTK.SPBSTU.RU

I PaspewaeTca M3MEHATE BEIGPAHHEIA 417 YIPAENSHUA KOMNBIOTED NPH 3aNYC<E HE
KOMEHIHOM CTPOKM. [TDHMEHAETCA TOABKO NPH COXPEHEHWA KOHCOAM,

[ [aroso ] [ OtienHa l

Puc. 5- Beibop kommbroTepa
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Puc. 6- Pazpemenus

Bonpocsr:

JImHny cBs3el JIOKAJIbHBIX CETCH.

ObecnieueHne CEKPEeTHOCTHU TepeiaBaeMoi HHPOPMALIUH B JIOKATBHBIX CETSIX.
THIBI TMHAUN CBSA3U JIOKAILHBIX CETEH.

beckabenbpHbIe KaHANIBI CBS3H JIOKAJIBHBIX CCTEH.

ba3oBbie TEXHOMOTUH JIOKATBLHBIX CETEH.

HecrannapTHble TONOJIOIUH JTOKAJIBHBIX CETEH.
CornacoBaHue 1 SKpaHUpPOBaHUE JTUHUM CBSI3U.

N kW=

Cnmcok aurepatypbl

OcHoBHas JuTEepaTypa

1. Lapes, P.1O. [IporpamMMHbIe 1 annapaTHble cpeicTBa MHOOPMATUKH © yUEOHUK /
P.1O. Llapes, A.B. IIpokonenko, A.H. Kus3pkoB ; MUHHCTEPCTBO 00pa30BaHUs U HAYKU
Poccuiickoit @enepanun, Cubupckuii @enepanbHblil yHuBepcuTeT. - KpacHosipck : Cubupckuii
denepanbHbIil yHUBepcuTeT, 2015. - 160 c. : Tabmn., cxeM., ni. - bubmuorp. B kH. - ISBN 978-5-
7638-3187-0 ; To xe [Dnexrponuslii pecypc]. - URL: //
biblioclub.ru/index.php?page=book&id=435670

2. JIaGopaTopHBIii MPakTUKyM Mo Aucuuiuinee [IporpaMMmHo-anmapaTHble CpeacTBa
3alUThl HHGOpMaIK [DNeKTpOoHHBIN pecypc] / . — DnekrpoH. TekcToBble qaHHbIE. — M. :
MoCKOBCKUIT TEXHUUECKUI YHUBEPCUTET CBS3U U HHGopMaTuku, 2016. — 31 ¢. — 2227-8397.
— Pexxum poctyna: http:/www.iprbookshop.ru/61529.html

JomosiHuTE/ILHAS JIUTEpaTypa

1. AlinunsH, A.P. AnnapatHbie cpecTBa BEIYUCIUTEIbHON TEXHUKU © YUeOHUK /
A.P. Aiinunss. - M. ; bepnun : [{upext-Meaua, 2016. - 125 c. : un., cxem., 1ad:. - bubnuorp. B
KH. - [SBN 978-5-4475-8443-6 ; To »xe [Dnexrponnsii pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=443412

2. Ilpusanos, . M. (MuacTUTYT cepBuca, TypusMa u nu3aitHa (puiman)CKDVY Br.
[TaTuropcke). OCHOBBI aNapaTHOTO U MPOrPAMMHOT0 o0ecreueHus : yued.-MeTo1. mocodue /
N.M. Tlpusanos ; Ces.-Kas. dpenep. yu-T. - CraBponons : CKOVY, 2015. - 145 c. - 144 c.

Ilepeuens HTEpHET - pecypcoB

1. http://www.biblioclub.ru/ - snekrponHast 6udaroTeKa

2. http://www.uts-edu.ru/ - «IE€KTPOHHBIE KYPChD»
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IIpakTuyeckasi pabora 2
COop 1aHHBIX 0 TOIMOJIOTHH CETH € MOMOLIBIO CPeACTBA AAMUHUCTPUPOBAHMSA CeTel.

Hean: V3ydeHne pa3nuyHbIX BapUaHTOB cOOpa JAHHBIX O TOTOJOTHH CETH C IMOMOIIBIO
CpPEACTB aIMUHUCTPUPOBAHUS ceTel ¢ momolbio 3Com Network Supervisor .

3HATh: TOMOJIOTMIO CETH; CpEACTBA AIMUHUCTPUPOBAHUS CETE C MOMOIMIbIO
3Com Network Supervisor .

YMeTb: TPOU3BOIUTH BHIOOp JTOKYMEHTUPYEMOH CETH;, COCIWHEHHUS [0 THIIAM
MOJKJIFOYEHUI; CBOMICTBA KOMMYTATOpa; CPEJACTBA YIaJ€HHOIO aIMUHUCTPUPOBAHUSI.

AKTYaJIbHOCTh TeMbI OOBSCHACTCS OCOOCHHOCTSIMU TOJITOTOBKM OakamaaBpoOB IIO

HHXCHCPHBIM HAIIpaBJICHUAM.

TeopeTnyeckas 4acThb

[Ipogomxast TeMy WHBEHTapu3aluu akTHBOB uHpopManmonHoit cucremsl (MC),
nepensieM K pacCMOTPEHHUIO CPEJICTB, MO3BOJISIFOIINX MOJIYYUTh JaHHBIE O COCTABE M TOIMOJIOTMH
cetu. B kauecTtBe mpumepa B TaHHOM JTaOOpaTOpHOM paboTe OyIEeT UCIONB30BATHCS VMUIUMA
3Com Network Supervisor, KOTOPYIO MOXHO O€CIUIaTHO MOJY4YHTh ¢ caiita komnanuu 3Com
(http://www.3com.com). AHanoruuHble 70 (QYHKIHMOHAIBHOCTH TPOAYKTHl €CTh U Yy JpPYTUX
MIPOU3BOUTENEH CETEeBOro 000pyA0BaHUS.

[Ipn 3amycke mporpammbl Mpejiaraercs BbIOOp - CTPOUTh HOBYIO KapTy CETH WIH
OTKpPBITH cymiecTBymouyto. Ilpu BeIOOpe co3nanust HOBOW KapThl HA/O0 yKaszaTh, Kakas noocemby
nokymentupyercs (puc. 1). Ha pucyHke BbIOpaHa nokanbHas noocems, T.e. Ta ip-cemv, K
KOTOPOH OTHOCUTCS Komnviomep, Ha KOTopoM Beinonusercs 3Com Network Supervisor.

Discovary Type
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Puc. 1- BeiOop n1oKyMeHTHUpyeMOii ceTu

Ha puc. 2 npeacrasien npuMep KapThl CETH, KOTOPYIO CTPOUT ymuiuma. Hano oTMeTHTs,
4yro Hambojee MHPOpMATHBHA Takas KapTa OyAeT B TOM CiIydae, €CIIM B CETH HCIIOJIb3yeTCs
ympasisieMoe ceTeBoe obopyaoBanue 3Com, TOAIEPKUBAOIIEE, B YACTHOCTH, MPOTOKOI SNMP.
B T0 ke Bpemsi, I0J1b3a OT COCTaBJICHHS KapThl Oy/IET U B CIy4ae OTCYTCTBHS B CETH IOI0OHOTO
000py10BaHUS.

Jns Toro, 4toObI 3TO TPOJEMOHCTPHUPOBATh, OBUIM CIENIAHBl CIETYIONINEC HACTPOMKH.
Kaxxnomy 3 KoMIploTepoB ObLTH MPUCBOEHBI ip-apeca u3 AByX ceteit kinacca C - 192.168.1.0 u
192.168.100.0. VYmpasnsemomy kommytatopy 3Com SuperStack 11 Switch 3000 Ha3HaueH



aopec 192.168.100.6, T.e. oH "BuIeH" TOIBKO MPHU NOCTpoeHUHU KapThl cetu 192.168.100.0. DNS
CEpBEPBI 1OCTYIHBI TOJIBKO B ceTu 192.168.1.0, mosToMy Ha pUCyHKaX, OTHOCAIIUXCS KO BTOPO

CeTH, KOMIBIOTEPhl HWACHTHU(DHUIUPYIOTCS TOIBKO ip-ampecamu. Kapra cetm 192.168.1.0
Mpe/ICTaBJICHA HA pUC. 3.

4 Fonh Metwork Supervisor - Untithed :: 1
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Puc. 3- Kapra cetn 192.168.1.0. Mndopmarust oT ynpasisieMoro KOMMyTaTopa HEI0CTyITHA

Jliis BBIOpaHHOTO y3J71a MOKHO IOTPeOOBaTh MPOBECTH MOHUMOPUHE 3aTPY3KU PA3ITUUHBIX

CETEeBBIX CEPBHCOB WM OOpPAaTHTBCS K CPEIACTBAM  VOAIEHHO20 —AOMUHUCMPUPOBAHUSL,
HCITOJIB3YIOITUM TTPOTOKOIBI http, telnet wnu ssh ( puc.4,5).
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Puc. 5- 3anmyck yaaneHHOTro TepMUHaNa I aAMUHUCTpUpOBaHus KommyTaTtopa Switch 3000
@yuKkyusa noucka (KHOIKA MMaHeIu HHCTPYMEHTOB € 300paxkeHreM OMHOKIISI) TO3BOJISIET,

B YaCTHOCTH, OTOOPa3UTh HH(POPMAIIMIO O TUTIAX MCIIOJIb3YEMBIX CETEBBIX MOIKIIOUEHUH ( pHUC.

6,7).
UYepes cBOMCTBA yNpaBiIsieMOro KOMMYTaTopa AOCTYIIHA uHpopmayus 0 TOM, K KaKOMY

MOPTY KaKOM y3el MOAKIIOYEH U Tpaduku 3arpy3ku ( puc. 8,9).


http://www.intuit.ru/studies/courses/531/387/lecture/8994?page=4#image.2.8
http://www.intuit.ru/studies/courses/531/387/lecture/8994?page=4#image.2.6
http://www.intuit.ru/studies/courses/531/387/lecture/8994?page=4#image.2.6

‘Bearch Criteria-

Find: |Links =]
Search by |Media type Lj
Clear
Media type: |Ethernet ﬂ Q
Mame J Twpe J Speed I Duplex Made I
Switch 20001010010 192.168.100.... Ethernet 100 Mhps Linknown
Switch 3000 107100 t0 192.168.100.3 Ethernet 100 Mbps Unknown
Switch 3000 10100 t0 192.168.100.... Ethernet 100 Mhps Linknown
Switch 3000 107100 to Cloud 1 Ethernet 100 Mhps Linknown

Found 4 matches

I Find oaly within current list

Close I Help I

Puc. 6- Coenunenus o tnnam noxxiarouenuii. Ethernet

rSearch Criteria

Find: |Links =]
gearch by: |Media type ~]
Media type: wireless Peerto-Peer v |

Mame | Type | Speed ‘ Duplex Mode J

Mo matches found [ Find oaly within current list

Cloze ‘ Help I

Puc. 7- CoenuHeHMS IO THTIaM MOJKIIOUEHUN. becpoBoHbIC TOAKIIOYEHUS (OTCYTCTBYIOT)

Cobpannas ungopmayus MOXET OTOOpakaThbCsi B BHJIE OTYETOB, (OPMHUpPYEMBIX B
dbopmare HTML. Onyus noctynHa uepe3 merio Tools myHkT Reports. /[ 3amay, cBsI3aHHBIX C
MHBEHTapU3aluell CUCTeMbl, HAMOOIBIINI UHTEpeC MpeAcTaBiAoT oTueTsl Inventory Report u
Topology Report.

Otuet no tononorun cet 192.168.1.0 cocrout m3 3anucu "Hert maHHBIX", T.K. JaHHBIE O
tonosiorun  npoepamma 3Com Network Supervisor TOIyduTh HE cMoOrja (B JITOM CETH
yOpaBisieMblil kommymamop "HeBUIUM", T.K. €T0 adpec MPUHAIUICKUT APYTOH ip-ceTH).



4 3Com® Nehwork Supervisor - Live Graphs for Switch 3000 10/100

Eile Monilor View Help

Qi@

Devicas and Cannactions LLive Graphs
ga | Switch 3000104 00

= Port 4: connected to Cloud 1

= Pont 52 connected to 192168100100
~ Fort @ connected to 192168.100.3
# Port12: ;onnected to 19216810010

Bridge Discards

Waiting...

Metwork Instabiiity

Puc.8- JlaHHbBIE O MOAKITIOUEHUAX U TpadhUKu

) Properties for Switch “Switch 3000 104100

General | Unit| Addressas | SHMP |
Narne
Port3 Custom Name; [
Port 4 connected 1o Cloud 1
Port § connected o 192168100100 User Nama: (1Y
Part i connected 1o 192.1668.100.3 DS Mame: Unknown
Port 7 3
Porid Syslem Name: Switch 3000 101100
Portg
Parii0 Factory Setlings
Part 11 :
Port 12 connectad to 19216810010 Type: 3Com SuperStack l Switch 3000
Product Number. 3C160424
Serlal Number. Unknioem
System
Location: 3ICam
Up Since: Wed Oct 03 18,3255 MSD 2007
Contact: 3Com
Comments
Type your comments in the section below:

ok | cancel Help

Puc. 9- CoiicTBa KOMMyTaTopa

Bonpocsl

C momoristo 3Com Network Supervisor TOCTpOUTE KapTy CeTH yU4eOHOU J1abopaTopuu.
Onummure y3ibl CEeTH, UCTIOIb3yEeMbIe THUIIBI COSTUHEHHH.

Onuimre JOCTYIHBIE CPEACTBA YOAIEHHO20 AOMUHUCTPUPOBAHUSL.

[Tepeuncnute ucnonap3yemMbie CETEBbIE YCTPOMCTRA.

VYkaxure, Kakue MociaeCcTBUs OyIyT IPU BBIXOJE U3 CTPOs! (MIIM HEKOPPEKTHOU

paboTe) KakJI0ro U3 CETEBOr0 yCTPOUCTBA.

Nk W=

Cnmcok aureparypbl

OcHoBHas1 JInTepaTypa

1. apes, P.JO. IIporpamMMHsbIe 1 anmnapaTHbIe cpeicTBa MHOOPMATHKH : yUeOHUK /
P.1O. Llapes, A.B. IIpoxonenko, A.H. Kus3pkoB ; MunuctepcTBO 00pa3oBaHus U HAYKH
Poccuiickoit ®eneparnuu, Cubupckuii GenepanbHplii yHUBEpCHUTET. - KpacHosipck : Cubupckuii
denepanbHbIil yHUBepcuTeT, 2015. - 160 c. : Tabmn., cxeM., ni. - bubmuorp. B kH. - ISBN 978-5-



7638-3187-0 ; To xe [DnexTpoHHbIi pecypc]. - URL:
[/biblioclub.ru/index.php?page=book&id=435670

2. JJabopaTopHbIi MPAaKTUKYM IO JucuuIuinHe [IporpaMMHo-anmnapaTHele CpecTBa
3anThl HHGOpMaIHH [ DNeKTpoHHBIH pecypc] / . — DnekrpoH. TekcToBble qaHHbIe. — M. :
MoCKOBCKHUIT TEXHUYECKUI YHUBEPCUTET CBS3HM U UHPopmaTuku, 2016. — 31 ¢. — 2227-8397.
— Pexxum noctyna: http:/www.iprbookshop.ru/61529.html

JlonoJiHUTeIbHAS JIMTEpaTypa

1. AlinuasH, A.P. AnmapartHbie cpeacTBa BEIYUCIUTEIBHON TEXHUKHY © Y4eOHUK /
A.P. Aiinunsn. - M. ; bepnun : lupext-Menua, 2016. - 125 c. : un., cxem., Tabmn. - bubnuorp. B
kH. - [SBN 978-5-4475-8443-6 ; To e [Dnexrponnsiii pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=443412

2. Ilpusanos, . M. (MuacTHTYT cepBuca, TypusMa U nu3aitHa (pmman)CKDVY Br.
[Tsaturopcke). OCHOBBI aNapaTHOTO U MPOTPAMMHOTr0 oOecrieueH s : yued.-MeTo 1. mocoodue /
N.M. IIpusanos ; Ces.-KaB. denep. yH-T. - CraBpormons : CKOVY, 2015. - 145 c. - 144 c.

Ilepeyens UHTEpHET - pecypcoB

3. http://www.biblioclub.ru/ - sanekrpoHHas 6ubIMOTEKA

4. http://www.uts-edu.ru/ - «9IeKTPOHHBIE KypChD»



http://www.uts-edu.ru/
http://www.biblioclub.ru/
http://biblioclub.ru/index.php?page=book&id=443412
http://www.iprbookshop.ru/61529.html
http://biblioclub.ru/index.php?page=book&id=435670

IIpakTnyeckas padora 3.
Nnentudgukanus u ayrenTudgurkanus cucrem cemeiictea Microsoft Windows.

Heas paGoTbl: M3YyYUTh CIOCOOBI HWACHTU(PHUKAIMA W ayTEHTH(PHUKAIUUA CUCTEM
cemelictBa Microsoft Windows.

3Harb: cucreMy — WASHTHQUKAIMM M ayTeHTU(DHKANUW;  JIBYX(PaKTOPHYIO
ayreHTu(dukanumio;  yrwiutel  Microsoft  Baseline  Security  Analyzer;  mpoBepky
aJIMAHUCTpaTOpaMu 0€30IacHOCTH Ka4decTBa HCIIOJIB3YEMBIX Maposield MyTeM MMHTAIMH aTak;
OTpaHUYEHUE YUCIIA HEYAaYHbIX MOIMBITOK BBOJIA TAPOJISL.

YMeTh: OnepupoBaTh C MapoOIbHBIMH CHCTEMAMH ayTEHTU(UKAIMH, YYETHOW 3aIHChIO

IIOJIB30BaTCIIA.

Teopernyeckas 4acTh.

B nmaHHOW Teme OymyT pacCMOTPEHBI HEKOTOPBhIC TEXHUYECKHE MEPHI ITOBBIIICHUS
3alUMIIEHHOCTH CHUCTeM. BbiOop paccmaTpuBaeMbiX Mep OOYCIOBIEH BO3MOXHOCTBIO HX
peanu3anuu BCTPOCHHBIMH CPEACTBAMHU OTIEPAIMOHHBIX CUCTEM cemeicTBa Microsoft Windows.
COOTBETCTBEHHO, YPOBEHb 3AIIUIIEHHOCTA MOXET ObITh MOBBIIICH 0€3 JOMOIHUTENbHBIX 3aTpaT
Ha CIIEIMATN3UPOBAHHBIC CPECTBA 3AIHUTHI.

PaccmarpuBaemble BOIIPOCHI MOXKHO pa3/IeIUuTh Ha JABE TPYIIIIbL:

* BOIIPOCHI, CBA3aHHBIC C UOeHmugukayuel u aymeHmugurayueri moIb30BaTeIe;

* 3aIUTA NIEPEIABAEMBIX COOOIICHUH.

HnenTnduxanus v ayreHTHPUKALUA

HNnenTudgukanus - NpucBoeHUE MOJIb30BATENAM UACHTU(UKATOPOB (YHUKAJIBHBIX UMEH
WIM METOK) M0 KOTOphIMH cucTema "3HaeT" mosb3oBarens. Kpome wuaeHtuduxanuu
HOJIb30BaTeNNeN, MOXKET MPOBOJAUTHCS uUoenmugukayus TPy Mojb3oBarenei, pecypco UC u
T.J.

Hoenmugurxayua HyXHa M JUIsL IPYTMX CHUCTEMHBIX 3ajad, Halpumep, A BEACHUS
KYpHaJIOB  cOObITHH. B OONBIIMHCTBE  CIIydaeB  uoeHmugukayus  COMPOBOKIACTCS
ayTeHTU(UKALIUEH.

AyTeHTH(QUKAIUS - YCTAHOBJEHHME MOJJIMHHOCTH - MpOBEpKa MPHUHAJIEKHOCTH
HOJIb30BATENI0 NPEAbABICHHOTO UM uaeHTU(uKaTopa. Hampumep, B Hauane ceaHca paboThl B
UC nonvzoeamenv BBOAUT UMsI U napoab. Ha OCHOBaHMM 3THX JAaHHBIX CHCTEMa IPOBOJIUT
uAeHTUDUKAIMIO (170 WMEHW TOJb30BaTeNsA) M ayTeHTU(UKAIUIO (COMOCTaBIAS UM
nonb306ameins N BBEJCHHBIN napoib).

CucteMa uieHTU(QUKAIUY U ayTeHTU(UKALIUY SIBJISETCS. OHUM U3 KIFOUEBBIX 3JIEMEHTOB
UHOPACTPYKTYphl ~ 3allMThl  OT  HecaHKuuoHWpoBaHHoro goctyna (HCJl)  moboit
UHPOPMALMOHHOW  cUCTeMbl. B  COOTBETCTBMM C€  pPacCMOTPEHHOH paHee MOJEIbIO
MHOTOYPOBHEBOM 3alUThI, aymenmugukayus nob30BaTessi KOMIbIOTEpa OTHOCUTCS K YPOBHIO
3aLUTHI y3JI0B.

OOBIYHO BBIAETAIOT 3 FPYNIbl METOJIOB Ay TEHTHU(PHUKALIUH.

1. AyreHTudukanys N0 HAIMYMIO Y MOJb30BATENs] YHUKAIBHOTO OOBEKTa 3aJaHHOTO
tuna. MHorga 3TOT Kilacc METO/OB ayTeHTU(UKAIMK Ha3bIBaloT no-aHriuiicku "l have" ("y
MeHs ecTh"). B kauecTBe mpumepa MOXKHO MPUBECTU AyTEHTU(PHUKAIMIO C TOMOIIBIO CMapT-KapT
win A1ekTpoHHbIX USB-kitoueil.

2. AyreHtu¢ukanys, OCHOBaHHAas Ha TOM, YTO IIOJIb30BATEII0 H3BECTHA HEKOTOpPAs
koHQuaeHuuanbHas uHpopmauus - "I know" ("s 3naw"). Hanpumep, ayreHTHdUKaAMsS 1O
napoJito. bosee mopo6HO MapoibHbIE CUCTEMBI pACCMAaTPUBAIOTCS Jlajiee B 3TOM pasJiele.

3. AyreHTu(dUKaIKUS TOJIH30BATENS IO €T0 COOCTBEHHBIM YHUKAIBLHBIM

xapaktepuctukam - "I am" ("s ecTp"). DT METOBI TaKKe HA3BIBAIOTCS OMOMETPUIECCKIMH.



Hepenko ucnomnb3ytoTcss KOMOMHUPOBAHHBIE CXEMBbl ayTeHTU(UKAIMU, O0BEAUHSIONINE
METO/ABl pPa3HbIX KiaccoB. Hampumep, nByxdakropHas aymewmugukayus - noiv3ogamend
MPEIBABISET CUCTEME CMAapT-KapTy ¥ BBOJAUT MUH-KOJ IJISl €€ aKTHBAIIUH.

Haunbonee pacrnpocTpaHeHHBIMM Ha JaHHBIH MOMEHT SIBJISIFOTCSI MAPOJIbHBIE CUCTeMbl
aymenmugukayuu. Y TONB30BaTeNsd €CTb uoewmugukamop W napoiv, T.e. CEKpeTHas
ungopmayus, W3BECTHAsE TOJIBKO TMOJB30BATENI0 (M BO3MOXHO - CHUCTEME), KOTOpas
UCIIOJIB3YETCS ISl MPOXOXKICHUS ay TEHTU(PUKAIIUH.

B 3aBucHMMOCTH OT peanu3alii CHCTEMBbl, NApo.b MOXKET OBITh OJHOPA30BBIM HIIU
MHOTOpa3zoBbIM. OrepaliOHHbIE CUCTEMbl, KakK IMpaBWJIO, MPOBOIAT AayTEHTH(PHUKAIUIO C
UCTIOJIb30BaHUEM MHOTOpa3oBbIX mapoiieil. COBOKYNMHOCTh HICHTU(UKATOpa, Napois M,
BO3MOXXHO, JIONOJHUTENbHOM HHOpManmu, ciayxamed [Uis ONHCAaHMUS  I0JIb30BaTeNs
COCTaBJISIOT YYETHYIO 3alIUCh MOJIb30BaTeIs.

Ecnu mapymwrens y3Han napons JETalbHOTO IMOJIb30BATENs, TO OH MOXET, Halpumep,
BOMTH B CHUCTEMY IOJ €ro YYeTHOW 3alUChi0 M TOIYYUTh Odocmyn K KOH(HUIEHIHATbHBIM
naHHbIM. [loaToMy Oe30macHOCTH Taposiel ciaeayeT yaensaTh 0co00i BHUMaHHE.

Kak ormeuanoch mpu paccMorpenuu cra"papra ISO 17799, pekomeHIyeTrcsi, 4TOOBI
MOJIb30BATEIM CUCTEMBI MOAMKUCHIBAIN JOKYMEHT O COXpaHEeHUH KOH(UACHIINAILHOCTH MapoJIs.
Ho HapymmuTens Takke MOXKET HOMBITaThCs 10100paTh napo/ib, yraiaTh €ro, NepexBaTuTh U T. 1.
PaccMoTpuM HEKOTOpBIE pEKOMEHIAIMH 71O aJIMUHUCTPUPOBAHUIO MAPOIbHONW CHUCTEMBI,
MO3BOJISIIOIINE CHUBUTD 8€POAMHOCHb PEAIN3alliy OT00HBIX YTIPO3.

1.3amanne MUHUMAJIbHOW IJIMHBI UCMOJB3YEMBIX B CHCTEME MApOJed. IDTO YCIOKHIET
aTaky myTeM mojadopa mapoieit. Kak mpaBuio, peKOMEHIYIOT yCTaHABIMBATh MUHHUMAIBHYIO
JUTMHY B 6-8 CUMBOJIOB.

2.YcTaHoBKa TpeOOBaHMS UCIIOIB30BAThH B MAPOJIe pa3Hble TPyl CHMBOJIOB - OOJIbIINE
Y MasieHbKue OyKBBI, IU(PHI, CIeHHaIbHbIE CUMBOJIBI. DTO TAKXKE YCIOXKHSAET M0I00D.

3. Ilepuoaumueckas TpOBEpKa aoMuHUCmMpamopamu  0Oe30nacHocmu  KadecTBa
UCIOJIB3YEMBIX MapoJiel MyTeM umumayuu amax, TaKuX Kak moadop mapoiyied "mo cioBapro”
(T.e. MpoBepKa Ha HCIIOJIb30BaHHE B Ka4eCTBE MapoJii CJIOB €CTECTBEHHOTO SI3bIKa U MPOCTHIX
KOMOUWHAIIMN CUMBOJIOB, TakuX Kak "1234").

4.¥YcTaHOBKa MAaKCUMAaJIbHOTO ¥ MUHUMAJIBHOTO CPOKOB KH3HU MapOJisl, UCIOIb30BaHUE
MeXaHU3Ma MPUHYAUTEIEHOW CMEHBI CTapbIX MapoJei.

5.0rpanuueHue YnciIa HeyJauyHbIX MOMBITOK BBOJA MapoJis (OJOKUpOBaHUE YUETHOM
3aMKcH MOCiIe 33JaHHOT0 YKCila HEYJauHbIX MOMBITOK BOWTH B CUCTEMY).

6.Benenue xypHana UCTOPUU Mapojieil, YToObl MOIb30BATENH, MOCIE MPUHYIUTEIBHOMN
CMEHbI NapoJis, HE MOIJIM BHOBb BHIOpaTh ce0€ CTaphlil, BOZMOKHO CKOMIIPOMETHPOBAHHBIN
naposb.

CoBpeMeHHbBIE OIEPAaLMOHHBIE CHCTEMBI cemeiicTBa Windows TO3BOJISIOT JenaTh
YCTAaHOBKHM, aBTOMAaTHYECKH KOHTPOJHUPYIOIIWE BBIMOJIHEHUE TpeOoBanui 1,2,4-6. Ilpu
UCTIONIb30BaHUM JoMeHa Windows, 5TH TpeOOBaHHS MOXHO pPAaclpOCTpaHUTh Ha BCe
KOMIIBIOTEPHI, BXOASAIINE B 0oMeH U TAKUM 00pa30M MOBBICUTH 3aIIUIIEHHOCTh BCEH CETH.

Ho npu BHEApEHUN HOBBIX MEXaHH3MOB 3aIIUTHI MOTYT TIOSIBUTHCS U HEXEIATCIIbHBIC
nocienctsus. Hampumep, TpeGoBaHus  "CIIOKHOCTH"  Mapoyied  MOTYT  [OCTaBUTh
B MYNUK HEJOCTAaTOYHO TIOJATrOTOBIIEHHOTO IOJb30BaTeis. B naHHOM ciywyae mnoTpedyercs
OOBSICHUTb, YTO C TOYKH 3pEHHs] ONEpPAllMOHHON cucTteMbl Windows HaaeXHBI naponb
COIEpXUT 3 U3 4 TPy CUMBOJIOB (O0bIHe OYKBBI, Majibie OyYKBBI, ITUPPHI, CTY>KEOHBIC 3HAKH).

AHaNOrH4YHbIM 00pa3oM, Ha/I0 MOATOTOBHUTH MOJIB30BATENEeH U K BHEAPEHUIO OJIOKUPOBKU
YUETHBIX 3alucedl IMOoCJe HECKOJIbKMX HEeyJayHbIX IOMBITOK BBojAa mapois. Tpedyercs
OOBSICHUTh TOJB30BATENSAM, YTO IPOUCXOAMUT, a CaMU MpaBuUia OJOKUPOBKU JOJDKHBI OBITh
Xopouo mpoayMmanbl. Hampumep, ecinm BbICOKAa 6eposamuocms TOTO, UYTO NOIb308amMeNb
3a0JI0KHPYET CBOIO 3anuchb B MEPUOJ OTCYTCTBHS aAMUHHUCTPATOPA, JIyUllle CTABUTH OJOKUPOBKY
HE HACOBCEM, a Ha KaKou-To cpok (30 MUHYT, 4ac u T.1.).



DTO MPUBOAMT K TOMY, 4YTO JAOJKHA OBITH pazpaboTaHa MOJUTHKA YNpAsieHus napoiamiL,
COIPOBOKIAOIINE €€ JJOKYMEHTHI, a ITOTOM YK€ TIPOBEJICHO BHEPEHUE.

[Tpu ucnonszoBanuu OC cemeiictBa Windows, BBISBUTH YYETHBIE 3alHCH CO CIA0BIMH
WM OTCYTCTBYIOIUMHU MAPOJISIMU MOYKHO, HAIIPUMEP, C MOMOIILI0 YTUIHTE Microsoft Baseline
Security Analyzer. OHa e TO3BOJSET BBISIBUTH U JApPyTH€ OIIMOKHM aJMUHUCTPUPOBAHUS.
Bonpocam ucnonb30BaHusl 3TOM YTUIIUTHI, @ TAKXKE HACTPOWKE MOJUTUKU MapoJield MOCBAIIECHA
JlaHHas JabopaTopHas padoTa.

Bonpocsr:

Cucrtema uaeHTUPHUKALNN U Ay TEHTUDHUKALIH.

Yrunmutel Microsoft Baseline Security Analyzer.

JByxdaktopHas ayTeHTUDUKAIIHSL.

[TaponbHBIE CHCTEMBI Ay TEHTU(UKAITUH.

VY4eTHast 3anKCh NOIb30BATES.

3amaHne MUHUMAIBHOM JUTMHBI UCTIONB3YEMBIX B CHCTEME TIapOJIEH.
[TpoBepka aaMUHUCTpPATOpaMu 0€30MACHOCTH KaueCTBa MCIIOJIb3yEeMbIX HapoJieil myTeM
UMHTAIIH aTaK.

OrpaHuyeHue 4nciia HeyJauyHbIX MONBITOK BBO/A ApOJIs.

9. Kypnan ucropuu naposiei.

NoUnhAEWLD -~

*®

Cnmcok aurepatypbl

OcHoBHas JiuTEpaTypa

1. Hapes, P.1O. IIporpammuble u anmnapaTHbie cpencTBa nHpopMaTuku : yueOHuk / P.1O.
[lapes, A.B. [Ipokonenko, A.H. Kus3pkoB ; MuHHCTEpcTBO 00pa3zoBaHus M Hayku Poccuiickoit
Oenepanuu, Cubupckuit @enepanbHbiii  yHuBepcuter. - KpacHospck :  Cubupckuit
denepanbubIil yHUBepcuTeT, 2015. - 160 c. : Tabmn., cxeM., ni. - bubnuorp. B kH. - ISBN 978-5-
7638-3187-0 ; To xe [Dnexkrponnsii pecypc]. - URL: //biblioclub.ru/index.php?
page=book&id=435670

2. JlabopatopHblii NpakTUKyM Mo aucuuiimHe IIporpaMMHo-anmapaTHble cpencTBa
3alUThl HHpOpMaUu [DJAEKTPOHHBIA pecypc] / . — DnekTpoH. TekcroBble naHHbIE. — M. :
MoCKOBCKUIT TEXHUUECKHI YHUBEPCUTET CBS3U U uHGopMaTuku, 2016. — 31 ¢c. — 2227-8397.
— Pexxum poctyna: http://www.iprbookshop.ru/61529.html

JonmosiHuTE/IbHAS JIUTEpaTypa

1. AlnunsH, A.P. AnnmapaTHble cpeicTBa BBIUMCIUTENBHONW TEXHUKHU : yueOHHMK / A.P.
Aiinuasd. - M. ; bepnun : {upexr-Meaua, 2016. - 125 c. : un., cxem., Tad:. - bubmuorp. B
KH. - [SBN 978-5-4475-8443-6 ; To »xe [Dnexrponnsii pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=443412

2. IlpuBanoB, . M. (MucTUTYyT cepBuca, Typusma u nuzaiiHa (¢puinan)CKOVY B 1.
[Taturopcke). OCHOBBI anmapaTHOTO W MPOrpaMMHOTO olecreyeHus : yuyed.-MeTon. mocodue /
N.M. IlpuBanos ; Ces.-Kag. ¢penep. yH-1. - CtaBponosb : CKOY, 2015. - 145 c. - 144 c.

Ilepeyens UHTEpHET - pecypcoB
1. http://www.biblioclub.ru/ - snekrponHast GudaroTEKa
2. http://www.uts-edu.ru/ - «91€KTPOHHBIE KYpPChD»



http://www.uts-edu.ru/
http://www.biblioclub.ru/
http://biblioclub.ru/index.php?page=book&id=443412
http://www.iprbookshop.ru/61529.html
http://biblioclub.ru/index.php?page=book&id=435670
http://biblioclub.ru/index.php?page=book&id=435670

IIpakTuyeckasi padora 4.
AyTtenTudukanus no nporoxoay Kerberos.

Heab: wn3ydyeHuWe CTaHIApTa CUCTEMbl LEHTPAIM30BAaHHON ayTeHTH(PUKALIUU H
pacnpeeNieHns KIItouel B paMKax oreparroHHoi cucteMbl Windows.

3HaTh: ayTeHTHPUKAMIO C  HCMOJb30BaHMEM  mpoTtokoia  Kerberos  v.5;
[EHTPATN30BAaHHOE PACIpE/EICHUe KUYl CHMMETPUYHOTo mudpoBanus; CepBEepHYIO 4acTh
Kerberos kak 1ieHTp pacnpeaeneHus KIoJen.

YMeTh: mnpuMeHATH mpoTokon Kerberos;, mNpou3BOAWTE B3aUMOJEHUCTBUE MEXKIY

Kerberos-o0nactamu.

AKTyaJIbHOCTh  TeMbl  HM3y4YeHHE  CTaHJapTa  CHUCTEMBbI  I[IEHTPAIM30BAHHOM
ayTeHTU(UKALUY U paclipeie]IeHHsl KIIIoUel B paMKax ornepanuoHHol cucteMbl Windows.

TeopeTnueckasi 4acTh

[Tpotokon Kerberos 6p11 pazpabotan B MaccauyceTCKOM TEXHOJIOTHYECKOM UHCTUTYTE B
cepenuHe 1980-x TrTOomOB u ceiuac sBHseTCS (DAKTHMUECKUM CTAHAAPTOM  CHUCTEMBI
HEHTPATN30BAaHHON ayTeHTU(DUKALUU U pacnpedeienuss Kioyell CAUMMETPUYHOTO MU(GPOBAHUS.
[Tonnep>kuBaeTcs onepanoHHBIMU cucTeMamu cemerictBa Unix, Windows (HaunHast
¢ Windows'2000), ects peanuzaruu aiis Mac OS.

B cersax Windows (nauunas ¢ Windows'2000 Serv.) aymenmugurayus no mpoTOKOTY
Kerberos v.5 (RFC 1510) peanu3zoBana Ha ypoBHE JOMEHOB. Kerberos siBnsieTcss OCHOBHBIM
MPOTOKOJIOM ayTEHTH(PHUKAIMU B JIOMEHE, HO B MENIX O0ECIeueHUs COBMECTHMOCTH C C
NPEbIAYIIUMHA BEPCUSIMU, TAK)KE TOIEpKUBAETCA MPOTOKOI NTLM.

[Tepen Tem, kak paccMoTpeTb mopsaok pabotsl Kerberos, paszdepem 3auem oH
W3HavyalbHO paspabateiBasica. LleHTpanu3oBaHHoOe pacnpedenenue Katoyel CUMMETPUYHOTO
@ poBaHUS TIOJIPA3yMEBAET, YTO Y KAKIOT0 a0OHEHTAa CETH €CTh TOJIBKO OJTUH OCHOBHOU Ki0Y,
KOTOPBIA MCIIONIb3YETCSl ISl B3aUMOJAEUCTBUS C YeHmpom pacnpedeiienus Kiroyell (CEpBEpOM
KITt04ei). UToObI MONYYHTh K170y MUGPOBAHUS IS 3alTUTHl 00MEHa JTAHHBIMH C JJPYTHM
a0OHEHTOM, n01b308amens OOpAIIaeTCsl K CepBepy KIIOYeH, KOTOpBIM HA3HAYaeT 3TOMY
MOJIL30BATENI0 M COOTBETCTBYIOIIEMY aOOHEHTY CEaHCOBBIN CUMMEMPUYHDBIL KIHOY.

[IpoTokon Kerberos obecrieunBaeT pacnpeodeneHue KIto4ell CAMMETPUIHOTO
mGpoBaHUS U MPOBEPKY MOJIMHHOCTH MOJIb30BaTeNel, padOTaIOIMX B HE3ALUIIEHHON CEeTH.
Peanmzamust Kerberos - 370 mporpammHasi cuctema, IMOCTPOCHHAs 10 apXUTEKType "KIUEHT-
cepeep". KilneHTCKass 4acTh yCTaHABIMBAETCS HA BCE KOMITBIOTEPHI 3AIIMIAEMON CETH, KPOMe
TeX, Ha KOTOpbIe YCTaHABJIMBAIOTCS KOMIOHEHTHI cepBepa Kerberos. B ponu knuentos Kerberos
MOTYT, B YaCTHOCTH, BBICTYIIaTh U CETEBBIC cepBephl ((hailIoBbIE CEpBEPHI, cepsepbl neyamu 1
T.1.).

CepBeprast yactb Kerberos HasbIBaeTCs yermpom pacnpedeieHus Kiuodetl (aHTIL.
Key Distribution Center, cokp. KDC) 1 COCTOUT U3 IBYX KOMNOHEHM:

* cepsep ayreHTuduKanuu (aHri. Authentication Server, cokp. AS);

* cepBep BblAauu paspenieHuit (anri. Ticket Granting Server, cokp. 7GS).

Kaxxnomy cyobekTy cetu cepsep Kerberos HazHauaeT pa3nensieMblil ¢ HUM Koy
CUMMETPUYHOT0 MU(POBAHUS U OJIEPKUBACT 0a3y JaHHBIX CyOBEKTOB U UX
CeKpeTHBIX Kitouei. Cxema ¢pyHKIMOHUpOBaHUs npoTokoia Kerberos mpencrasnena Ha puc. 1.

IMycte  xmment C cobupaercss  HavaTh  B3aMMOJACHCTBHE ¢  cepBepoM  SS
(anrn. Service Server - cepeep, TPEAOCTABIAIONIMKA  CceTeBble CepBUCHI). B Heckombko
YIPOIIEHHOM BHJIE, TPOTOKOJ MPEIIOIaraeT CIeyOIIe IIar:

1. COAS: {c}.

Kmuent C noceimaer  cepBepy — ayTeHTH(UKauuu AS cBOM  HICHTUDHUKATOD  C
(uneHTUUKATOP NMepeaeTcs OTKPHITHIM TEKCTOM).

2. ASIC: {{TGT}Kas_tcs, Kc 165} Kc,



rae:
o Kc - ocHoBHo# ximou C ;
o Kc 1G6s - kmrou, BbigaBaeMbiii C 171 JOCTyNa K cepBeEPyY BblAauu pazpemieHud 7GS
; o {TGT} - Ticket Granting Ticket - OuiieT Ha IOCTYH K CE€pBEpY BblIauu
paspemenuit {TGT}={c,tgs,ti,p1, Kc 1Gs}, r1e tgs - uaentuduxarop cepsepa Belaaun
pas3pelieHuii, t1 - OTMETKa BPEMEHH, Pl - nepuoo Oelicmsus Ounera.

Kerberos-cepeep
(KDC)
Brmomdgercal Ceprep Cepeep
paz B MOMEHT ayTeHTH(. BLLIATH
HAIATa CeaHca 48 PaspeIeHI
PadoTEI TGS
3
1
el o _I :
KITHEHT 5 Ceprep
(_’-" Ll ;g; v

[

¥

Puc. 1- IIpotokon Kerberos

3anuch { } K X 3pech u manee o3Hauaer, 4To cozep>kuMoe (PUTYPHBIX CKOOOK
3amm@poBaHo Ha kiroue Kx.

Ha sTom miare cepsep ayrentudukanuu AS, npoBepus, uto kiaueHT C umeercs B ero 0ase,
BO3BpallaeT €My OWJIeT Uil JOCTyna K CepBepy BbIIAYM pa3pelleHud MW KII0Y s
B3aMMOJICHCTBHSI C CEPBEPOM BbIAAYu paszpeuieHuil. Bes moceuika 3ammdpoBaHa Ha KITOYe
kiarenta C. Takum o0pa3oM, Jake eclii Ha MEpBOM IIare B3aWMOJCHCTBUS HICHTU(DUKATOP C
nocyan He kiaueHT C, a HapymuTenb X, TO MOMy4YeHHYI0 OT AS-mocbuiky X pacmudpoBaTh HE
CMOJKET.

[TosryuuTs moctyn k coaepxkumomy ousieta TGT He MOXKET HE TOJIBKO HAPYLIUTENb, HO U
kiaeHT C, T.K. 6uier 3amudpoBaH Ha KiIIOuYe, KOTOPBIM paclpenesinig MexIy coboil cepsep
ayTeHTU(UKAIIUY U CEPBEP BBIIAYH pa3peIIeHUH.

3. COTGS: {TGT}Kas 1cs, {Aut1} Kc 1cs, {ID}

rae {Auti} - ayreHTHPUKAMOHHBINH OnoK - Auti = {c,t2}, t2 - merka Bpemenu; ID -
UACHTU(UKATOP 3ampaniuBaeMoro cepuca (B 4aCTHOCTH, 3TO MOXET OBITh UACHTU(UKATOP
cepsepa SS).

Kmuent C Ha 3TOT pa3 obpariaeTcs k cepBepy Bbimaun paspemenuid TGS. OH nepecbuiaet
MOJTydeHHBIN 0T AS Owitet, 3ammdpoBanHbIi Ha Kirode Kas TGS, M ayTeHTH(UKAIIMOHHBIN OJIOK,
colepkaliii HMAESHTUQHUKATOP € W METKYy BpEeMEHM, IIOKa3bIBaloOIlylo, Korja Oblia
chopmupoBana mnocbuika. CepBep BblIauM pazpemieHuil pacumdponbiBaeTr Owier TGT u
MOJTy4aeT U3 Hero MH(OpPMAalKIo O TOM, KOMY ObLI BbIIaH OUJIET, KOTJa U Ha KaKoi CPOK, K04
mu@poBaHus, CreHEpUpPOBaHHBI cepBepoM AS g B3auMoneWcTBUs Mexay KiaueHtoM C u
cepepoM 7GS. C moMOIIbI0 3TOTO KIFOYa pacIIu(pOBBIBACTCS ayTEHTHU(PHUKAIIMOHHBIN OJOK.
Ecnmu merka B OlOKe COBIAAaeT C METKOHM B OwWiere, 3TO JIOKa3bIBa€T, YTO MOCBUIKY
creHepupoBan Ha camom Jeie C (Beab TOJILKO OH 3Hal Kitou Kc TGS M MOr mNpaBHIIBHO
3amm@poBath cBoil uaeHTHdUKaTop). Jlanee nenaercs npoBepka BpeMeHHU JACUCTBHs Ouiera u
BPEMEHM OIpaBieHUs NOChUIKA 3 ). Ecau mpoBepka NpOXOAUT M AECHCTBYIOLIAs B CUCTEME
MOJIUTHKA TI03BOJIsIeT KiueHTy C oOpamaThes K KIMeHTY SS, Tor1a BBIIOIHSIETCS mar 4 ).



4. TGSIC: {{TGS}Kras_ss,Kc ss}Kc 16s,

rae Kc ss - xmrou s B3aumonetictsust C u SS, {TGS} - Ticket Granting Service - Oumer
Ui foctyna K SS (oOpaTute BHUMaHUE, YTO TaKoW ke aOOpeBHaTypoil B ONTMCAHUU MTPOTOKOIIA
o0o3HauaeTcs U cepBep Bblaauu paszpemeHuit). {7GS} ={c,ss,t3,p2, Kc ss }.

Ceituac cepBep Bblmaum pazpemeHuid 7GS mocwkuiaeT kimeHty C ka4 mudppoBaHUS U
owmtet, HeoOXoAMMBIE JUTS TOCTyTa K cepBepy SS. CTpykrypa Ouiera Takas ke, Kak Ha mare 2):
UJIEHTU(QUKATOp TOro, KOMY BbIJAIM OWJIET, UACHTU(UKATOP TOro, JUIsl KOro BbIIAIM OHIIET;
OTMETKa BPEMEHH; nepuoo Oelcmaus; K4 Mu(poBaHUsl.

5. COSS: {TGS}Kr1Gs_ss, {Aut2} Kc_ss

rae Aut={c,t4}.

Knuent C noceinaer 6user, MOTy4eHHBIH OT CepBepa BbIIAUN pPa3peIIeHH, U CBOM
ayTeHTU()UKALMOHHBINA OJ0K cepBepy SS, ¢ KOTOPBIM XOYET YCTAHOBUTh CEAHC 3ALUILEHHOIO
B3aumozeiictusl. [Ipeanomnaraercs, yto SS yKe 3aperucTpUPOBANICS B CUCTEME U PacIpeIeniI C
cepsepoM TGS xmrod mudpoanus K1Gs ss. IMest 3TOT K104, OH MOKET paciudpoBath OWIET,
NOJYYHTh K04 mmdpoBanus Kc_ss U mpoBepUTh MOUIMHHOCTD OMApAsuUmens coooujeHus.

6. SSOC: {ta+1}Kc_ss

CMbICIT TOCJIEIHErO 1Iara 3akjI04aeTcsl B TOM, YTO TeNephb yxke SS noikeH nokazath C
CBOIO MOJUIMHHOCTb. OH MOXET cJenaTh 3TO, I0Ka3aB, YTO IMPABMWIIBHO pacuirdpoBai
npensiayiiee cooonenrne. Bot moaromy, SS 6eper 0OTMETKY BpeMEHHU U3 ayTeHTH()HUKAITMOHHOTO
ooka C, M3MEHSET ee 3apaHee OMpelneJeHHBIM 00pa3oMm (yBeauumBaeT Ha 1), mmdpyer Ha
kimoue Kc_ss u Bo3Bpamaer C.

Ecnu Bce maru BBINOJHEHB! MPAaBUIIBHO U BCE MPOBEPKU MPOILIM YCHELIHO, TO CTOPOHbI
B3aumoseiictBuss C u SS, BO-TIEPBBIX, yIOCTOBEPWINCH B TOMJIUHHOCTH ApPYr ApYyra, a BO-
BTOPBIX, NOJYUYHIU K704 MU(POBAHUS sl 3aLLUTHI ceaHca CBA3M - Koy Kc ss.

HyxHO oTMeTuTBh, 4TO B Ipolecce ceanca paboThl KIMEHT MPOXOAUT Mark 1) u 2) ToJIbKO
onuH pa3. Korga Hy)XHO MmosyduTh OMJIET Ha docmyn K JIpyroMmy cepsepy (HazoBeM ero SS1 ),
kaneHT C oOpamraercss K cepBepy Bblnaud paspemieHuid 7GS ¢ yke HMEIOLIMMCS Y HEro
OusIeTOM, T.€. IPOTOKOJI BBINOIHIETCA HaUMHasl ¢ 11ara 3).

ITpu ucnonb3oBanuu nportokona Kerberos kommbloTepHas cems JOTUUECKU AEIUTCSA Ha
obmactu neiictBust cepepoB Kerberos. Kerberos-o6macts - 370 y4acTok ceTH, MOJIb30BATENN U
cepBepbl KOTOPOTrO 3aperMCTpUpPOBaHbl B 0a3e AaHHBIX oAHOro cepsepa Kerberos (niam B ogHOM
0asze, pa3nenseMoil HECKOJBKUMH cepBepamu). OgHa 00JIacTh MOMKET OXBAaThIBATh CETMEHT
JIOKaJbHON CETH, BCIO JIOKAIBHYIO cemb WM OObEIUHATH HECKOJbKO CBSI3aHHBIX JIOKAJIbHBIX
cereil. Cxema B3aumozencTBus Mexay Kerberos-obmactsimu npencraBiieHa Ha puc. 2.

Jns  B3auMOJEHCTBUS MEXIy O0JacTAMHU, JOJDKHA OBITh OCYIIECTBIEHA B3aWMHAas
peaucmpayus cepBepoB Kerberos, B mporecce KOTOpOil cepgep Bblauu pa3pelieHUH OIHOM
00J1aCTH PETHCTPUPYETCS B KAUeCTBE KIMEHTA B Ipyroi obmactu (T.e. 3aHOCUTCS B 0a3y cepBepa
ayTeHTU(UKALMU U pa3essieT C HUM KII0Y).

[Tocne ycTaHOBKM B3aMMHBIX COTJIAIICHUN, KIUEHT U3 obnactu 1 (mycts 310 Oyner Kii )
MOJKET YCTaHOBUTb ceanc B3aUMOJCHCTBHS C KIMEHTOM u3 obnactu 2 (Hampumep, Kai ). s
storo Kii IOMKEH MOMy4YHTh y CBOETO cepBepa BBIAAYM pa3pelieHuid OWjeT Ha docmyn K
Kerberos-cepsepy, ¢ KIMEHTOM KOTOPOTO OH XOYET YCTaHOBUThH B3aUMOJICHCTBHUE (T.€. CEpBEpY
Kerberos KDC2). Ilomy4yeHHBIH OHIET COAEPKUT OTMETKY O TOM, B Kakoil oOsacTu
3aperucTpupoBaH Biajenen Owiera. buner mmdpyercs Ha KiItoye, pas3IeNeHHOM MEXIY
cepeepamu KDC1 u KDC2. Ilpu ycnemHoil pacmmugppoBke Owmiera, yaaineHHslii Kerberos-
cepsep MOXKET OBITh YBepeH, uTo Owier BblAaH KiaueHTy Kerberos-obmactu, ¢ KOTOpoii
YCTaHOBJICHBI 00gepumeinvHbvle omuouienus. Jlanee npoTokos paboTaeT Kak 0ObIYHO.
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Puc. 2- BzaumopeiictBue mexay Kerberos-o6mactsamu

Kpome paccmotpennsix, Kerberos mpenocraBiser eme psa  JOHNOTHUTENIbHBIX
BO3MOXKHOCTe. Hampumep, yka3zaHHBIH B CTpYKType Oumiieta napamemp p(Iepuoj BpPEMEHH)
3a/aeTcsl Mapoil 3HaueHUU "BpeMs Hadana AeWcTBHA" - "BpeMs OKOHYAaHMSA JEHCTBUSA', 4TO
MI03BOJISIET TIOTYYaTh OUIICTHI OMIOHCEHHO20 OCliCNBUAL.

Nwmeercs Tun Owmnera '"c mpaBoM mepenadu’, 4TO TIO3BOJSET, HApUMEpP, CEpPBEPY
BBITIOJIHATH JICHCTBUS OT UMEHH OOPATUBIIETOCS K HEMY KJIMEHTA.

JlBa cnoBa 00 ayrentudukanuu. Ecnm Kerberos - mpoTtokon pacnpedenenus xnioueil,
KOPPEKTHO JIM UCHOJIb30BaTh ero ans ayreHtudukanun?! Ho kak oTMeyanoch BBIIIE, €CITH BCE
CTaJuH MPOTOKOJIA MPOIUIN YCIIEIIHO, B3aUMOACHCTBYIOIINE CTOPOHBI HE TOJBKO PacHpeaeIiiin
KAH04, HO U yOeAUIUCh B MOJJIMHHOCTH JIPYT JApYyra, UHBIMHU CIOBaMH - ayTeHTU(UIIUPOBAIU
Apyr Apyra.

Uro kacaercs peanuzanmu npoTokoia Kerberos B Windows, TO Hago OTMETHTH
CIIETyIOIIIEE.

1. Kimrou monb3oBatens reHepupyercs Ha 0Oa3e ero mapois. Takum oOpas3oM, IpH
WCITOJIP30BAaHUN CJIA0BIX maposie 3h(GEeKT OT HaASKHOW 3alUThl Mpollecca ayTeHTU(UKAIIUN
OyJIeT CBelIeH K HYIIIO.

2. B pomu Kerberos-cepBepoB BBICTyNalOT KOHTPOJUIEPHI OMEHA, Ha KaXIOM U3
KOTOPBIX JOJDKHA paboTaTh ciyxba Kerberos Key Distribution Center (KDC). Ponb xpanunuina
nH(pOpMAIUK O TOJIB30BATENAX M MapoJisix OepeT Ha cebs ciaykba katamora Active Directory.
Kirou, KOTOpBI pazfensioT MexIy coOoil cepBep ayTeHTH(HKAIMM W CEpBEp BbIIAYU
paspernieHuit opMUpYyeTCsi Ha OCHOBE TapoJisi ciry>keOHOM yueTHoM 3amucu Krbtgt - aTa 3amuch
ABTOMATHYECKH CO3/a€TCs IIPU OpraHU3alluy JOMEHA U BCET/1a 3a0JIOKUPOBaHa.

3. Microsoft B cBoux OC wucnonb3yer pacmmpenue Kerberos mis mpumeHeHUs
KpUNTOrpaduu ¢ OTKPHITHIM KJIFOUOM. DTO TO3BOJISIET OCYIIECTBISATh PETUCTPALHIO B TOMEHE U C
MOMOIIBI0 CMapT-KapT, XpaHAIUX KIOYeBYyl0 uHpopMmanuio u 1mudpoBod cepmugpuxam
nonb308amens.

4. Hcnonb3oBanue Kerberos Tpedyer CHHXpOHU3AIIMN BHYTPEHHUX YacCOB
KOMITBIOTEPOB, BXOAAIIMX B ToMeH Windows.

Jlis yBenu4YeHHUsT YpPOBHS 3alMIEHHOCTH Mpoliecca ayTeHTHU(DHUKAIMKU TOJIb30BaTENeH,
PEKOMEHIYETCS OTKIIFOUUTh HCIIOJIb30BAHUE MEHEE HANEKHOrO NpoToKosa NTLM m OCTaBUTh
tosbko Kerberos (ecnmu ucnionszoBanust NTLM ue TpeOyrot yctapepmue kiueHTckue OC).

Kpome TOro, pekomeHmyercss 3alpeTuTh aJIMUHHCTPATOPCKUAM YUYETHBIM 3alHCAIM
noyiydath Omietsl ¢ mpaBoM mepenadn” (3TO yOEpeKeT OT HEKOTOPBIX YIPO3, CBS3aHHBIX
ABTOMATUYECKUM 3aITyCKOM MPUIOKECHUA OT UIMEHU TaKUX 3aIHCei).

Bomnpochr:



Llentp pacnpenenenus kiroudeit (cepsepHast yactb Kerberos).

[Topsimok B3aumMHOU pecucmpayuu cepepoB Kerberos.

OcHOBHBIE 3Talbl peanu3anuu nporokoaa Kerberos B Windows.

Cayx06a Kerberos Key Distribution Center.

Kak ocymecTBisiercs B3anmoaericteue Mexay Kerberos-o0mactsimu.
LlenTpanu3oBaHHOE paclpe/iesieHUe KIIIoUe CMHMMETPUYHOTO MH(POBAHUSL.
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IIpakTHyeckast padora 5.
HacTtpoiika JIoka/JIbHOMH IOJUTHKH NAPOJIbHON 0€301acHOCTH

onepaunonnoifl CUCTECMBI.

Leab: M3y4uTh METOBI MOBBINIEHUS HAAECKHOCTU IMyTEM MPAKTHYECKOTO MPUMEHEHUS
PEKOMEHIALMI IO aIMUHUCTPUPOBAHUIO MAPOJIbHONW CUCTEMBI ONEPAITMOHHON CUCTEMBI.

3HaTb:  AJIMUHHCTPUPOBaHHME  TAPOJIBLHOM  cucTeMbl. JloKanbHasg  MOJUTHKA
0€30MacCHOCTH OINEPAIMOHHON CHCTEMBI.
YMeThb: TPUMEHSITh CBOWMCTBA YYETHBIX 3alUCEH; IOJIUTHKY TMapojied M YYETHBIX

33HHC€I‘/’I; 0COOCHHOCTHU IMPOCTBIX U I'PYINITIOBBIX YUYCTHBIX 3aIMCeil.

AKTYaJlbHOCTb TeMbl H3yYCHUHU METOJOB TMOBBIIMICHUS  HAJIEKHOCTH  IyTEM
MPAKTUYCCKOIr0 IMMPHUMCHCHUA peKOMeHJIaIII/II\/'I o aIMUHHUCTPHUPOBAHUIO HE{pOJ’IBHOfI CHUCTEMBI
ONEPAllMOHHON CHUCTEMBI.

Teopernyeckas 4acTb

JlokajnbHasi MOJUTHKA NMapoJeil. PaccMoTpuM, kakue HACTPONKHA HEOOXOIUMO CHEINATh,
4yToOBl MApOJIM IOJIb30BaTENIeH KOMIbIOTEpa ObUIM JOCTATOYHO HAJEKHBL. B Teopernueckoit
4acTHU Kypca Mbl pacCMaTpUBAJIM PEKOMEHIALUU 10 aAMUHUCTPUPOBAHUIO NMAPOJIbHONW CUCTEMBI.
[TorpeOoBaTh MX BBIIOJIHEHUS MOXKHO C TOMOIIbIO MOJUTHKM Oe3omacHocTu. Hactpoiika
nenaetcs uepes [laneans ynpapienust Windows.

Otkpoiite Ilanenb ynpaBiieHuss —+ AAMHUHUCTPUpPOBaHue —+ JIoKaJlbHAs MOJUTHK
a OezonacHoctu. BriGepure B cincke IloamnTuka ydyerHbix 3anuceil u IlosnTuka nmapoeii.
Hns Windows Vista 3kpaH KOHCOJIM yHpaBieHUs OyJeT BBIIVISAETh TaK, Kak MPEACTaBICHO Ha
puc. 1.

3Ha4yeHus: BHIOPAHHOTO MapaMeTpa MOXKHO M3MEHUTh (puc. 2). Hago moHumars, 4to He
BCE TPeOOBaHUS MOJUTUKU Maposield aBTOMAaTHYECKHU MOIEHCTBYIOT B OTHOIIEHUH BCEX YUETHBIX
3anuceid. Hampumep, ecnu B cBoMCTBax ydeTHOH 3amucu cTouT "Cpok JEHCTBUS Mapojis He
orpaHuyeH", yCTaHOBJIEHHOE MOJIUTUKON TpeOOBaHME MaKCHMAJIbHOIO CpoKa JAEUCTBUS Mapois
Oyz1leT ITHOPUPOBATHCSI.

Eh, Noxanewzn noanTuia GesonacHocm IT' _E_.
Konwcone  Jedicteme  Bua  Copasea
| 20 = Hm
& Mapanierpm Gesonacnocm Monmiea = Mapamerp SszonacHoc..
4 TIonmmul yiaviimy anpcen BecTit #ypHan naponei 0 coupasenHsix naponed
& Nonurixa napaneit vl

3 Man,

_ 23 brT SO AERCTERA Rapa., 125 an.
& MonuTies ERokpoRKH yueTHO & e

i Bk ANuina napons 0.
g Nokanesese noanTHEN = - 3
i Wil o pEsaRE A Murstanoroi cpos gedcross mapens 120 an,
. ¥ Mapons gonwen oTeeuats tpeboeann. Crunouen
P
Menamiuen erepaiters KAk -
Tlenuriten srpesiiueHsare nensasse | PARKTE NAPCAK, MCNCIeTyA oBpaTh. Brmouen

B Nenun IP-Gesonacaoeri na "Mew

Puc. 1. Hactpoiika nonutuku naposnei

Jlns  oObIYHOM MMOJIB30BATEIBCKOM yYETHOW 3amucH, 3Ty HACTPOHKy Jydlle He
ycTaHaBiuBaTh. Ho B HEKOTOPHIX Cilydasix OHa pekoMeHayercs. Hampumep, eciiu B yaeOHOM



KJIacCe Hy’KHa "TpyImoBas’ y4eTHas 3anucb, IapaMeTpbl KOTOPOW M3BECTHBI BCEM CTYICHTAM,
JOyuiie noctaBuTh i Hee ""Cpok AeiicTBHA NMapoJis He orpaHu4YeH'" u "3anpeTursh CMeHy
napoJis noJib3oBareyuem' .
CpoiicTBa y4yeTHOW 3alHUCH  MOXXHO IIOCMOTPETh yHpPABJIeHUS] —> B [lanesnn
AJIMMHHCTPHPOBAaHHME —> YIpaBJIeHHe  KOMIBIOTEPOM, Tam
BbIOepuTe JlokaJibHbIe N0Jb30BaTe U ¥ rpynnbl 1 [loab3oBaTenun (WK 3allyCTHB 3Ty K€
ocHacTky uepes3 Ilyck —+ BbInojnuTs —+ lusrmgr.msc ).

Ceoiictea: Bectn xypran naponei L7 |@
M

EpameTp noKaneHoi Gesonacroc™ | DBbacHeHMe

‘;I BecmvxypHan naponedt

Becm xypHan ana
'5|' T [4] COXpEHEHHEN Maponen

0K | | Omvena Movmeny s

Puc. 2- YcranoBka TpeGoBaHUs BEICHHS )KypHAIa MapoJiei
Bomnpocsr:

UTo Takoe MONMUTHKA MAapOJILHON 6€30macHOCTH?

JlokanbHasi NOJIUTHKA OE30MaCHOCTH ONIEPALIMOHHON CUCTEMBI.
AJIMAHHCTPUPOBAHUE NAPOIbHON CHCTEMBI.

CBolicTBa yUeTHOM 3aIIUCH.

Oco0eHHOCTH MPOCTHIX U IPYIIOBBIX YUETHBIX 3alHCEH.
AZMUHUCTPUPOBAHUE NIAPOJILHON CHUCTEMBI.

AN
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2. http:/www.uts-edu.ru/ - « INEKTpOHHBIE KypChD»

IIpakTnyeckas padora 6.
HNudpacTpykrypa OTKpBITHIX Ki04el. [{upposbie ceprupuKaThI.

Hean: N3yunts nHPPACTPYKTYPY OTKPBITHIX KIItOUeH 1 IH(pOBBIE cepTU(UKATHI.

3unate: MHDpacTpykTypy OTKpBITHIX Kitoued (Public Key Infrastructure, cokp. PKI);
HEHTPBI pactpeeieHus KItYel; U(PpoBbie CePTU(UKATHI.

YMerh: pemarh mpoOieMy ayTeHTH(UKAIMH KIF04Ya, TPUMEHSTH CTPYKTYpYy CIIMCKa
OTO3BAHHBIX CEPTU(PHUKATOB; KpUNITOTpadUUECKUl MPOTOKOI; aTaKy TUNa "desloBeK rnocepeanHe”
(man in the middle); crpykrypy PKI; uepapxuto mneHTpoB cepTHGUKAIMH W KIUCHTOB;
ceptudukar popmara X.509 v.3.

AKTYaJIbHOCTh TeMbI H3Y4YeHHE HH(PPACTPYKTYpbl OTKPBITHIX KIIOYEeH H HHU(PPOBBIX
cepTu(UKaToB.

Teopernyeckas 4acThb

Kak 6b1u10 paccMoTpeHO paHee, HcTob3oBaHue npotokona Kerberos, mo3BomiseT mpoBecTu
ayTeHTU(UKALMIO U paclpeiesuTh KUY CUMMeTpuyHoro mudposanus. McnonszoBanue
METOJIOB aCUMMETPUYHOW KpunTorpaduu CcAenano BO3MOXKHBIM  Oe3omacHbelii  0OMeH
Kpunmozpaguueckumu Kuouamy MEXITy OTIpaBUTEIEM W TOJydareneM O0e3 HCIIOIb30BaHHS
YeHmpos pacnpeoenerus Koell.

Ho Bosnumkaer npyras mpoGiema - Kak yOeauThCsi B TOM, YTO HMeromuiics y Bac
OTKPBITBIA K704 JAPYyroro abOHEHTa Ha caMOM Jiele MNpPUHAMIEKHUT eMmy. VHbIMH clioBamu,
BO3HUKaeT mpobiema ayTeHTHUHUKAIMK Kitoda. be3 atoro, Ha kpuntorpaduyeckuii MpOTOKOI
MOJKET OBITh OCYIIECTBJICHA amaxa TuNa "deoBek nocepeaune” (man in the middle).

Wnero nanHOM aTtaku MOSICHAET clienyomui npumep. Abonenm A (Anuca) Xo4yeT mociaaTh
abonentry B (bo0) 3ammdpoBanHOoe cooOmeHne U OepeT ero OTKPBITBIH KoY W3
00LIEeTI0CTYITHOTO CIIPaBOYHHUKA.

Ho, na camom nene, panee Hapymurtens E (EBa) moaMeHHT B CHpaBOYHHUKE OTKPBITHIH
kaoy boba cBomM OTKpBITBIM KimtouoM. Temepp EBa moxer pacmmdpoBats T€ COOOIICHUS,
KoTopble Aumca ¢opmupyer s boba, 03HAKOMHTBCS € WX COICPKUMBIM, BO3MOXKHO,
3amu(poBaTh WX Ha HacToAleM Kiroue boba u mepecnats emy (puc. 1).
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Anuca nocemaer Eoby O3sHAKOMHEIINCE C COJEP K HMEIM

KOHQHAEHIHATEHOE THCHMO, nucbMa, EBa nepecHIaeT NHChMO

salmm bpoBag ero Ha Eoby, saumdpopas ero na yxe

nonMeHeHHoM ERof Kiroue Q nonnuHHOM Kniode Boba Q
Amca Era Bod

Puc. 1. Araka tuna man-in-the-middle

N36exaTh mogoOHOH aTaku MOXKHO, TOATBEPIUB MOATUHHOCTD UCIOIB3yeMoro kiova. Ho
Anuca n bo0O JTMYHO HUKOTAA HE BCTPEYATINCh, U NIEPEAaTh, HAPUMEp, TUCKETY C KIHOYOM M3
PYK B pyku He MoryT. [ToaToMy, pemenue 3aaa4u NOATBEP)KACHHUS TOATUHHOCTH OepeT Ha cels
mpembsi 008ePeHHAsl CMOPOHA - HEKHI apOUTp, KOTOPOMY JTOBEpstOT 00a aboHeHTa. 3aBepsieTcs
K104 ¢ TIOMOIIBIO I poBOro cepTudukara.

Ha camom pene, momgoOHBIH COCOO NMPUMEHSIETCS U BHE KOMIBIOTEpHBIX cucTeM. Korma
JUI. TIOATBEPIKIICHHS TOJJIMHHOCTH YEJIOBEKa HCIIONIB3YEeTCS MAaclopT, TO B POIU TPeTbei
JIOBEPCHHOM CTOPOHBI BBICTYIIACT TOCYJAPCTBO (OT UMEHH KOTOPOTO JICHCTBOBAIM B BBIIABIIEM
[acHopT OTAENIe MUINLINN).

Ho Bepuemcs k udpoBsIM cepTuduraram. it moATBEpKICHUS TOITUHHOCTH OTKPBITHIX
KJItouel co3maercst ungpacmpykmypa omkpuimuix kaoueu (anri. Public Key Infrastructure,
cokp. PKI). PKI npexacraBnser coboii Habop cpeAcTB, MEp W MpaBHJ, MPEeJHA3HAYCHHBIX IS
yIpaBJICHUS KJIFOYaMH, TIOJUTUKON O€30MacHOCTH W OOMEHOM 3allUIICHHBIMU COOOIICHUSIMH.
Crpykrypa PKI npencraBieHa Ha puc. 2.

JUis  TpOCTOTHI  MOCTEAYIOIIEr0 H3JIOKEHUs, OylIeM TMpeACTaBlsATh cemb B BHIE
COBOKYITHOCTH yOOCHOBePAIOWUX YeHmpogs (IPyroe Ha3BaHUE - yeHmp cepmugpuxayuu, OT aHTIL.
Certification Authority, cokp. - CA) u nonb3oBateneil. [lenmp cepmuguxayuu - abonenm,
KOTOpPOMY JOBEPEHO NpPaBO YJIOCTOBEPSATh CBOEH MOJMHMCHIO CEepPTU(UKATHI, CBS3BIBAIOIINE
OTKPBITBIC KJIHOYM AO0OHEHTOB C WX HUIACHTUDUKAIMOHHOW uWHopmanueir. CamMu yenmpol
cepmughuxayuy TOXE TOIYYarOT cepTU(UKATHl CBOMX KIIOUEH Yy LEHTPOB OoJiee BBICOKOTO
YPOBHSIL.

Katanor ;
CepPTHPHKATOR [+ ; 3
3 > Hentp = g > IIomb30BATED
! PerHcIpaLiHa : »
= :
Mentp ;
CepTHPHKALIT L
AreHtel PKI

Puc. 2. Ctpykrypa PKI

Takum oOpazoMm, yeumpwvl cepmuguxkayuy W TOIB30BATENU (HOPMUPYIOT IPEBOBHUIHYIO
Huepapxudeckyro CTpykrypy (puc. 3). B BepmmHe 3TOro nepeBa HaxOAUTCS KOPHEBOU yewmp
cepmugpuxayuu, Ha pucyHke - CA_1. Ero ocoOeHHOCTb 3aKII0YaeTCs B TOM, YTO OH HUCIIOJIb3YeT
CAMONOONUCAHHBIL cepmughuram, T.e. CaM 3aBEpsieT CBOU KIt0Y.

B npusenennom mnpumepe, CA 1 3aBepsieT 5IEKTPOHHOM MOIMUCHI0 CEPTUPUKATHI
nouMHEeHHBIX 1IeHTpoB ceptudukanuu CA 2 u CA 3, a Te, B CBOWOOUepedb, TOINUCHIBAIOT
cepmughuxamol nonv3osamerieli U IEHTPOB 00Jiee HU3KOT'O YPOBHS.
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Puc. 3. Uepapxus eHTpOB cepTU(UKAINH U KITUSHTOB

[lepefinem k paccMoTpeHuio camux ceprudukatoB. Haumbonbliee pacmpocTpaHeHue
nofyuniu uudpossie cepTuduKatel, opmMaT KOTOPBIX omnpezeneH ctanaaprom X.509.

Ha panHbplii MOMEHT, NpuUHATa TpeThs Bepcus craHpapra. Popmar cepTuduKara
n300paxkeH Ha puc. 4.

Homep BepcHMM COJIEP)KUT YMCIOBOE 3HAueHUe, COOTBETCTBYIOILEE HOMEPY BEpCHU (I
ceptudukara Bepcuu 1 pasen 0 u 1.1.). B nmepBoit Bepcun X.509 He ObUIO YHUKAIBHBIX HOMEPOB
("ID WUzrorosurens", "ID Cy0Owekta") u noneii pacuwupenus. Bo BTopoil Bepcuu 100aBUINCH
yKa3aHHbIE HICHTU()UKATOPHI, B TPETHEH - PACIITHPEHHSL.

Cepuiinblii HOMep - YHUKAJIbHBII HOMEp, IPUCBAMBAEMBIN KaX/I0My cepTH(HUKATY.

AJITOPUTM MOANMUCH - UOeHMUPDUKAMOP aNTOPUTMA, HCIIOIIE3YEMOTO TIPH TTOANNCAHUN
ceptudukara. JlomkeH copnanats ¢ noiem Aaroputv LTI

H3roroBuTeNb - UMS yenmpa cepmughuxayuu, BIIABIIETO cepTH(UKAT. 3aMUCHIBACTCS B
dopmare Relative Distinguished Name - RDN (BapuaHThl epeBosia Ha3BaHUs - ""OTHOCUTEIbHOE
oTnenbHoe uMA", "OTHOcUTeNbHOE XapakrepHoe uMma"). JlanHbld Qopmar ucnonb3yercs B
ciyx0ax KaTayiora, B 4aCTHOCTH, B ipoTokoie LDAP.

ITpu 3anucu Relative Distinguished Name ucnionb3ytoTcst crienaibHble KIIOYEBbIE CIIOBA:

* (N (Common Name) - ob1iee ums;
* OU (Organization Unit) - opranu3anioHHas eJUHUIIA;
* DC (Domain Component) - cocTaBHasi 4aCTh JOMEHHOT'O UMEHHU.

Hampuwmep, B ceptudukare Microsoft Windows Hardware Compatibility, KoTOpbIii
HAXOJUTCS B xpanunuwe cepmugpuxamos WindowsXP snauenue TaHHOTO TOJIS CIIEAYIOLIEE:

* CN = Microsoft Root Authority
* OU = Microsoft Corporation
* OU = Copyright (¢) 1997 Microsoft Corp.

Kak BUIHO, yKa3bIBaeTCs UMS yeHmpa cepmugpuxayuu, KOMIIaHUs,, KOTOPOH OH
NPUHAIICKUT | T.1I.

Cy0bekT - nMs Biajenbiia ceptudukara, mpeacraBieHHoe B ToM ke popmare RDN. [{ns
YKa3aHHOT'O B MPEbIAYyIIEM NpUMepe cepTuuKaTa 3HAaYCHUs JAHHOTO MOJIS:

* CN = Microsoft Windows Hardware Compatibility

* OU = Microsoft Corporation

* OU = Microsoft Windows Hardware Compatibility Intermediate CA
* OU = Copyright (¢) 1997 Microsoft Corp.



Temno cepTidixkaTa
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Puc. 4. Ceptuduxar ¢popmara X.509 v.3

Ilepuon neiicTBHSL - ONMCHIBAET BPEMEHHOW uHmepean, B TEUEHHUE KOTOPOTO YeHmp
cepmuguxkayuu TapaHTUPYET OTCIACKHUBAHUE cmamyca cepmuguxkama(cooOmuT aOOHEHTaM
cetd 0 (hakre JOCpOUHOro OT3bIBa cepTudukara u T.14.). [lepuon 3amaercs maramu Havana u
OKOHYAaHMS JACUCTBUS.

OTKpBITHIA KJIOY - COCTaBHOE nofle, CONIEpKalllee uoeHmugukamop anropurMa, Ui
KOTOPOTO TpeAHa3HA4YaeTCsl NaHHBIA OTKPBITBIA K704, U COOCTBEHHO CaM OTKPBITBIA KoY B
BUjie Habopa OUTOB.

ID UzroroBurtenass u ID Cy0bekra comepkaT yHUKaJdbHbIE MJIECHTU(PUKATOPHI yeHmpa
cepmuguxayuy W TIONb30BaTeNs (HAa ciay4daid coBmaaeHuss HMeH pa3nuyHbix CA  uiau
MOJIB30BATENCH ).

Pacuiupenusi - JONOJHUTENBHBIN ampubym, CBA3aHHBIA C CyOBEKTOM, M3TOTOBUTEIEM
WIM OTKPBITBIM KJIIOYOM, U NpeIHA3HAYEHHBIN JJI1 yIpaBlieHUS MpoleccaMH cepTU(UKALNU.
Bonee moapoOHO OH omucaH HUXKE.

AaroputM 3jekTpoHHoil nudposoii noanucu (UII) - uoenmuguxamop anropurma,
UCTIONIb3YEMBIH Ul OoANUCcH cepTudukara. JlomKeH CoBIaAaTh CO 3HAUCHUEM T0JII AJITOPUTM
MOJIMCH.

IUII - camo 3xaueHue >AEKTPOHHO-UU(POBON MOAMKMCH AJIS TaHHOTO cepTHdUKara.

Pacmpenust MOryT onpeaensTh ciaeyoe JOMOTHUTEIbHbIE TapaMeTphl:

*  WACHTU(UKATOP TMapbl OTKPBITHII/CEKPETHBIN KIIOY yenmpa cepmudurayuu
(M3roTOBUTENS), €CIAM IIEHTP MMEEeT HECKOJbKO Ppa3IUYHbIX KIIOUedH Uid TMOIIHUCH
CepTU(PHKATOB;

*  HISHTU(UKATOP KOHKPETHOTO KIIIOYA MOJIb30BaTeNs (CyOBbeKTa), €Ci M0JIb30BaTeNhb
UMEET HECKOJIBKO CePTU(PHUKATOB;

* Ha3Ha4YeHHWE KJII0Ya, HallpuMep, K04 s UG pOBaHUs JaHHbIX, nposepku DLIT

TaHHBIX, 111 poBepku L[] cepTudUKaToB  T.1.;



* YTOYHEHHE TIePHOAA WCIIOJNB30BaHUS - MOXHO COKPAaTUTh BpeMs JIeHCTBHUS
ceprudukara, ykazanHoe B nolie /lepuood oeticmeus (T.e. IEPUOJI, B TEUYCHHE KOTOPOTO CTaTyC
cepTU(UKATa OTCICKUBACTCS, CTAaHET OOJBINE, YeM pPa3pEIICHHOE BPEMs HCIIOJIb30BAHHUS

ceptudukarta);
*  NOJIUMUKU UCNONb3068aHUSA CePTU(HKATA,;
 BBIOOp COOTBETCTBUSI NOAUMUK ucnonv308aHus ceptTudukarta TUISL yeHmpa

cepmughuxayuy v OIH30BATEIS, €CIIM UMEIOTCS pa3IMuHbIe BAPUAHTEHI;

*  albmeprHamuerHoe um: 1MOJIb30BATCIIA U yenmpa cepmuqbukauuu;

* yKazaHWus, SBIISIETCS JIH MOJIb30BATEIb CaM YEeHMPOM cepmugpuxayuy i HaCKOJIbKO
rIIyOOKO pa3peliaeTcsi pa3BOPaYUBaTh CEPMUPUKAYUOHHBLI NYMb.

[IpenmnonoxumM, YTO KIFOUEBBIC Mapbl CTCHEPHUPOBAHBI, OTKPBITHIC KIIFOUU 3aBEPEHBI
ceprudUKaTaMu U pa3MENIeHbl B KaTalore, pealu30BaHHOM C TMOMOIIbI0 web-cepgepa, ftp-
cepBepa, CIyKObl KaTajliora WM JIPYyroil TEXHOJOTWH. Temeph , eciu abonenm A xKemaet
MPOBEPUTHh MOJANMUCH aboHeHTa B moj momydeHHBIM coobOmieHueMm (wiu 3ammudpoBatsh ans B
COOOIICHNE C TOMOIIBIO €r0 OTKPHITOTO KITF0Ya ¥ T.J1.), OH BBITIONHSET CISAYIOIINE TCHCTBHS:

1. 3ampammBaeT B ceTeBOM cripaBouHuKe cepTudukat CB OTKPHITOTO KIH0Ya MOAMHUCH
(mmmdpoBanus,...) abonenTa B;

2. mpoBepsieT JOCTOBEPHOCTh cepTudukara CB (CM. HUXKeE);

3. B ciywae ycrexa mpoBepsieT HOIIMHUCH 10| cOO0IeHreM (3amm(poBhIBaeT
COO0O0IIIeHHE,...) C TIOMOIIBI0 OTKPBITOTO KIt04a, H3BJIeueHHOro u3 CB.

[Iponerypa mpoBepku gocToBepHOCTH cepTH(drkara CB COCTOUT B CIETYIONIEM:

1. mpoBepsieTcs cpok aeiicTBus ceptudukaTta CB, €CU OH 3aKOHYHIICS, CepTU(DUKAT
CUMTAETCSl HEIOCTOBEPHBIM;

2. u3 Cs u3Bnekaercs ums LIC, moanucasiiero 3Tot ceprudukar, 06o3naunm ero D ;

3. ecnmu D=B, TO cepTuduUKaT CaMOMOANUCAHHBINA, OH CUYUTAETCS JOCTOBEPHBIM TOJBKO,
eciu D=ROOT (x0Tsi, BO3MOKHO, B HEKOTOPBIX CETSX MPaBO BbIIABATh CaMOIOAMHMCAHHBIC
ceptudukarel umeet He oguH ROOT, 3T0 - MOTUTHKA CETH);

4. ecnu xe D ‘_}é B , TO U3 CTIpaBOYHUKA 3anpainBaercsa ceptuduxat Cp OTKPHITOro
KITf04a mojmnvcu aboneHnTta D, mpoBepsieTcst Ha TOCTOBEPHOCTH cepTudukar Co;

5. B clly4ae OTpUIATENIbHOTO OTBETA MPUHUMAETCS PEUICHHE O HeIOCTOBEPHOCTH
ceprudukara Cs, nHaue u3 Cp U3BIEKACTCS OTKPHITHIN K04 KDb;

6. ¢ momoibio Kb nmposepsiercs noanuck noa ceprudukarom Ca, o pe3ynbTraTam
IIPOBEPKHU ATON MOJIMUCH CYIAT O focToBepHOCTH CB.

Ecnmu xmroun mumdpoBaHus AOCPOYHO BBIIUIM K3 oOpaimieHusi (MPUYUHBI MOTYT OBIThH
Pa3IUYHBI - nOIbL306aMENbL YBOJIBHACTCS U3 KOMIIAHUU, CeKpemHblil K04 CKOMIIPOMETUPOBAH U
T.JA.), yeHmp cepmughuxayuu W}3BEHIA€T 00 STOM OCTaJbHBIX IMOJB30BATENCH CETH MyTeM
BBIMTYCKA CIHMCKAa OTO3BaHHBIX ceprudukaroB (anri. Certificate Revocation List, cokp. CRL).
Crpykrypa CRL nipencTaBieHa Ha puc. 5.

[Monst crincka conepkar CleAyoNIy0 HHPOPMALHUIO:

* Homep Bepcun onpezaenser Homep Bepcun popmara CRL. Tekymas ucnosbzyemas
BepCHs - BTOpasl.

* AJIropuTM NOANHUCH - UACHTU(DUKATOP aITOPUTMA, C TIOMOIIBIO KOTOPOTO MOIMUCAH
CRL. JlomxeH coBnagarh 1o 3Ha4eHuIo ¢ nosieM Ajaropurm L.

* MU3sroroBuTesb - uMs yenmpa cepmughuxayuu B hpopmare RDN.

* Bebimymen - nara Beinycka CRL.

« Cuaenywmmi - 1ata, 10 KOTOpoit OyaeT BeimylieH cienyomuid CRL.

* PacmmpeHust - ONUCHIBAIOT YyeHmp cepmugurayuu, Touky Juist noucka CRL nanHoro
LEHTpa, HOMEpP TaHHOTO CIKCKA U T.J.

* OTo3BaHHBII cepTHU(UKAT - TaKUX MOJEH OYyHET CTOJIBKO, CKOJIBKO CepTU(UKATOB
OT3BIBAETCS - COJEP>KUT HOMEp OT3hIBaeMOro cepTudukara, Aary, ¢ KOTOpOil cepTHUdUKaT
OTO3BaH, ONMKMCAHUE MPUYUHBI OT3bIBA.



*  AaroputMm DI - unentudukarop anroputma II[I1, HCTIOIB3YEMOTO IS TIOTACH
CIIUCKA.
« DI - cama snexmponnas yughposas NOONUCH.

Temno cIHCKa

Bepcua IToammice IIsroToRHTETE
<integer— <Algorithm ID= <RDN=
BreomyilieH Cregyrounmi PacIHpeHHsa

<Time>= <Time>=

(OTO3BaHHBIT CepPTH(HKAT

Cep. HOMep Hata oT3pBa PacIuHp eHHs
<integer= <Tune=

AnropuHiM S1IT 2011
< Algorithm ID= <Bit string>

Puc. 5. CtpykTypa crrcka 0TO3BaHHBIX CEPTHPUKATOB

[Ipobnemsr ¢ CRL 3akiao4aroTCcsl B TOM, YTO MOKET BO3HMKHYTH CUTYyalUsi, KOIJa K04
yke 0T03BaH, HO CRL ellie He BBIYIIEH, T.€. I0JIb30BAaTEI HE MOTYT MOJIYYUTh
UHPOpPMALIMIO 0 KoMIpoMmeTauu Kiroda. Kpome toro, pacnpocrpanenne CRL uaeT no 3ampocy
KJIMEHTA U HApYLIUTEIb MOKET MPENATCTBOBATH UX MOJIYYECHHUIO.

Hpyras npobiema PKI - camonoonucannvle cepmugpuxamol. Ceprupuxkar ROOT nomkeH
pa3gaBaThCcsi BceM a0OHEHTaM CeTH B Hauyane paboThl M COXPAHATHCS B 3AlUIIEHHOM OT
NOJICKY XpaHwnuiie. MlHaue HapyImTeb MOXKET MONpoOOBaTh HABSI3aTh CBOM cepTU(UKAT B
KauecTBe cepTUdUKaTa KOPHEBOTO IIEHTpA.

Mb1  paccmoTpenu — cioydal  pealu3aludd Mepapxu4yeckod  moaeau PKI, npu
KOTOPOil yenmpvl  cepmughuxkayuu OPraHU30BaHbl B JPEBOBHUIHYIO CTPYKTYpy ¢
KOPHEBBIM yenmpom cepmuguxkayuy Ha BepXy uepapxuu. Ha npaktuke Takxe BCTpeYaroTCs
Jpyrue BapuaHThl OpraHU3aluu:

* OAUHOYHBbIN UeHTP cepTUUKANUM, KOTOPHIM BbIIAET cede camonoonucanHwlil
cepmucghuxam - NaHHASE MOJIEIH YACTO PeaTH3yeTCs B HEOOIBIINX OPraHU3alusIX, HO OHA UMEET
OTMEUEHHBIN BBIIIE HEAOCTATOK, CBA3AHHBIN C CAMONOONUCAHHBIMU CEPMUPUKAMAMUL,

* O/ITHOPAHTOBasi MO/IeJIb, IPY KOTOPOH HE3aBUCHMEBIE YeHMpbl cepmudurayuy B3auMHO
cepTUu(UUUPYIOT OPYT ApyTa.

Hano ormeruts, uto cdepa npumeHeHUs HUDPOBBIX CEPTHUPHUKATOB celdac TOCTaTOUHO
mMpoka. B dYacTHOCTH, OHM MCHOJB3YIOTCS JUISl PACTIPENCIICHHUS OTKPBITBIX KIIOYEeHd B
MPOTOKOJAaX 3allUThl ANEKTPOHHOW mouThl S/MIME wmu PGP, ¢ moMmomplo 1U(POBBIX
cepTU(UKATOB MPOBEPSETCS MOIMHHOCTD YYaCTHUKOB COCTUHEHHS 10 POTOKOITY SSL u T.1.

Hauwnass ¢ Windows 2000 Server B coctaB cepsepuvix OC Microsoft Bxomut

npocpammuoe obecneyenue s CO3AaHUS IEHTPOB cepTudukanuu. Cozganne KOprIopaTuBHOTO

LIC mMoxeT moHaI00UThCS, €CITU MPUHATO PEUICHNE MCIOIB30BaTh 3AIIUTY dJIEKTPOHHOMN MOYTHI



nomotbio S/MIME, wiugposanue oannvix ipu Xpanenuu cpeactsamu EFS (EFS - Encrypted
File System - peanuzyet wugposanue dannvix Ha quckax c daiinosoit cucremoit NTFS),
wugpposanue ceTeBoro Tpaduka ¢ oMok mpotokoia [PSec.



PaznuuHble TpakTUYECKHWE AaCMeKThl HWCIMOJIB30BaHUA HHU(PPOBBIX  CcepTUDUKATOB
paccMmarpuBaioTcsi B abopaTtopHbeix padorax Ne 6 u 7. IlepBas w3 HHX TOCBsIIeHa paboTe C
cepTudUKaTaMH C TOYKH 3PEHHS KOHEYHOTO TIOJIb30BaTeNis (B TOM 4YHCHE, IOJTy4YeHHE
ceptuduUKaTa JIst 3alUThI AIEKTPOHHON OUTHI ¢ ToMoIbio S/MIME), a BTOpas - CO31aHUIO U
aIMUHUCTPUPOBAHUIO yenmpa cepmuguxayuu. Bomnpocsr HCIIOJIb30BaHUS EFS
paccmaTtpuBatotcs B pabote Ne 8.

Bomnpocsr:

1. Hudpactpykrypa oTKpbIThIX Kitoueil (Public Key Infrastructure, coxp. PKI).
2. llenTpsl pacupeneneHus KItouen.

3. HudpacTpyKkTypa OTKPBITHIX KIHOYEH.

4. Lludpossie cepTHPHUKATHI.

5. Kpunrorpadudeckuii mpoTOKOJ.

6. Araka Tuma "denoBek nocepenune” (man in the middle).
7. Crpykrypa Key Infrastructure.

8. MHepapxus eHTPOB CePTUPUKAIMH U KIHEHTOB.

9. Ceptudukar popmara X.509 v.3.

10. CtpykTypa ciucka 0TO3BaHHBIX CEPTU(PHUKATOB.

Cnucok urepatypbl

OcHoBHasl JIuTEpaTypa

1. Lapes, P.IO. [IporpammHubie u anmapatHblie cpencTBa nHpopmaTHky : yueOHuk / P.1O.
[{apes, A.B. Ilpokomnenko, A.H. Kusa3pk0B ; MuHHCTEpCTBO 00pa3oBaHus U HayKu Poccuiickoit
Oenepary, Cubupckuit @enepanbHblii  yHuBepcuter. - KpacHospck :  Cubupckuit
dbenepanbubiii yaHuBepcuTeT, 2015. - 160 c. : Tabm., cxem., wi. - bubauorp. B kH. - ISBN 978-5-
7638-3187-0 ; To xe [Dnexrponusii pecypc]. - URL: //biblioclub.ru/index.php?
page=book&id=435670

2. JlabGopatopHblii NpakTUKyM M0 aucuuimiuHe [IporpaMMHo-anmapaTHble CpencTBa
3amuThl HHPOpMaUK [DNEeKTpOHHBIA pecypc] / . — DnekTpoH. TexcroBeie naHHble. — M. :
MOCKOBCKUI TEXHUYECKHI YHUBEPCUTET CBSA3M U MHpopMaTuku, 2016. — 31 c. — 2227-8397.
— Pexxum noctyma: http://www.iprbookshop.ru/61529.html

JonosHuTeIbLHAS JTUTEpPaTypa

1. AinunsH, A.P. AnmapaTHble CpeJCTBa BBIYUCIUTEIBHON TEXHUKH : YueOHHK / A.P.
Avinunss. - M. ; bepnun : lupekr-Menua, 2016. - 125 c. : ui., cxem., Tabia. - bubnmorp. B KH. -
ISBN 978-5-4475-8443-6 ; To e [Dnekrponnsiii pecypc]. - URL: //biblioclub.ru/index.php?
page=book&id=443412

2. IlpuBamos, . M. (MHcTUTYT cepBuca, TypusMa u auzaiiHa (puman)CKOY B 1.
[Taturopcke). OCHOBBI anmapaTHOTO W MPOTPAMMHOTO OOECIeUeHHs : y4el.-MeTol. mocooue /
N.M. Ilpusanos ; Ces.-Kag. ¢penep. yH-1. - CtaBponoinb : CKOVY, 2015. - 145 c. - 144 c.

Ilepeuens HTEpHET - pecypcoB
1. http://www.biblioclub.ru/ - snexTponHas 6uénuoreka
2. http://www.uts-edu.ru/ - «3neKTpOHHBIE KypChD»



http://www.uts-edu.ru/
http://www.biblioclub.ru/
http://biblioclub.ru/index.php?page=book&id=443412
http://biblioclub.ru/index.php?page=book&id=443412
http://www.iprbookshop.ru/61529.html
http://biblioclub.ru/index.php?page=book&id=435670
http://biblioclub.ru/index.php?page=book&id=435670

IIpakTyeckas padora 7.
Hcnonb3oBanne nuppoBbIX cepTH(PHKATOB.

Heab: momydeHHe W COBEPIICHCTBOBAHWE NPAKTHYECKUX HABBIKOB HCIOJIB30BaAHUS
U (POBBIX cepTU(HUKATOB.

3HaTh: wucnonb3oBaHue MpoTokonoB SSL/TSL; mnentp ceprudukamuu VeriSign;
napameTpsl cepTuduKara; 3alUIEHHOe XPaHWIIHUIIE KITF0Yeld U cepTU(UKATOB B OTIEPAIIHOHHOM
cucreme Windows.
YMeTh: TPOM3BOIUTH TMOAKIOYCHWE K cucreMaMm HTepHeT-OaHKMHTa; BBIOOD
ceptuduKaTa JIst 3aUThI TOUTHI ¢ momotisio S/MIME B Outlook.
AKTYaJIbHOCTH TeMbI 3aKJII0OYACTCS B MOJNyUYCHHH W COBEPIICHCTBOBAHUH MPAKTUYECKUX

HaBBIKOB HUCIIOJIB30BaHUA I.IPI(prBBIX CepTI/I(bI/IKaTOB.

Teopernyeckas 4acTb
B xozne naHHOW mpakTH4ecKON paboThl Mbl TO3HAKOMHMMCS C HEKOTOPBIMU BOIIPOCaMH
UCTIONB30BaHUs IIU(PPOBBIX CEPTUPHUKATOB.

Hauynem ¢ ux wucnonp3oBanust mpoTokoiaoMm SSL/TSL (Ha camom naene 3TO JIBa pa3HBIX
MpoTOKOJIa, HO T.K. TSL pa3paboran Ha 6a3e SSL, MPpUHIINI UCTIOIB30BAHMS CEPTU(PUKATOB OJHH
U TOT Ke€). DTOT MPOTOKOJ IIUPOKO HMPUMEHSETCS B CeTH Mumepnem ISl 3aIlIUTHI TAHHBIX
nepeaaBaeMbIX MeXay web-cepBepamu u Opay3epom kiaueHTa. s ayTeHTHGUKAIIMT cepBepa B
HeM ucnonb3yercs ceprudurar X.509.

Jlis mpumepa obparumcest Ha catim Cutubanka (http://www.citibank.ru), B paznen ""Moi
0aHK", mpeHa3HAYCHHBIH 71 BeIeHUsI OaHKOBCKUX omnepanuid yepes Mumepuem (puc. 1).

Ipecpuxc https B cTpoke azpeca U H300pakeHUE 3aKPHITOTO 3aMKa CIIPaBa OT CTPOKU

YKa3pIBalOT,  YTO  YCTAHOBJICHO  3allUIICHHOE coeauHeHue. Ecim  1IeNKHYTH
MBIIIBIO 7710 U300PaXKEHUIO 3aMKa,  TO YBUIHMM IPEACTaBIeHHOE Ha puc. 8.1 cooOIIeHne o ToM,
4TO MOJUTHHHOCTh y31a c MTOMOIIIBIO cepTUdUKaTa  TOATBEPKIACT YeHmp

cepmugpuxayuu VeriSign. 3HaUUT, MBI Ha caMOM jene oOpatunuchk Ha caum CutnbaHka (a He
TIOJ/ICTIAHHBIA HAPYIIUTEISIMU Catin) U MOKeM 0€3011acHO BBOAMTH JIOTUH H NAPOlb.

Briopas "Ilpocmorp ceprudukara'’ MOXKHO y3HaThb MOAPOOHOCTH O TMoOJyuyaTele u
u3zaTene, Apyrue napameTpsl ceprudukara (puc. 2).
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Puc. 1- 3amuiiesHoe coeTuHEHNE




Tenepp paccMOTpUM JPYrod BapuaHT - Mbl MOJKIOYaeMcs no SSL k web-cepsepy,
a bpayzep HE MOXET IMPOBEPUTH €ro MOUIMHHOCTh. [lo00HAas cHUTyalMs TPOU3ONUIA TPH
NOJKIIOUCHUH B paznen Humepnem-o0cmyxuBanus Cankr-IlerepOyprckoro — ¢unmmana
orepaTopa MoOWIBHOM cBsi3u Tele2 -https://www.selfcare.tele2.ru/work.html (ua puc. 3).

Ecnu naxkats cepiiky " IIpoaoKuTh OTKpBITHE 3TOT0 wWeb-y3ia'", To MoxHO OyaeT

MIPOCMOTPETH CEPTUPHUKAT.
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Puc.2- ITapameTpsl ceptudukara

/Z Owmbua ceprudmmata: nepexoaw Gnoxmuposanst - Windows Internet Explorer

X £ - B - [ Cpeena - (o

R

CepTUdOHKALIMKA.

® MNoapobHee

@ Owwnbka B cepTudurkaTe GesonacHocT atoro seb-yana.
Ceptudukar GesonacHOCTH 3Toro eeb-y3na He Obln BHNylWeH AOBEPEHHbM LIEHTDOM

Hanwuwe ownbox B cepTudmkaTe 6230NacHOCTH MOXET 03HAYaTh, YTO BaC NbITAKTCA 0OMaHYTL
WM XOTAT NEPEXBaTHUTL MHPOPMALMIO, NEpeNaBaeMys Ha CepBep.

PekoMeHlyeTCA 3aKpuiTh Beb-cTpanMuy n He pabotate € 3THM Beb-y3nom.
@ Ulenkuure 3a2cH, Y4TOOH 3aKpbITs BeG-CTPaHULLY.

@ NpoaonXuTL OTKPLITHE 3TOro Be6-y3ana (He pPeKOMEHAYETCA).

0 WntepreT 0% -




Puc.3- bpaysep coobiaet o npoGieme ¢ cepTuhukarom
PaccmoTpuM, Kak XpaHATCS CePTU(UKATHL.

Onepayuonnas cucmema Windows obecrieunBaeT 3allUIEHHOE XPAaHWIWIIE KIIOYed H
ceptudukaroB. PaboTaTh ¢ XpaHWUJIMILEM MOKHO HCIIOJIb3Ys HACTPONKY KOHCONb YIpPaBIIEHUS
MMC "Cepruduxarni".

N3 menio | BBIMOJHUTB 3alyCTUTE KOHCOIb KOMaHI0M mmce. B menro KoHcosb BeIOEpuTE
Jl00aBUTh WM YIAJUTh OCHACTKY, a B CIIMCKE OCHAcTOK BbiOepuTe CeprHukathl. Eciu
OyzeT mpeuIoxeH BrIOOp (a 3To mpousoiiieT, eciu Bel paboTaere ¢ mpaBaMu aIMUHHUCTPATOPA),
BbIOepute nynxkm ""Moeii yueTHol 3anucu'.

Taxkum 006pa3zoM, MBI MOXKEM MPOCMATPUBATh CePTU(UKATHI TEKYIIETO MoJIb3oBaTeNst. Ecin
paHee cepTuUKAThl HE 3allpalluBajinch, TO B pasznene "JInunble ceprudukarel’ >1eMEHTOB
He Oyzer.

B pasmene '"/loBepeHHble KOpHeBble HEHTPbl cepTHUKAnMU' TpeCcCTaBICH
JIOCTaTOYHO OOILIMPHBINA Cnucok UEHTPOB, YbHU CEpTU(UKATHI IOCTABISAIOTCS BMECTE C
OIEpPALlMOHHON CUCTEMOM.

Haiinute B Hem ceptudukar VeriSign Class 3 Public Primary CA. bnarogapst Tomy, 4To
ceprudukar VeriSign Class 3 Public Primary CA, yxe ObUI YCTaHOBJIEH, B paCCMOTPEHHOM B
Hayase paboThl MpHUMEpe C TMOAKIIOYCHHEM K cHCTeMaM Mumepnem-0aHKHWHTA, Opay3ep MOT
MOJTBEPANUTH MOJIMHHOCTD Yy3I1a.

Tenepp mnepeiinem k paszzgeny ''Ceprudukarbl, K KOTOpbIM HeT a0Bepusi'. Tam
HaXOJATCs OTO3BaHHBIE cepTuduKaThl. Kak munumym, Tam OyIyT HaXOIUThCS ABa cepTUdUKaTa,
KOTOpbIE 70 OIIMOKE WM 3JI0OMY YMBICIY KTO-TO TOJYYHJ OT UMEHH Kopropauuu Microsoft B
nenTpe ceprudukanuu VeriSing B 2001 roxay. Korna 310 BeIsICHUIOCH, CepTU(UKATH 0TO3BATIN

(puc. 4).
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Puc. 4- Oto3BaHHBIE CEPTUPHUKATHI

Teneprs paccmoTpum mpouecc 3amnpoca ceptudukara. Ha caitte yenmpa cepmughuxayuu
Thawte http://www.thawte.com MOXHO OecryaTHO HOJYYUTh CEPTUPUKAT AJs IIEKTPOHHOU
nouthl. /1y 3TOTO B Menio caiita Products Beioepute Free Personal E-Mail Certificates.

[Tocne 3TOoro HagO 3amONHUTH HEOONBIIYIO aHKETY, yKa3zaB HMs, (aMHIUIO, CTpaHy,
OPEANOYUTAEMYIO0 KOAMPOBKY, adpec OHIIEKTPOHHOM TOYTHI (JOJDKEH OBITh 00s3aTeIbHO
JEHCTBYIOIMM), JallblIe - napoib U KOHTPOJIbHBIE BOIPOCHI JUld BoccTaHOBieHUs. Korga Bce
3all0JIHEHO, Ha YKa3aHHBIM adpec TOYTHl OyAeT OTHPABIEHO AUCBMO CO CCBUIKOM s
BBINOJIHEHMSI JeJIbHEHIINX I1ar0B eenepayuuy Kuiodell U AByMs IPOBEPOUHBIMU 3HAUCHUSIMH,



KOTOpble HYXXHO BBECTH, TMepedas no ccbuike. TakuM o00pa3oM, NOUIMHHOCTh U
NPUHAIIISKHOCTH ajipeca OyIeT MOATBEPIKICHA.

Jlanee cucrema MpeUIOKUT BBECTH adpec TOYTHI (B KAueCTBE UMsA NOAb306amens) W
BbIOpaHHBIN paHee napons. Ilocne yero MoxHO 3ampocuth ceptudukar X.509. Ilonagobutcs
yKa3aTh TUIl Opay3epa M MOYTOBOTO KiIMeHTa (Hampumep, Internet Explorer n Outlook). Ilocne
ATOrO TMOTpeOyeTcss OTBETHTh Ha 3alpOChl CHCTEMBI, Kacarolluecs eceHepayuu Kiodell
(paspemmmTh BbIONHEHHE ActiveX »dIeMeHTa, BBIOpaTh Kpunmonposaiioep, pPa3pelInTh
TeHEPAITHIO).

[Tocne 3aBepieHHs 3TOro 3Tama Ha MOYTOBBIM adpec OyIyT BBICIAHO BTOPOE HUCLMO,
MOJTBEPIKIAIONIEE 3anpoc cepTU(HKATa. A CITyCTsS HEKOTOPOE BPEMSI - TPEThE, CO CCBIIIKOM JIJIs
MOJYYEHHUs cepTU(HKATa.

[poiins no cceutke, Hamo OyAeT CHOBAa BBECTH UM M naApoib M HA CTPAHUIE HaXKaTbh
kHonky "'Install Your Cert" u cornacuthcs ¢ 1006aBneHueM cepTuduKara.

B pesynbrate B ocHacTke CepTH(HUKATBI NOSABUTCS JUYHBINA CEPTU(PUKAT BBITYIIECHHbIN
uznateneM Thawte Personal Freemail Issuing CA nst cyowekra Thawte Freemail Member ¢
yKa3aHHBIM BaMM aipeCcOM MOUTHI (pHUc. 5).

Ecnu ncnonp3oBate cepTuuKaT Ui 3alUTHI TOYTHI, JaJbHENIas HACTPOHKa 3aBUCUT OT
noutoBoro kimenta. Eciu ato Microsoft Outlook, MOXXHO UCTIONB30BaTh BCTPOSHHYIO B HETO
nojepkky nporokona S/MIME. B Outlook 2003 nns BeiOopa cepTudUKaTa Halo0 BOMTH
B mento CepBuc [ IlapameTpsl, Tam BpIOpaTh BKJIAaIKy be3omacHocTb M TaM B mapamerpax

KU (HPOBaHHON HNIEKTPOHHOM MOYTHI BEIOPATH MCIIONIb3YEMbIH cepTU(UKAT U aIrOPUTMBI (pHC.
6).

‘1a Copragmmars - [Rope ie somcoawiCe prsgrsars - TerymyR nenssosare s\ Tsanme\oe prispisara]
B oo Jecreme  Bea  pfpssoe  Oow Cnpamis
& = | EE BR @

) Kioper Komoon ey sl a Ko polaan Cpow anicTeia  Hanspasiesa
= [ Ceprishmates - Teyuusl nossMceaTen: (St hawte Frenmal Hember Thamts Personal Fresmal lssung C4. 23,12.2009 <Bices
SR s ]
o |
= ] foespemaed mopeises gl T Cop T sum
'_| CopTidescaTn
] AcespiTensits OTHOWES ST B NPEANTHATIA
] Mgstmsonry Tiremas LS ik Sod T S
) DG T NOMIORATERS ACtive [irectony
) Apesepearns M ATER
] Coprmmdemared, © woTofne T Sibaiwi
] CTOpCReES KOprEER e TR CEp T BCa
# | fdossparses neys
E ] Janpiced dannoe Ha OepTiaeeay

e EUvi e eanis COLSET | CepTishecaT.

Puc. 5- Ilonyuennsiit ceprudukar

3anpocute ceprudukar B Thawte u HacTpoiTe noumossiii Kiuenm AJis UCTIOJIb30BaHUS S/
MIME.

[Ipo6nema ObL1a B TOM, YTO CEPTUQHKAT "CaMOMOANUCAHHBIN": OH ObUT BBIIAH YEeHMPOM
cepmuguxayuu  http://www.selfcare.tele2.ru  camomy cebe. bIpayzep cooOmaer o
HEBO3MOKHOCTH YAOCTOBEPUTHCS B TOUIMHHOCTH Yy3Ja H3-32 TOTO, YTO JaHHBIA yeHmp
cepmughuxayuy OTCYTCTBYET B CIIUCKE JOBEPEHHBIX, a IPOBEPUTH €T0 MOATMHHOCTh C TIOMOIIbIO
"BBIIIECTOSIILErO" 10 MEpapXUM LIEHTPA HE MPEACTABIAETCS BO3MOXKHBIM (T.K. BBIIIECTOSILETO
HeHTpa HeT). JloBepsATh HITH HET TAKOMY CEpTHUPHKATY — KaXKIIbI perIaeT caMOCTOSTENBHO.



Mame He HHe HaCTpOﬁKH be30NacHOCTH @

HacTpo#ka besonacHocTh
MA KOHDMrypaunm;
OCHOBFEA v

®opMaT KpunTorpatdkk: | SIMIME v

HacTpoika 6e30nacHOCTH NO YMCNYaHHHD ANA 3Toro hopMaTa

[¥]HacTpotika no yMonuaHHo Ana Beex coobuieHHi

[MetKhSeannacanm... H Cozaate } I ¥AaniTe ]

CepTHdHKa bl M aNrOPHTME!

CepTHdAKAT NOAMMCH:

ANrOPHTM XEWUHPOBAHHA! SHA1L M
CepTHdKaT WHbpOBaHHA:
ANropHTH WHHPOBaHHA: 3DES v

MNepeaagatt cepTHMKaThl © cocbleHHem

[ OK ][ OThHeHa }

Puc. 6- Beibop ceprudukara s 3amuThl nouthl ¢ nomoinsio S/MIME B Outlook

Bonpocsr:

Hcnonp3oBanue nporokosioB SSL/TSL.

Hentp ceptuduranuu VeriSign.

3amuineHHoe XpaHWIUIIe KIo4Yel U cepTudukaTtoB B oneparonHon cucreme Windows.
[Monkmouenue k cuctemam MHTepHET-OaHKUHTA.

OTo3BaHHBIC CEPTUPHUKATHI K KOTOPHIM HET JIOBEPHSL.

Br16op ceprudukara s 3amuTsl no4Thl ¢ nomoisio S/MIME B Outlook.

AU
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IIpakTn4yeckas padora 8.
PesepBHoe konupoBanue B Windows Server 2008.

Lesb: MO3HAKOMUTBCS CO CpPEACTBAMHU OPraHU3AIlMM PE3EPBHOTO KOIHMPOBAHUS B
ornepanoHHoi cucreme Microsoft Windows Server 2008.

3HaTh: yTUIUTHl AJMUHUCTPUPOBAHHUSA; IIOJHOE PpE3EPBHOE KOMMPOBAaHUE U
KOMMPOBAHUE OT/AEIbHBIX AUCKOB; BBIOOP TUCKOB IS PE3EPBHOIO KOIMPOBAHUS.

YMeTh: TPUMEHATh [JOCTYIIHBIE pE3EPBHbIE KOMHUU JUII BBIOPAHHOTO CEpBepa;
IPOU3BOJAUTH BBIOOp THUIIA W MApaMeTPOB BOCCTAHOBIICHHUS; BBHIOOp THNA PE3EPBHOTO
KOIUPOBAHUS JUIs IUCKA.

AKTYaJIbHOCTb TEMbI II03HAKOMHTBCS CO CPEICTBAMH OpPraHU3allMd PE3epPBHOTO
KOMMPOBaHUS B onepanoHHoi cucreme Microsoft Windows Server 2008.

Teopernyeckas 4acTb
C TOuKHM 3peHMs YIPABICHUS PUCKAMU, BAXKHOCTB IIPOLIEAYPBI PE3EPBHOIO KOIIMPOBAHUS
OueHb BbICOKA. B Tex ciywasx, Kornaa peaau3anus yrpo3bl IPUBOAUT K U3MEHEHUIO WU

yIAJICHUIO JaHHBIX, TOBPEXKICHHUIO TPOTPAMMHBIX KOMNOHEHM CUCTEMBI, pe3epeHoe
KOnuposawuue MO3BOJISIET CHU3UTh IPUYUHEHHBIN yuyepd N 3HAYUTETHHO YCKOPUTH
BOCCTaHOBJIEHHE cucTeMbl. [Ipu pazpaboTke MOTUTHKH PEe3ePBHOTO KOMUPOBAHUS HYKHO
OTIPENICNIUTh, KaK MUHUMYM, CICTYIOIIIE TapaMeTphl:

* YaCTOTY BBINOJHEHUS PE3EPBHBIX KOTHIA;

* MIOPSAJIOK BOCCTAHOBJICHHS TAHHBIX U3 PE3EPBHBIX KOTIHIA;

* 00beM HocuTenel HHPOpPMAINH, BBIACIIEMbIX IJI1 XpaHEHUS Pe3epBHBIX KOMUI;

* KOJIMYECTBO XPAHUMBIX KOTIHH;

* BOIIPOCHI 0OecTiedeHns1 6e30MacCHOCTH HOCUTENEH pe3epBHBIX KOMHH.

YTunutel pesepBHoro xonupoBanus Windows Server 2008 CyleCTBEHHO OTINYAIOTCSI OT
Toro, uro Obu10 B Windows Server 2003 (rme »TH 3aaud PEMIAIUCh C MOMOIIBIO YTHIUTHI
ntbackup). YUTtoObl MX HCNONB30BaTh, JJI1 Hadajga TpeOyeTcsl UX YCTAaHOBHUTH (70 YMOIYaHHUIO,
OHM HE yCTaHaBIMBarOTCs). JlemaeTcst 3To ¢ MOMOIIBI0 OCHAcTKH Server Manager, rie Hajo
BbIOpaTh nynkm Add Feature B pa3nene Features (puc. 1) u B mosBUBIIEMCsI CIIHCKE BHIOpATh
nynkm Windows Server Backup Features (puc. 2).


http://www.uts-edu.ru/
http://www.biblioclub.ru/

e Adion Yew LHeb
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| Hm

B Server Mansger (SERVER 1)

a View the status of features instalied on ths server and add or remove features.

* Fealures Summary ﬂ Fealures Summary Help

“ Features: 7 of 34 installed

Group Policy Management
Remote Server Admrssiraton Tooks
Rgie Admirestration Tooks
Active Drectory Doman Senvices Tools
Active Drectory Domain Controler Took
DS Server Tools

\'nﬂ Last Refrech: 25.00. 2009 20:265:15 Configure refresh

Puc. 1- Ocnactka Server Manager mo3BoJjisieT 100aBUTh KOMITOHSHTHI

Kaxk BunHO Ha puc. 2, npejyiaraercs BIOpaTh CICTYIOIIUE OTIIHH:

* Windows Server Backup;

» Command-line tools (ymunumer komanoHot cmpoxu).

YcTaHOBKa MOCTCTHHUX, TMO3BOJSECT YIPABJIATh PE3CPBHBIM KOIMUPOBAHUEM C TOMOIIBIO
crieHapueB u Tpedyet ycraHoBku Windows PowerShell. Ho mist BeImonHEHHsS abopaTOpHOM
OyJIeT TOCTaTOYHO YCTAaHOBHUTH TONBLKO Windows Server Backup.

Add Features Wizard K

= Select Features
A

T oo oo fostires o nstal on s sever.
Confirmation Eeatures: Description:
D LI Quality Windows Audo Video Expensnce 5|
Results [] Remote Assistance

el | 2

[] Remote Differential Compresson
@ [ Remote Server Administration Tools {Instaled)
[[] removable Storage Mansger
] RPC over HTTP Proxy
[ simple TCP/IP Services
[] sMTP Server
B [ P Services
[] Storage Manages tar SANs
[ Subsystem for LNIX-based Applcatons
[ Teinet Chant
[] Telnet Server

seripts.

# [ Windows Process Activation Service
B [ Windows Server Backup Features

and manage scheduled
this serverusing Windows PowerShel|

Commang-ling Tools for Windaows
Server Backup enable you to create

badkups of

Cancel

T il Pk PN ir=

______________

Puc.2- Jlo6aBnsieM yTHUINTHI aIMUHUCTPUPOBAHUS

I lealM&EATRE


http://www.intuit.ru/studies/courses/531/387/lecture/8998?page=10#image.10.2

[Tocne YCTaHOBKHU, B meHio Administrative Tools ctanoBUTCS JIOCTYITHOM
ocHactka Windows Server Backup. C ee mnoMOIBIO MOXHO TPOBOJIUTE pe3epsHOe
KOnuposanue JaHHbIX Ha JOKAJILHOM WUJIU YJAJIEHHOM KOMIIBIOTEpE (€CIIU 3TO pa3peIieHo
HACTpPOUKaMHu).

PaccMoTpuMm, Kak 3TO IPOUCXOAUT. 3allyCTUM YTUIINTY. Pezepsroe konupogaHiie MOXKET
MIPOBOJUTH NOIb306amMeNb,  COCTOAIIMM B TpymIe Administrators (A TMUHUCTPATOPHI)
wnu Backup Operators (Onepamopur apxuBa).  Ilpu 3ToM, y 4ieHOB rpynns! Backup
Operators npu 3amycke ocHacTku Windows Server Backup Oyner  JI0mOTHUTEIBHO
3anpamuBarbes napoas (B okae User Account Control), T.K. 3TH onepayuu OTHOCATCS K
pa3psily IOTEHIIMAIBHO OMACHBIX.

B oxHe OCHAacTKHM B CIMCKE JOCTYIHBIX ACHCTBU (Actions), pacmoyio;KEHHOM B TIPaBOM
yacTH »dKpaHa, BbIOepem om0 Backup Once ... (T.e. OJIHOKpaTHas apxusayus).
3amycTUBIIMICA MacTep PE3EPBHOTO KOMMPOBAHUS MPEATIOKUT BEIOOP MEXy HACTPOMKAMHU st
yke 3amnanupoBanHoro konuposanus ( The same options that you used in the Backup
Schedule Wizard for scheduled backups) u HoBeIME ( Different options). HyxHO BbIOpaTh
BTOPOIl BapHaHT (€CiM, KaK B HallleM NIPUMEPE, ymuaiuma paHee He UCIOIb30BaIaCh, TO NEPBBIN
nYHKmM CTUCKa Oy/IeT HEaKTHBEH ).

Crnenyrolliee OKHO MacTepa IO3BOJIIET BBIOPATh, MPOM3BOJAUTHL JIU TIOJHOE pe3epsHoe
KOnuposauue WU KONupoganue OTIENbHBIX pasnenoB (puc. 3). 3mech MpOSBISETCS MEpBOE
OTJIMYHE HOBBIX WHCTPYMEHTOB - pe3epéHoe KONuposanue OTACIBHBIX Narnok U (aiijaos
MIPOU3BOJUTH HENb3S, TONBKO J102UUeCKUll OUCK TIETTUKOM.

XoTtenoch Obl Takke 00paTUTh BHUMAaHKUE HA HAJAMKCh B HUKHEHW 4acTH dKpaHa, TaM J1aeTcs
CCblIKa Ha pasjieNl CIPaBKH, OMMCHIBAIOLIUI BBINOJIHEHUE C MOMOIIBIO yMuiumsl KOMAHOHOU
CcmpOoKY Pe3epBHOTO KOMMMPOBAHMSI TOJIBKO COCTOSIHUS CUCTEMBI (System State ).

Bribepem BapuanT Custom.

Torma Ha cleayromieM 3KpaHe MOSBUTCS CHucok TUCKOB (puc. 4). YcraHaBiuBas WIH
CHHMMasi OTMETKH, MOXXHO yKa3aTbh, JaHHBIE C KAaKUX JAMCKOB IOMEIIAIOTCS B PE3EPBHYIO KOITHIO.
Onyuss Enable System Recovery BkiouaeT B apxus pazdenvl, T HAXOAATCS KOMIIOHEHTHI
OTIepPAIIMOHHOM cUCTeMBbl U (haliIbl HEOOXOAUMBIE Ui 3arpy3KH (T.e. OTMETKY HAmpOTHB 3TUX
paszienoB OyAeT He CHSATD).

43 Backup Once Wizard o x|

3
2 %% Sselect backup configuration

A

Backup options. Wrat type ot configuration do you want to schadule?

Select backup configur...

" Full server {recommerded)

Select backup items Iwant to back up all ny server cata, applications, and system state.
Spedfy dostination type Aackip size: 7,99 GR

Sredfy advanced option (%" Custom

CanBeaton I want to excude some volumes from this backup.

Rerkun prograes

Bads only the system state of the server using the command lire

Cancel

< Previous | Mext > I

Puc. 3- BeiOop Mex a1y HOJTHBIM PEe3epBHBIM KOMMMPOBAHUEM M KOITMPOBAHUEM OTEIbHBIX
JIICKOB



43 Backup Once Wizard il x|

3
. "é: Select backup items

=

Backup options What volumes do you want to back up?

Select badkup configur... | Viliinas = | Status | Size |
Select badap items O Local disk (C:) Exduded 7,99GB

Speafy destination type B new Volume (E:) Incuded 53,10 MB

O nNew Volume (F:) Exduded 42,63 MB

Spedify advanced option

Confirmation

Backup progress

[~ Enable system recovery.
This option ically indudes all voh that contain operating system
components for system recovery.

<Brew'msl Next > I Bckip | Cancel I

Puc. 4- Bbi06op 1uCKOB /1J1s1 pe3€pBHOIO KOIMPOBAHUS

[Ipennonoxum, HaM HY>KHO C/A€NaTh PE3EPBHYI0 KONMIO aucka E:, Ha KOTOpOM HaxonsaTcs
II0JIb30BATENbCKUE JaHHbIE. Torga OTMETKH yCTaHABIMBAEM TaK, KaK 3TO CAEJIAHO Ha puc. 4 u
NEPEXO0JIUM K CIEIYIOIIeN CTaauu, Ha KOTOPOW HYKHO ONPEENNUTh, KyJa OyJIeT IPOU3BOIUTHCS
Konuposeauue. IT0 MOXET OBbITh JIOKAJIbHBINA Ouck (KeCTKUM Ouck, nuiymuid DVD-npuBon u
T.A.) Wi ceTeBass nanka. Hajgo yuuThIBaTh, 4TO apXUBHas KOMMS HE MOXKET COXPAHATHCA Ha
Ouck, BXOJIAIIMNA B MEpPEeYeHb apXUBUPYEMbIX. Takke HeNb3sl COXPaHWUTh apxug Ha OUCK, THE
XpaHAaTcs (aiiabl OnepaioOHHON CUCTEMBI.

VYuureiBas Bce BBINIEU3JIOKEHHOE, B PACCMaTpUBAEMOM IIPUMEPE MOXKHO CHEIaTh
pe3epBHYI0 Konuio aucka E: Ha duck F:, B cereByto manky win Ha DVD-ouck. Beibepem nepBbrit
BapHaHT, 4YTO M YKaKeM B cIenyrolieM okHe Mactepa. [locie yero Oyzaer npeiokeHo BbIOpaTh
THUI PE3E€PBHOTO KOMUPOBaHUA (puUc. 5).

x
)
v %% Specify advanced option
=
Badwp cptions Chooze what type of Volume Shadow Copy Service (V55) badwp you want to
Celect bty coafie i
e Y55 copy backup (recommended)
= A Choose this option if vou are using another backup product to back up
Spedfy cestination type applications that are on Volumes induded in the current backup. This cption
Select backup ination retains the application log files.

Specify advanced option @ ys8 full badkup

Choosze thiz option if vou are not using any otier backup product to back up
your applications. This option updates each filz's bacdkup history and dears
Backup pogress the application log files.

Canfirmation

Mare ahout badaip types and VS5

< Previous | Mext = I Batilip Cancel

Puc. 5- BeiOop Tuna konupoBaHus



Cnyx0a Volume Shadow Copy Service (VSS) MoxeT mpu pe3epBHOM KONHWPOBAHUU
oTMeuaTh (ailsibl, Kak MOMEIIEHHBIE B apxug, Wi He Jienath 310. Eciau kpome cpencts Windows
Server 2008 UCONB3yIOTCS U ApYrHe MPOAYKTHI I PE3EPBHOIO KOMMPOBAHMSI, PEKOMEHy€ETCA
BbIOpaTh BapuaHT VSS copy backup. Eciu Takoro Het, MO>kHO cMesio BeIOMpaTh BapuanT VSS
full backup.

B cnenyromeMm okHe Mactepa OyeT 3alpoLIeHO MOATBEPKIEHUE U, €CIIH OHO MOJTyY€eHO,
3aIyCTUTCSI pe3epeHoe KONUpPoB8aHue.

B pesynbrare, B Hammem npumepe Ha aucke F: mosBurcs katanor WindowsImageBackup,
B HeM OyJeT co3/1aH nookamainoe, Ha3BaHHbBIN 710 UMEHH apXUBUPYEMOT'O cepBepa, KyJa U
MOTAJIET KOTHSL.

PaccMoTpuM NopsAOK BOCCTAHOBIIEHUS JAHHBIX U3 PE3EPBHON KOIIUH.

B mepBoii wacti nabopaTopHoil pa®oThl ObUTa caenaHa pe3epBHas Komus pasznena E:.
[TycTh NOHa100MIOCH BOCCTAHOBUTH COJEPKMMOE OJHOM M3 MANoK U3 3TOro pasaena. Ilpu stom
TpeOyeTcsi CPaBHUTH TEKYIee COAECP)KUMOE MarKh C apXMBHOH KOMMEH, T.€. BOCCTAHABJIMBATH
HY’KHO B JIpYTYIO MaIKy.

3amyckaem ocHactky Windows Server Backup u B
cnrcke Actions BeiOupaeM Recover (BoccraHoBieHune). MacTep BOCCTaHOBIIGHHSI yTOUHSET,
KaKol cepgep Oy/leT BOCCTAHABIMBATHCS, IOCIE YEro MPEJCTABUT IEPEUeHb HMEIOIINUXCS
PE3epBHBIX KOTHi (puC.6).

12 Recovery Wizard

+~
$% Sselect backup date
=

fra e Oldest available backup:  26.01.2009 23:33

Select badkup date Newest available badwp:  26.01.2009 23:39

Select recovery tipe

: — Available backups

Select items to recover Select the date of a backup to use for recovery.

SPecify Fecovery oplions Backup date: 26.01.2009

Recovery progress M Br Cp 4r v C& B =

L r] T A i Location: New Wolume (F:)

10 Status: Avaiable online
17

4
11
i 18
28 25

-
£ W o ek

7
1
2

-

Ba b
B b
[

Backups are avadable for dates shown in bold,

< Previous I MNext > I | Cancel I

Puc. 6- IlepeyeHb TOCTYIHBIX pe3epBHBIX KOMUI /17151 BRBIOPAaHHOTO cepBepa

B cienyromeM OKHE 3anpalnBacTCs, YTO MIMEHHO BoccTaHaBiuBaeTcs. Hac naTepecyer
OTJeNbHas nanka, notomy BeioupaeM Bapuant Files and folders (puc. 7). [lpyrue BapuaHTsl -

BOCCTAaHOBJICHHE 3apETUCTPUPOBAHHBIX TNPWIOKEHUH U BOCCTAHOBICHHE pazdend OucKka
LEJTUKOM.

B cnenyromeM oxkHe MacTepa B BBINAJAIOUIEM CIHCKE HYKHO HaWTH M BbIIEIUTH
BBIOpPAHHYIO I BOCCTAaHOBJICHUS MankKy. ECIM BOCCTAaHOBHUTH HY>KHO HECKOJBKO OOBEKTOB, MX
BBIJIEJISIIOT COBMECTHO, yAepxuBas kiasuiry Ctrl (niau Shift nuis Bergenenus auanasona). [locne
ATOTO BBIOMpAETCS nymsb Ui BOCCTAHOBJICHUS M 33al0TCS MapaMmeTpbl. B Hamem npumepe, Mbl

XOTHUM BOCCTaHOBUTH BBIOpAHHYIO MArNKy C (ailiaMu BO BHOBb CO3/IaHHYIO Manky restored (puc.
8).



Kpome myTu (MCXOQHBI WM anbTEepHATHBHBIN), BbIOMpAeTCsl BapuUaHT JIEHCTBUH IpH
COBIIAJICHUU UMEH (aiijIoB M MaroK. ITO 0COOEHHO aKTyallbHO, €CJIM BOCCTaHABIMBATH (hailiibl B
UCXOJIHYIO TaIlky. BapuaHTOB Tpu - co3aBaTh KOIUH, MEPe3anuChiBaTh UMEIOIINECs 00BEKThI
BOCCTaHABIIMBAEMBIMH, OCTaBUTh HMEIOLTHECS OOBEKTHI.

[Tocnennuil U3 BEIOMpaeMbIX B 3TOM OKHE IapaMeTPOB YKa3bIBaeT Ha TO, BOCCTAHABIMBATh
T HACTPOUKH 0€30TIaCHOCTH (T.€. CIIUCKH JIOCTyNa K (aitiam).

[Tocne BbIOOpa Bcex mapaMeTpoB OyJeT 3ampoIlEeHO NOATBEP)KICHHE M HadyHEeTCs
BOCCTAHOBJICHHUE.

L= Recovery Wizard = — x|

f
r_\&’ Select recovery type

Getting started What do you want to recover?
Select backup date © ' Fles and folders

Selectrecovery type You can browse volumes induded in this backup and select files and folders,
Selectitems to recover Can

Specify recovery oplions You can recover applications that have registe-ed with Windows Server Backup.

Confirnation " Volumes
Recovery progress You can restore an entire volume, such as all data stored on C:. You cannot restore only
celected filec and foldere.

T o r L1l fir

< Previous ” Next > I REecover Cancel

Puc. 7- Beibop THma BocCTaHOBIIEHUS

x
-
a " .
. & Specify recovery options

Select badp date e
Select recovery type e ;
Sedect items to recover
ot ey o =
Confrmabon :

~ When this wizard finds fies and folders i the recovery destnation
% Creats copies 5o I have both versions of the file or foider
" Qverwrite existng fles with recovered fles
" Do not recover those files and folders

Recovery progress

- Security setings
. : :

< Previous | Bt > Hecover Cancel

Puc. 8- I[TapameTpsl BOCCTaHOBIICHUS



Tenepsb pacCMOTPUM OpPTaHHU3AIUIO PE3EPBHOTO KOMUPOBAHUS 10 pacnucaHuio. J{s 3Toro
B Windows Server Backup Bri6epem ommuro Backup Schedule. IlepBoe okHO 3amycTuBIierocs
MacTepa HHPOPMHUPYET, UTO MPEK/IE YeM YCTAHABIIUBATE pe3epeHoe KONUPOBAHUe No
PaCIUCaHMIO, HY)KHO ONPEICITUTh:

* 4yTO OyJIeT KOMUPOBAThCA (TIOJTHOE Pe3epPBHOE KOMMPOBAHUE CepBEPa HITU OTICIIbHBIC
JIMCKN);

* KaK 9acTO HAJI0 MPOBOJIUTH KOITMPOBAHKCE;

* TJe pa3MenaTh KOMHH.

[Ipu 5TOM HaIO YYUTHIBATH:

1. paxxe mpu BEIOOpE PE3EPBHOTO KOMMPOBAHUS OTIEIBHBIX PA3IEIOB, B UX CITUCOK
00s13aTeIHFHO JTIOJDKEH OBITh BHECEH Pa3zel (-bI) C OTIEPAlMOHHON CUCTEMOMT;

2. KOIMPOBAHHE MOXKET BBIMOIHITHCS OAMH UM HECKOJBKO pa3 B JICHB;

3. mnusg XpaHEHUs pPe3yJbTaTOB PE3ePBHOTO KOMUPOBAHUS TOJKCH BBIICIATHCS
OTJENbHBIN AUCK, BHYTPSCHHUH WM BHEIIHUH (Hampumep, noakinrodaemsbiid mo USB). Tlepen
HAYaJIOM  WCIOJIB30BaHMS, OH OyJer oOT(OpMAaTUPOBAH MACTEPOM  apXHUBaIlUH.
Pexomenayercs, uToObpl OH ObUT HE MeHee, yeM B 1,5 paza Oonpiie mo o0bemy, deM
aApXUBUPYEMBIC TUCKU.

ITycte TpeOyercsi eXeIHEBHO JeJaTh pe3epeHoe Konuposauue NUCKa pasjena ¢
OTICpaIIMOHHON crucTeMol . B okHe MacTepa aHajiorudyHoM puc. 3, BeiOupaem Bapuant Custom, B
OKHE aHaNorMYHOM puc. 4 - Juck C (Ha KOTOPOM pACIONIOKECHA ONEPAYUOHHASL CUCTHEMA).
VYka3biBaeM pacnucanue (puc. 9).

rerETTTeE— 54
‘I
"'?31'! Specify backup time

Getting started How often and when do vou want to run backups?
Selecl backup coafigar ... ¥ Onec aday
Select i Select time of day: I19:UD vI

Specify backup time " More than once a day
Selact destination disk Click an available time and then didk Add to add it to the backup schedule.
Available time: Scheduled time:

Label destination disk

Confirmation

Summary

i |

Learn about advanced scheduling options using the command line

< Previous I MNext = |

Puc. 9- Pacniucanue pe3epBHOr0 KOIMPOBAHUS

| Cancel

Hansure onpexaensercs ouck (puc. 10), oH MoxeT ObITh He oThopmaTupoBad. Jucky Oyaer
Ha3HaYCHA MemKa ¢ Ha3BaHHEM CepBepa U JaTOM ONpeieNieHHs PE3ePBHOTO KOMMPOBAHHUS, TTOCIE
yero OyIeT MpoBeneHO ¢opmamuposanue. JIucky HE Ha3zHadaeTcs OykBa M OH He Oyner
JOCTYTICH TOJIH30BATEISIM KaK OOBIYHBIN OUCK.


http://www.intuit.ru/studies/courses/531/387/lecture/8998?page=11#image.10.9
http://www.intuit.ru/studies/courses/531/387/lecture/8998?page=10#image.10.4

we Backup Schedule Wizard - x|

)
_\é’:f—‘ Select destination disk

Getting started Select one or more disks o store your backups. You can use multiple backup
Eoct bl o disks if you want to store disks offsite.

. Backup item size: 7,99 GB

d Recommended disk size: 11,99 GB
Spedfy badwp time

fy Available disks:
Select destination disk
= . Diisk: Mame I Size I |lsed Space | Volumes in Disk I

Label destingtion disk 1 Virtual HD ... 9,77 GB 0KB
Confirmation
Summary

Show All Available Disks. .,

= Previous | Mext = I Einish Cancel

Puc. 10- Tuck asis XpaHeHUs! pe3epBHBIX KOMUI

Korma pabora no HacTpoiike aBTOMAaTHUYECKON apXWMBaIllUM 3aBEPIICHA, MOXKHO CICNaTh
JOTIOTHUTENbHBIE HACTPOIKH, MOBBIMIAIOIINE Obicmpodeticmeue g OTAEIbHBIX AUCKOB. Jlns
storo B crucke Actions B ocHactke Windows Server Backup BwiGepute nynxkm Configure
Performance Settings. B otkpbiBimiemcst okHe (puc. 11) MOXHO YCTaHOBUTH , KaKOW THUII
PEe3epBHOTO KOMMUPOBAHUS MPOU3BOAUTE st Aricka — noiHoe ( full ) mnm mo6aBounoe
( Incremental ). /10 ymomuaHUIO UCTIONB3YeTCs MOTHOE. JJ06aBOYHOE MOMEIIAET B apXu8 TOIbKO
M3MEHEHHBIE C MOMEHTA MOCJIEHET0 apXUBUPOBAHUSI (Pailyibl, 7TO MO3BOJISET
MIPOBECTH pe3epeHoe Konupogarue ObICTpee, HO 00Jiee CYIIeCTBEHHO CHIKAET

nPOU3800UMENbHOCHb CEPBEPa B IEPUO]] KOIMPOBAHUS (T.K. HaZ0 MPOBOJUTH MPOBEPKY).

Ll: Optimize Backup Performance N ﬂ

*You can optimize backup and server performance by choosing one of the folowing
settings.

" Mways perform full backup
This option slows down the backup speed, but does not impact overall
performance.

" Mways perform incrementa backup
This option increases the backup speed, but might decrease peformance of the

vl me hecanss shadow capies are left hehind bt rmeommended for servers
with hard disk-intenzive applications.
& Cusom

This option enables you to corfigure each volume separately ta ither run full
backups orincremertal backups.

Vaume | Backup Cption |
Local disk (C3) | Full backup ]

server! 2009_01_27 18:48 DISK_01 m—
Incremental Backup

oK | Coeel |

Puc. 11- BoiGop THna pe3epBHOr0 KOMUPOBAHUS I JUCKA



[TopsinoK BOCCTaHOBIEHUS TAKOM K€, KaK M INPU OJHOKpAaTHOM KomnumpoBaHuu. Kcratw,
IIOCMOTPETh IIapaMeTphbl 3aIJIAHUPOBAHHOIO PE3EPBHOIO KONHUPOBAHUS MOXKHO C IIOMOIIBIO
ocHactku Task Scheduler (puc. 12).

.

D Task scheduler N [= |
e Acton Vew Hep
== | Zim|Eim
() Task Scheduler (Locall
5l L@ Task Scheduler Library =
8 L Mirosoft
- Vindows T crests asik Tas...
| Active Directory £
' N
fadap Create Task.,
| Blactooth Import Tack...
i 3 Displey Al Runei, ..
¥ || Customer Exper
DMil;raJ “ | " 1 Mew Foider...
1 Multimadia = I | ] [ X Deete Faider
: nera | Trigger: | Actions | Conditions | Settings | History
| MetworkAccessF | = o l = View b
= PLA H Mi it Windows- WindowsBa
dped ame | icresoft-Windows- WindowsBackup i Refresh
Sarver Manager | Author TEST\SERVERLS H reo
Topp Descristi
TextServicasFra crigtion: Selected Ttem -
| UPnP b Run
1 wot .
Windews Error u End
Wired -~ Security optiors # Disable
When running the task, use the following user account: Export...
SYSTEM | Properties
" Run only when user & logged on _lll K Deete
Help
a 3] 1] b 7]

Puc. 12- [TapameTpsl CO3aHHOTO 33/IaHUS

Bomnpochr:
1. YTunutel aAMUHUCTPUPOBAHUS.
2. TlomHOE pe3epBHOE KOMUPOBAHUE U KOMTUPOBAHKUE OTIACIHHBIX AUCKOB.
3. BwiOop AMCKOB [JIs1 pe3epPBHOTO KOMMUPOBAHMS.
4. JlocTynHble pe3epBHbIE KOIMH JIIsl BBIOPAHHOTO CepBepa.
5. BwiOop THMa ¥ mapaMeTpOB BOCCTAHOBIEHUS.
6. Jluck miist XxpaHeHUs! Pe3ePBHBIX KOTIHIA.
7. BbiOop THIA pe3epBHOTO KOMMPOBAHUS TSI TUCKA.
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