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BBEJEHHUE

B Meromuueckux — yKazaHHMSAX ~— coAepXkKarcd ~— MaTepualibl, HEO0OXOIUMBbIE IS
CaMOCTOSITENILHOM TOATOTOBKM CTYIEHTOB K BBINOJHEHHMIO MPAKTUYECKHX paboT. B ommcanue
MPAKTUUECKUX pPadOT BKJIIOYEHBI I€Nb padOThl, MOPAJOK €€ BBIMOJIHEHUS, PAacCMOTPEHBI
TEOPETUYECKHE BONPOCHI, CBA3AHHBIE C pealu3aldell IIOCTABJIECHHBIX 3a/Jay, IpHUBEJEHA
HeoOXoauMast TUTeparTypa.

Metoanyeckre yka3aHHs NOCBALICHBI Kypcey «llepcoHanbHast KuOepOe30MacHOCTHY.
KubepbezonacHoCTh sBIIIET €000 HAOOpP CpENCTB, CTpPATETHil, MPUHIIMIIOB OOECTCYCHUS
0e30macHOCTH, TrapaHTHi O0e30HacHOCTH, MOAXOJOB K YIPABICHUIO PHUCKaMH, JEHCTBUH,
npoecCHoHaNbHOM MOATOTOBKH, CTPAXOBaHUS MU TEXHOJOTHH, KOTOPHIE HCHOJB3YIOTCS JUIS
3alMThl  KHOepcpensl, pecypcoB opraHu3audii W monb3oBateneil. KubepOeszomacHocTh
MOJIpa3yMeBaeT JIOCTHXKEHHE M COXpaHEHHE CBOWCTB OE30MacCHOCTH Y PECYpPCOB OpraHM3alluu
WM TI0JIb30BAaTENEH, HAIIPAaBICHHBIX IPOTUB COOTBETCTBYIOIIUX KHOEPYTpo3.

Pa3zButne nHpopManmoHHOro oOlIiecTBa MpeArnoiaracT BHeApeHHEe HH(OPMAIMOHHBIX
TEXHOJIOTHH BO BCce cpephl KU3HH, HO ITO O3HAYAET M MOSBJICHUE HOBBIX yTpo3 0€30MacHOCTH —
oT yreuek wuHpopmauuu 10 Kubepreppopusma. B mpoexre Konuenmuu crpareruu
kubepb6e3onacHocTn Poccuiickoit deneparun KMOEpNpOCTPaHCTBO OMpeaessieTcss Kak «cdepa
NesITeIbHOCTA B MHPOPMAIIMOHHOM IPOCTPAaHCTBE, 00pa3oBaHHasi COBOKYITHOCThIO MHTEepHETa 1
IPYTUX TEJIEKOMMYHHUKALMOHHBIX CeTe M JOOBIX (OPM OCYIIECTBIIIEMOW TOCPEICTBOM HX
UCIIOJIb30BAaHUSl YEJIOBEUECKONM AaKTHUBHOCTU (JIMYHOCTH, OpraHU3allid, TroCcyJapcTBa)», a
KnOepOe30nmacHOCTh — KaK «COBOKYMHOCTb YCJOBHUH, NpPHU KOTOPBIX BCE COCTaBJISAIOIINE
KHOEepIpoCTpaHCTBa 3aILUIIEHb OT MAaKCHMaJIbHO BO3MOXKHOTO YHCIa YIpO3 U BO3AEUCTBUH C
HEXKEJIaTeNbHBIMA TIOCIEJACTBUAMUY. B CBs3M ¢ 3TUM OoJjblIoe 3HaueHHe MpuoldperaeT
npo0JemMa «KyJIbTYpbl 0€30MaCHOTO MOBEJCHUS B KHOSPIIPOCTPAHCTBEY.

B cootBerctBUM co «Ctparerueil pa3BUTHs OTpacid WHGOPMALMOHHBIX TEXHOJIOTUH B
Poccuiickont @enepannn Ha 2014-2020 roas! u Ha nepcnekTuBy A0 2025 roga», yTBEpkIACHHOU
pacniopsbxenueM IlpaButensctBa Poccuiickoit ®eneparuu ot 1 Hoa6ps 2013 r. Ne 2036-p,
«Ctpaterueir pa3Butus uHPoOpMaroHHoro oOmectBa B Poccuiickoit  dexepanuny,
yrBepkaeHHoi [Ipesunentom Poccuiickoit deneparmu 7 despans 2008 r. Ne [1p-212 u psgom
JPYTUX TOKYMEHTOB B YHCJI€ MHOTHX JPYTHX 3a7a4 BbIAEISIOTCS:

- obecrieueHre pa3IMYHbIX Cdep SKOHOMUKHM KadeCTBEHHBIMH HH(GOPMAIIMOHHBIMU
TEXHOJIOTHSIMH;

- obecrieueHNe BBICOKOTO YpPOBHS MH(OPMAIMOHHON OE30MacHOCTH TOCyIapCTBa,
WHAYCTPUHU U TPAKJIaH.

OCHOBHBIMU ~ 3a/layaMu  oOecrieueHus] 0e30MacHOCTH  CUMTAIOTCS:  JOCTYIHOCTb,
LIEJIOCTHOCT, BKJIFOYAIOIIAst ayTEHTUYHOCTbD, a  TaKkxe KOH(UICHIINATbHOCTb.
Kubepbe3onacHOCTh  ABNSETCI HEOOXOAWMBIM  YCJIOBHEM pa3BUTHS  HMH(OPMAIIMOHHOTO
o01iecTBa.

1. HEJIb U 3AJJAYU U3YYEHUSA JUCHUTIJIMHBI

[lenpto ocBoeHMs aucnUIUIMHBI «[lepcoHanbHas KHOEpOE30MACHOCTEY  SBISCTCS
dbopmupoBaHnue Habopa mpo(decCHOHANBHBIX KOMIIETeHIMM Oyaymiero OakaiaBpa IO
HarpasieHuto nmoarotrosku 43.03.01 Cepsuc.

3amaun OCBOCHHUS AWCIUIUIMHBI: W3yYEHHE OCHOBHBIX MOHATHI KuOepOe30macHOCTH,
OCBOCHHE HABBIKOB COOJIIO/ICHNS TEPCOHAIBHON KHOEpOE30MmacHOCTH.

2. OBOPYJIOBAHME U MATEPHAJIbI

AnmapaTtHble Cpe/ICTBa: MEPCOHATBHBIA KOMIIBIOTED.
[Iporpammusie cpeactsa: MS Windows, MS Office.
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Jlekumnonnas aynutopus. Crenuanu3upoBaHHas ydeOHas MeOenb U TEXHUYECKHe
cpeactBa OOydeHHs, CIyXamque s TpPEACTaBICHUS YYeOHOH WH(POpPMAIUU: TPOECKTOP
ToshibaXD2000 (1 mir.), skpan HacTeHHbIi DraperLuma 175%234 MattWhite (1 mr.), cad (1
mT.), WTaHra anas kpemieHus npoektopa Projector CL1050-1300 (1 mT.), mepcoHaNbHBIM
kommnbioTep (1 mT.) B c6ope PentiumCore 2160/1P965/ 2*#512/ATI/ 1300XT/ 160Gb/ DVDRW/
FDD, Habopb!l 1eMOHCTPAalITMOHHOTO 000pY/10BaHUS U Y4eOHO-HATIISIIHBIX TOCOOUIA.

AynuTtopus s IpOBEIEHUs] NMPAaKTHYECKUX 3aHATHH. Y4eOHbIX MecT — 25. Paboumx
mect — 1. OOGopynoBanue: Kommbiorepsl B cOope B coctaBe Core 15-2400/819Mb/500
CTS450/DVD - 15 mr. Hoyr6yk Lenovo Idea Pa Z570A 15-2410/4G/500G/DVI
Smulti/15/6*HD/NV GT520 -1mr. HoytOyx Asus Idea Pa Z570A 15-2410/4G/500G/DVI
Smulti/15/6*HD/NV GT520-11ur.

3. YKA3ZAHUA 11O TEXHUKE BE3OITACHOCTHU

Ilepen nHauvasom paboTHl cieAyeT YOeIuTbcs B MCIPABHOCTU 3JIEKTPOIPOBOJIKH,
BBIKJTIOYATENIEH, MITENCENbHBIX PO3ETOK, MPU MOMOIIM KOTOPBIX 00OPYIOBaHHE BKIIIOUAETCS B
CeThb, HAJTMUUH 3a3€MJICHHS] KOMIIBIOTEPA, €ro paboTOCIIOCOOHOCTH.

Jns cHWXKEHMS WM TPEeJIOTBPALLEHUS BIMSHHUA OMNACHBIX U BpEIHBIX (HaKTOPOB
HE00X0MMO COOJI0JIaTh CAaHUTApHbIE IpaBHJa W HOPMBI, TMTHCHUYECKHE TpeOOBaHUS K
MIEPCOHAIBHBIM 3JIEKTPOHHO-BBIYMCIUTEIbHBIM MallliHAM.

Bo wuszbexxanue mMOBpeXIEHUS M30SAIMU IPOBOJOB M BO3HUKHOBEHHMS KOPOTKHUX
3aMbIKaHUN HE pa3pelraeTcs: BellaTh 4TO-JIMO0 Ha MPOBOJA, 3aKpalluBaTh U OEIUTh IIHYPHI U
NPOBOJIA, 3aKJIa/bIBaTh MPOBOJA U IIHYPHI 3a Tra3oBbIE M BOJONPOBOJAHBIE TPyOBI, 3a OaTapeu
OTONUTENIBLHOM CHCTEMBI, BBIJEPTUBaTh ILITENCEIbHYIO BWJIKY M3 PO3ETKH 3a IIHYp, YCUIHE
JOJKHO OBITH MPHIIOKEHO K KOPIYCY BHJIKH.

JI1s MCKITIOYeHUsl MOpa)keHUsl 3JIEKTPUUYECKUM TOKOM 3allpeliaeTcs: 4acTo BKIOYaTh U
BBIKJIIOYATh KOMITBIOTEp 0€3 HEeoOXOAMMOCTH, MPUKACAThCS K AKpaHy M K THUIBHOH CTOpPOHE
OJIOKOB KOMIIbIOTEpa, paboTaTh Ha CPEACTBAX BBIYMCIUTENBbHON TEXHUKUM W TepudepuitHoMm
00OpYJIOBaHUM MOKpPBIMH pyKaMH, paOoTaTh Ha CpPEICTBAX BBIYHUCIUTEIBHOW TEXHUKU H
nepudepuitHoM 000pPYJOBaHUM, HMEIOLIUX HApYLIEHUs IEJIOCTHOCTH KOpITyca, HapyLICHHs
M30JSIIMM  TIPOBOJOB, HEUCIPABHYIO WHJMKALMIO BKJIIOYEHHS IUTaHUS, C IpPU3HAKAMHU
AJIEKTPUYECKOr0 HAINpPSHKEHHsT Ha KOpIyce, KJIacThb Ha CPEACTBA BBIYUCIUTENBHON TEXHUKH U
nepupepuitHoM 000pYJOBaHUH TIOCTOPOHHUE TPEAMETHI.

3ampemaercss  MOJA  HANpsOKEHHMEM — OYMINATh  OT  IBUIM W 3arpsi3HEHUS
ANIEKTPOOOOPYOBaHHUE.

Bo  wu3bexxanume  mopakeHUs ~ DIEKTPUUECKMM  TOKOM, TpU  IOJB30BaHUU
AJIEKTPONPUOOpPaMU HENb3sl KacaTbCsi OJHOBPEMEHHO KaKMX-THOO TpyOOmpoBoJOB, Oarapeit
OTOIUICHUS, METAJUIMYECKUX KOHCTPYKIIUM, COETMHEHHBIX C 3€MIIEH.

Ilocne oxoHuaHust pabOTHl HEOOXOAUMO OOECTOUUTH BCE CPENCTBA BBIYMCIMTEIBHOM
TeXHUKU U mnepudepuitHoe obopyraoBanue. B ciayuae HempepbIBHOrO y4yeOHOTO Ipoliecca
HE00XO0/IMMO OCTAaBUTh BKJIIOUEHHBIMH TOJIBKO HE00X0AMMOe 000py10BaHHUE.

4. HAUMEHOBAHUE ITPAKTUYECKUX PABOT

Ne HaumeHnoBaHue TeM NUCLMILIMHBIL, UX KPATKOE COLAEPKAHUE O6beMm | MuTepakr
TE 4acoB UBHAas
M bopma
BI IIPOBEJIEH
us
Pa3nen 1. Konuenuuu nepcoHaibHoi kKudep0e30nacHoCTH
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Tema 1. OcHOBHBIE OHATHSA NIEPCOHATBHOMN KNOEpOe30macHoOCTH
[IpakTuueckoe 3anstue 1

WNudopmannonnas 6e30macHoCTh U kubepodesonacHocts. CBoiicTBa
o poBaHHOM HHPpopManmu. [I[pUIMHBI KHOSPTIPECTYTUICHHA.
[Ipobnemsl kubepOe3zomacHoCTH.

1,5

Tema 2. MogenupoBaHue yrpo3 nepcoHanbHONH KuOepOe30nacHOCTH
[IpakTrueckoe 3ansTue 2

AHanm3 pUCKOB KaK OCHOBA yIPaBJICHUS MEPCOHAILHON
kubepoesonacHocTeio Mogenb yrpo3 STRIDE. MHcTpymMeHTs aHam3a
Y KOHTPOJII HHOOPMAIIMOHHBIX pUCKOB. CpaBHHUTEIHHBINA aHAIN3
MOJIXO/IOB K PaCIO3HABaHUIO YIPO3 C UCTIOIH30BAHUEM Pa3TMYHBIX
mozeneil: CIA, I'excana [Tapkepa, SA, STRIDE

1,5

Paspnen 2. TexHO10ruM OpraHu3aluu MepPcoOHATbHOM
Kn0ep0e30nacHoCTH

Tewma 5. DxoHoMHu4ueckast 3(PEKTUBHOCTH CPEACTB OOECTICUCHUS
NepcoHaIbHOI KnbepOe30macHoCTH

[IpakTnueckoe 3ansatue 3

OreHka cpeCTB KPUNTO3AIIUTEL. DKOHOMUYECKOE 0OOCHOBaHHE
pacxoioB Ha obecrieueHne MepCcoOHAbHON KHOepOe30macHOCTH.
O6ocHOBaHHBII BEIOOP MEp U CPEACTB 00ECTIEUECHUs IEPCOHANIBHOM
kubepoOe3onacHocTH. [IpenmyiecTBa U HEJOCTATKU CYIIECTBYOIINX
METOI0B 000CHOBAHHUSI HHBECTUIMH B Cpe/ICTBAa 00eCeueHUs
nepcoHanbHOM Knbepbeszonacnocti. Habop ¢punancoso-
HKOHOMHMUECKHUX MoKa3aTesel /Ui olleHKH 3(pPEeKTUBHOCTU CPEACTB
obecrieueHus MepcoHATbHON KHOEpOE30MacHOCTH C IKOHOMHYECKHIX
no3uLui. MeTouKa OIEHKH SKOHOMUUECKOH 3(h(hEeKTUBHOCTH CPEJICTB
obecrieueHurs mepcoHATbHOM KNOepOe30MacHOCTH.

1,5

Tema 6. IHCTpyMEHTBI OpraHu3aluy IEPCOHAIBHOM
KnOepOe30MmacHOCTH

[IpakTnueckoe 3anstue 4

O030p aHTHBUPYCHBIX CPEICTB 3AILUTHI IPU OPTaHU3ALMH CUCTEMBI
NepCcoHaIbHON KnbepOe30macHoCTH. AHTUBUPYCHAs 3allUTa
NEPCOHAIBHBIX KOMIIBIOTEPOB U MOOMIIBHBIX YCTPOICTB. bpanamayapsl.
CpenctBa anmapaTHOH 3auThl HHPopManuu. Opranuszanus
IpOrpaMMHO-alIapaTHBIX CPEJCTB EPCOHATBLHON KHOepOe30MacHOCTH.

1,5

Tema 7. IlepconanbHast KHOEpOE30MACHOCTh B MHTEPHET-0aHKUHTE
[IpakTuueckoe 3aHsTue 5

Texnomorun naTepHET-0aHKMHTA. TEeXHOIOTUN OUPIKEBOH TOPTOBJIH.
[IpaBuna opranu3zanuy nepcoHagIbHOM K1OepOe30MmacHOCTH B MHTEPHET-
OankuHre. [IporpaMMHo-anmapaTHbIe CPEACTBA 3aMIUThI JAaHHBIX B
Ipoleccax UHTEPHET-OaHKUHIa U OUPIKEBOW TOPTOBIIH.

1,5

Macrep-
KJ1acc

HTroro 3a 2 cemecTp

12

1,5

Hrtoro

12

1,5

5. COAEP)KAHUE ITPAKTUYECKHUX PABOT

IIpakTnueckoe 3ansitue 1. OCHOBHbIE OHATHSA MEPCOHAIBLHONH KHOEpP0e301acHOCTH

He.]'lb paﬁoTbI: HU3YUYCHUC OCHOBHBIX MOHATHUH HepCOHaHBHOﬁ KI/I6ep6630HaCHOCTI/I,

CBOMCTB ollM(ppOBaHHON HH(DOPMALIMY, TPUYUH KUOEPIIPECTYIUICHUH.




OcHoBBI TEOpUH

OcHoBHbIE IOHATHS MEPCOHAILHOM KHOepHe30nacHOCTH

Bo Bpemena Pumckoii umnepun Obuta cOpMyIHpOBaHa TIeONOJIMTHYECKas (opmyrna:
"Kto Bmameer mopem, ToT Biajgeer Mupom!" Bo Bpemss BTropoit MUpOBOI BOMHBI 3TO BBIpAaXKEHUE
ObUT0 MOAMGDUIIMPOBAHO M 3BYYAJI0 YXe cieayroummm obpaszom: "KTo Biageer BO3IYLIHBIM
MPOCTPAHCTBOM, TOT BiaaeeT mupom!" M HakoHel, BO BTOPOH MOJIOBHHE XX BEKa, B MEPHOJ
CTaHOBJICHHUSI TOCTUHIYCTPHAJIBHOIO 0OIIecTBa ObUI BBIPAOOTAH HOBBIA T'EOMOTUTHYECKHMA
te3uc: "Kro Brageer nnpopmanuel, TOT BiajaeeT MUpoM!", KOTOPBI OCTaeTcs aKTyalbHBIM U 110
cell JICHb.

Hactynuno Bpemsi, korja He0OOXOIMMO CUMTAThCSA C TEM, YTO Iepexoa MHbopMalluu B
pa3psaa BaXXHEHIINX PecypcoB YelOoBEYECTBAa OJHOBPEMEHHO MOPOXKIACT MpolieMy 00agaHus
3TUM PpECypcoM, €ro YHHUYTOXKEHHUS WIM W3MEHEHMs, MHCXOJs U3 TOCYAapCTBEHHBIX,
KOMMEPUECKHX, YaCTHBIX MU JAPYTUX HMHTEPECOB, W, KaK CJIEACTBUE, NMPUBOAMUT K MOSIBICHHUIO
HOBOTO CpE€/CTBa HamlaJeHUs WU 3alUThI, T.€. HHPOPMAMOHHOTO Opyxus. [IpuunHoi Takoit
NEpEeMEHbl CTajla BO3MOXKHOCTH IpEJACTaBlIeHUs] WHpopManuu B IUPpOBOM BHIE. BaxHO
OTMETUTb, 4yTO LKppoBast uHGopManus 06JagaeT CAeAyOIMMH HEOThEMIIEMBbIMU CBOICTBAMHU

OTuyX12€MOCTh

BocnpousBoaumocts

Heynuurtoxxumocts

B03MOXXHOCTB OBICTPOTO TIOHWCKA

C omHOHN CTOPOHBI, T KadyecTBa IMO3BOJIAIOT CYIIECTBEHHO ONTHMHU3UPOBATH IMPOLIECC
00paboTku nH(pOpMalnH, CBEJ K MUHUMYMY BMEIIATEILCTBO YEJIOBEKA B PYyTHHHBIE MTPOLIECCHI
u obecrieuynBas JeTrKUd U OBICTPBIM JOCTYN K HEOOXOAMMBbIM cBeieHUs M. C Ipyroil CTOpoHSI,
OHM K€ CTald MNPUYMHOM TOSABJICHHS B KOHIE XX B. HOBOTO BHJA 3JIOACIHHM -
kubepnpectyruieHuil. Tak, 0T4yKIaeMOCTb U BOCIPOU3BOIUMOCTh MH(OPMAIMK BKYIIE IPUBEITN
K 00OCTpeHHMIO MpoOJIeMbl 3alIUTBhl aBTOPCKMX mpaB. He Tak gaBHO moHsTHE "Kpaxa'
MOJpa3yMeBallo, YTO CYOBEKT JHIIAeTcs HEKMX MaTepHalbHbIX IeHHocTed. C 1mdpoBoit
uH(popMalmelt Bce Mo-ApyroMy: €clii MUpaT KOMHPYET JUCK C 3alMChi0 €Ie HE BBIIIE/IIEro
¢wibMa, UMYIIECTBO MpaBooOIafaTeNss MOKET (U3UUECKH HE MOCTPaZaTh - OJHAKO MPU ITOM
3aKOHHBIM XO3SMH TepseT HaJl CBOMM IIPOU3BEACHHEM KOHTposb. bonee Toro, ecinu 1o
MOSIBJICHUSI KOMITBIOTEPOB CO3JlaHHe yOIMKAaTOB MPUBOIMIO K YXYIIIEHUIO KayecTBa 0OBEKTa
KONUpOBaHUs (pernpoayKIMH KapTWUH, MEpEernuChIBAHWE KHUI M ayJuoKacceT U T.1I.), TO B
IU(PPOBOM MHUpPE KOIMUPOBAHHE MOXKET MPOM3BOJIUTHCS B HEOIPAHMUYEHHBIX KOJIMYECTBAX
mpakTHuecku OecrulaTHO - W 0e3 morepu kadectBa! K mapamokcanbHO HeXeNnaTelbHBIM
pe3yJabTaTtaM MpHUBENO U OBICTPOE CHMKEHME IIeH Ha YCTpoiicTBa XpaHeHUs JaHHbIX. Pabora o
aHaJIM3y XpaHUMOM B OpraHU3aluy MUH(OPMALMU C LEIbI0 BBIABICHUS JAHHBIX, MOAJIEKAIIUX
YHUYTOXKEHUIO 10 PUYMHE YTEPH aKTYaJIbHOCTH U MOJIE3HOCTH, OOXOAUTCS AOPOKE MOKYIKU U
YCTaHOBKHM HOBOTO 000pyZ0BaHUA. BeiaencTBrue 3Toro HOBOCTHBIE JIGHTBI MECTPAT 3aroj0BKaMU
O HalJIEHHBIX B MyCOpE WM KYIUICHHBIX Ha ayKI[MOHAX XECTKUX AMCKaX M MarHUTHBIX JICHTAX,
COJIEpKalllX CEKPETHbIE CBEIEHHUS, KOTOpble HHUKTO HE TMOTPYIAWICS CTEepeTh Iepea
yTuiM3auued ycTpoiictB. OTIENbHOTO BHUMaHMSA 3aciayXHBaeT NpobOjeMa yHUYTOXXKEHUS
uHpopMaluy, XOTs Obl OJHaXIbl MOsBHBIIEHCS B IHTepHET W NPOMHAEKCUPOBAHHOM
MIOUCKOBOW cUCTeMOM. BO3MOXXHOCTH OBICTPOro MOUCKA M OOBEIUHEHUS MO KIIIOYEBBIM MOJISM
(manpumep, ®MO u azapec HICKTPOHHOW TOYTHI) JENAeT 3aady COCTABJICHHUS TOPTpETa
AKTUBHOTO MOJIb30BaTENI KOMIIBIOTEPA MAKCUMAIIBHO NPOCTOM 1S 3110yMBIIIEHHUKA.

Kak cneactBue aToro octpoTta npodiaemsl odecriedeHnst HHPOpMalMOHHOW 0€30acCHOCTH
(UB) cyObekToB HWH(POPMALMOHHBIX OTHOLICHHUH, 3aIIUTBl UX 3aKOHHBIX HMHTEPECOB IpH
UCIOJIb30BaHUU HWHGOPMAIMOHHBIX CHCTEM U ceTei, XpaHuMo#, oOpabaThiBaeMOil U
nepeaaBaeMoil B HHMX HMH(OpManuM IOCTOSHHO Bo3pacTaeT. HecMOTps Ha HMHTEHCHBHOE
BHEJPEHHE BHOBbH CO3/1aBAEMbIX TEXHOJOTMYECKHX pELIeHU B o0sacTé MHPOPMAIMOHHOMN
0€301acHOCTH, YPOBEHb KPUMUHOTEHHOCTH B MH(OPMAIIMOHHOM cdepe ceTelt nepeaadn TaHHbIX
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BEAYIIUX CTpaH MHUpA MOCTOSIHHO MOBBIIAETCS, YTO NMPUBOJUT K MUJIIHAPAHBIM (PUHAHCOBBIM
MTOTEPSIM.

[lo nmaHHBIM KOOpPAMHALIMOHHOTO LEeHTpa HeMeieHHoro pearupoBanust CERT,
OpraHM30BaHHOTO Tpu YyHuBepcutere Kapuern Mennona, exeronHo HaOmOmaeTcs poOCT
KOJINYECTBA PErHCTpUpYyeMbIX HH(popMalMOHHbIX aTak (puc. 1.1). Kak BuaHO Ha aumarpamme,
oJIHOM u3 HauOoJiee aKTyaJbHBIX MPOOJIEM B MOCJEIHEe BpeMs CTajla 3allliTa OT MHCalIepoB
(COTpYAHMKOB KOMIIAHUH, SIBISIOLIUICS HapyLIMTEIEM, KOTOPBIM MOYKET HMMETh JIEralbHBIN
JOCTYT K KoH(puaeHnmnanpHoi napopmanun). Takas yrpo3a crajia BO3SMOKHONW BO MHOTOM H3-3a
MOSIBJIEHNS TOPTATUBHBIX U JEIIEBBIX YCTPOMCTB XPAaHEHUS C BBICOKOM IJIOTHOCTBIO 3aIUCH.
ObocTpsieT cuTyalno MUPOBON (DMHAHCOBBINM KPHU3UC, B YCIOBHUAX KOTOPOIO BBIPOCIO YHUCIIO
COTPY/ZHUKOB, HEJOBOJIbHBIX CBOMM paboTojareneM (BCIEICTBHE COKpAIIECHUS 3apIliaThl WU
Jla’ke YBOJIbHEHUS) U HKeJIalolUX HAHECTH eMy BpeJl MJIM HE3aKOHHO 00OTaTUThCS.

' 1
137529 HHcanaepe
PacnpefeneHtble aTakn
iy Ataru Tuna «30L Injections
52658 Arakum Tuna eformat strings
21756 Stealth - ckaHMpoBaHMe
Arakn Tuna «nepenonkexne Bydepas
9859 Atakw na ofwegocTynieie Web-cepeuce
ATakn THNA «oTras 8 oGocmyuBaHuN:
2573 ABTOMAaTHINPOBAHHOS CKAHWPOBaHNE
1334 MepexEaTt BaHHBIX
MogmeHa cybbekTa coefuHEHNA
252 «TPOAHCKUE KOHW»
6 Mepebop naponen
Bupycel B
1980 r. 1985r. 1990r. 1995r. 2000r. 2005r. 2008r.

Puc. 1.1. PocT xonuuecTBa aTak

XapakTepHO, YTO KOJUYECTBO KOMITBIOTEPHBIX MPECTYIUICHUH, coBepuiaeMbix B Poccun,
€XKETrOJHO yBEIWYMBAETCA. Tak, COriIacHO CTaTUCTHKEe MUHHCTEPCTBA BHYTPEHHHMX Jein PO,
KOJIMYECTBO KOMIBIOTEPHBIX NPECTYIIEHUH, CBA3AHHBIX C HECAHKIIMOHUPOBAHHBIM JOCTYIIOM K
KOH(HIEHIIMATBHON HH(pOpPMALNHU, YBEIUYUIOCH ¢ IecTUcoT uHuuaAeHToB B 2000 r. 10 cemu
Thicsad B 2004 1. K OCHOBHBIM MpHUYMHAM POCTa KOJWYECTBA aTaK MOXHO OTHECTH CJEAYIOLINE
(baxTopsI:

C KaXIbIM TOJIOM YBEJIMYHBAETCS KOJMYECTBO IOJIb30BaTeNeil OOLIeTOCTYHBIX ceTeit
CBA3MU, TAaKMX, HalpuMmep, Kak cerb MHurepHer. IIpu 3TOM B KadecTBE HOBBIX II0JI30BATEJIEH
BBICTYIAIOT KaK OT/EJbHbIE KIIMEHTCKUE paboyne CTaHLIUH, TaK U LIeJIble KOPIIOPATUBHBIE CETH;

YBEIIMYMBACTCSI  KOJMYECTBO  YSA3BMMOCTEH, €XKEIHEBHO  OOHApyKMBAaeMbIX B
CYILIECTBYIOIEM OOLIECHCTEMHOM U MPHUKIAHOM MPOTPaMMHOM 00€CIICUEeHUH;

BO3PACTAET YHCIIO BO3MOXKHBIX OOBEKTOB aTaku. Eciy HECKONbKO JIET Ha3a[ B KauecTBe
OCHOBHBIX OOBEKTOB HECAHKIIMOHUPOBAHHOTO BO3JIEHCTBUS PacCCMATPUBAINCH UCKIIOYUTEIHHO
cepBepbl cTaHmapTHhIX Web -cmyx0, takume kak HTTP, SMTP u FTP, To k HacTosmemy
MOMEHTY pa3paboTaHbl CpEeACTBa peaju3alMi aTak Ha MapUIpyTH3aTOPbl, KOMMYTAaTOpBI,
MEXKCETEBbIE IKPAHBI U Ip.;

YOPOINAIOTCS METOMbl peanu3ali HHPOpPMAIMOHHBIX aTak. B cetn MHTepHET MOXXHO
0e3 Tpyza HalTH MPOrpaMMHBIE peau3aliy aTaK, HAlPaBJICHHBIX HA aKTMBHU3ALMIO PAa3IHUHBIX
ysi3BUMOcCTel. [Ipu 3TOM MCHosb30BaHUE ITUX CPENCTB CBOAMWTCS K BBOAY IP -ampeca oObekTa
aTaKW U HAYKaTUIO COOTBETCTBYIOILIEH YIIPABIISIONICH KHOIIKH,

YBEIMYMBAETCA  4YMCJIO  BHYTPEHHHX  aTaKk CO  CTOPOHBI  IOJIb30BaTeNei
aBTomMaru3upoBaHHblx  cucreM (AC). IlpumepamMm Takux arak  sBISETCA  Kpaxa
KOH(QUICHIMATbHOW HH(OPMALMM WIH 3allyCK BPEJIOHOCHOTO MPOTPaMMHOIO 00OecredeHUs
(ITO) Ha pabouyux CTaHIUAX MOJIb30BATEICH.
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Heo0xoauMo OTMETHUTh, YTO YpPOBEHb CIOKHOCTH HH()POPMAIMOHHBIX aTak TaKkKe
ITOCTOSIHHO pacTeT. JlaHHOe yTBEpKIEeHNE MOKHO MPOWIIIOCTPUPOBATh HA MPUMEPE IBOJIFOLUN
KOMIIBIOTEPHBIX BHUpPYCOB. B MomeHT cBoero mnepBoro mnosiBaeHuss B 1980 r. Bupycsl
MpEJCTaBsuId  COOOM  JOCTAaTOYHO MPOCThIE MPOTPaMMbl, KOTOPbIE  CaMOCTOSITENIBHO
pacrpoCTpaHsUIUCh B aBTOMATH3MPOBAHHBIX CHCTEMaX M OCHOBHOM 3ajauell KOTOPHIX OBLIO
HapylieHne paborocnocoOHOCTH cucTeMbl. CerofHs e KOMIbIOTEpHbIE BUPYChI PECTABIISIOT
CYILIECTBEHHO OoJiee CJOXHBIE TPOrpaMMHBIE CPEJICTBA, CIOCOOHBIE PACIPOCTPAHATCS
MPaKTHYECKU B JI000W cpele mepenaud HMHPOpMAIMM, a TakKe MacKHpOBaTbCA MOJ padoTy
mratHoro [10. Kpome »sTOro, coBpemMeHHble MOAM(PHUKALNK KOMIBIOTEPHBIX BUPYCOB B
OCHOBHOM HCIIOJIB3YIOTCSI 7Sl Kpaku KOH(UIEHIMAIbHON HWHPOpMAlUK, a Takke JUIs
MIOJIy4E€HUSI HECAaHKIIMOHUPOBAHHOI'O JOCTYNAa K KOMIIBIOTEpPAM II0JIb30BaTelled. AHaIOorM4Has
TEHJCHIIUSA XapaKTepHa W JJs IPYTUX BUIOB yIrpo3 0€30MacHOCTH, Ul peau3alud KOTOPBIX
MIOCTOSIHHO TPUIYMBIBAIOTCS OoJjiee H3OIPEHHBIE METOJAbl M CpEJCTBA MPOBEACHUS aTak.
W3meHunach 1 MEHTaJIbHOCTh XaKEpPOB: €CIIM paHblle OCHOBHOM MOTHBallMEH ObUIO pelIeHHe
CJIO’KHOW MPOOJIEMBI U BO3MOXXHOCTb CAMOYTBEPKACHHUS, TO CETOHs Ha MEPBBIN MJIaH BBIXOJUT
KOMMepuecKasl COCTaBJIAOIIas, KOTOpasi COCOOCTBYET O0BbEIMHEHUIO TATAHTIMBBIX OJIMHOYEK B
OpraHU30BaHHBIE MIPECTYITHBIE COOOIIECTRA.

Crour o0OpaTUTh BHUMaHME Ha IIOJOKUTEJIBbHYIO TEHACHLUHUIO - HEKOTOpbIE
MPOU3BOJUTENN MPOTPAMMHOIO M aImapaTHOro obecneueHus CTaiu oOpaliaTh BHUMaHHUE Ha
0e30MacHOCTh MPOJYKTA YK€ Ha CTaJAuM MPOEKTUPOBAHHUA, a HE B IMOCJIEIHUI MOMEHT, Korjaa
U3MEHHUTh 4YTO-TMOO B APXUTEKType CHCTEMBl YXKE€ MO3AHO M MOXKHO JOBOJIBCTBOBATHCS
¢byHKOHaNbHBIMU "3amaTkamMu". OJIHAKO W Ha 3TOM NYTH €CTh MPENSTCTBUS: BO-TIEPBBIX,
MPOM3BOJICTBO TPOJIYKTa, HE COJCpPXAIEro OIMMOOK, B peaJbHOM MHpE HEBO3MOXHO; BO-
BTOPBIX, KOMIIBIOTEDP MPEICTAaBISIET COOOW CHUCTEMY M3 OTPOMHOTO 4YHCIa KOMIIOHEHTOB OT
pasHBIX BEHAOPOB, W TECTHPOBAHHWE COBMECTHOM pabOThl BCEBO3MOXHBIX KOMOMHanuen
SBJSIETCSL Hepaspemmumon 3amadeii. Hakonem, camasi coBepllieHHas 3alluTa MOXET OBITh
B3JIOMaHa, U MPUYMHA 3TOMY - YeJOBEUECKUU (haKTOp. YCTPAaHUTh ATy Yrpo3y HNPUHIUIIHAAIBHO
HEBO3MOXKHO, T.K. TEpPCOHAN SBISETCS HEOThEMJIEMON YacThio 1000 HHPOPMAIMOHHOMN
CUCTEMBI.

C yueToM BBIIIECKA3aHHOTO MOXXHO C YBEPEHHOCTHIO YTBEp)KIaTh, 4TO Mpoliema
3amThl AC OT HHPOPMALIMOHHBIX aTaK SABJISIETCS OJHOW U3 HanboJee akTyadbHBIX M 3HAYUMBIX
B UT-urnyctpun. [1o Bcemy MHpy €KErolHO MMPOBOIUTCS OOJIBIIOE KOJIMYECTBO MCCICTOBAHUH,
HafpaBJICHHBIX Ha pa3pabOTKy HOBBIX U Ooyee 3((EKTUBHBIX METOJOB IMPOTHBOICHCTBUSL
yrpo3aM 3JI0yMBIIIIEHHUKOB. C y4eTOM aKTyaJlbHOCTH BOIIPOCOB, CBSI3aHHBIX C 3alIUTON OT
BHEIIHUX U BHYTPEHHUX MH()OPMAIIMOHHBIX aTaK, U ObLI HAIICaH 3TOT y4eOHBIH Kypc.

Kparkue urorn

B nmanHoO#l nexuuu OBLIM paccMOTpeHbI (yHIaMEHTalbHbIE CBOWCTBA OLU(PPOBAHHOM
nHboOpMallMl M HMX BIMSHHE Ha POCT Yrpo3 B cdepe HHPOpPMAMOHHOW OE€30MacHOCTH C
HACTYIJICHMEM KOMIIbIOTEPHOM »pbl. Ilepeunciiensl ¢GaxkTopbl, HE MO3BOJISAIOIIME 00ECICUYUTh
COBEpUICHHYIO 3alllUTy MH(OpPMAaIMH, U BbIIEICH NepedeHb HE PEIICHHbIX Ha JaHHBIH MOMEHT
npooeMm.

IlocTanoBKa 3a1a4u K NIPpaKkTHYeCKOi padore 1

1. M3yunTh npennaraeMblii TEOpETUYECKUI MaTepHrall.

2. CpopmupoBaTh KOHLEMIHUIO MepCOHaNbHON KubOepOe3onacHOCTH sl (OopMHUpOBaHUS
U aHanmu3a TpeOOBaHUI C CHCTEME 3alMThl MEPCOHAIBHBIX JaHHBIX. Pe3ynpTarom moimkHa
SIBUThCS TabNna QyHKIIMOHATIBHBIX TPEOOBAHUN K CUCTEME 3allUThI IEPCOHATBHBIX TAHHBIX.

3. CoctaBuTh MH(POPMALMOHHYIO MOJIEJIb CHCTEMbI 3alllUTHl MEPCOHAJBHBIX JIaHHBIX,
BKJIIOUAIOIIYIO B ce0s ONMMCaHNEe OCHOBHBIX OOBEKTOB CUCTEMbI U B3aUMOJICHCTBHS MEKYy HUMHU.
Ha ocHoBanum wuH(popManMoHHONH Mojenu chopMupoBaTh TpeOOBaHHS K IMPOrPAMMHBIM
cpenctBam HHGOPMAITMOHHON 0€30MTaCHOCTH.



4. OdopmMuTh OTYET MO MpakTUdeckoi padore. [IpeacTaBuTh OTYET MO MPAKTHUECKOM

paboTe IS 3alTUThI.
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BapuaHThl HHAMBUAYAJIbHBIX 32IaHUI

Pa3zpaboTtaiiTe KOHIENIIUIO TIEPCOHATBHON KHOEpOE30MacHOCTH B COOTBETCTBUU C
BapuantoM. OOparture BHUMaHHE Ha (HYHKIIMOHATHLHOCTH

JAHHBIX.
Ta6muma 1.1 —BapuaHTh! 3a1aHui
No OOBEKT 3aIUTEI O01aCTh 3aILIUTEI
1 CryneHT yHUBEpCUTETA HoytOyx, cmaprdon, cpeacrsa
CBsI3U
2 IT-cienmnanuer Ha ynaneHHoM | IlepconanbHbI KOMIIBIOTED,
JOCTyTIE HOYTOYK, cMapToOH, CcpeacTBa
CBSI3U
3 Mogepatop [IepconanbHbIM KOMIIBIOTED,
MH(OPMaLIMOHHOTO pecypca HOYTOYK, cMapT(OH, CpeacTBa
CBsI3U
4 Cruu-paiitep HoytOyk, cmaptdoH, cpenctBa
CBsI3U
5 brorep HoytOyk, cmaptdoH, cpenctBa
CBsI3U
6 [xonbHUK HoytOyk, cmaptdoH, cpencta
CBsI3U
7 Menemxep cpeanero 3BeHa Ha | [lepcoHanbHbIM KOMIIBIOTED,
yIaJEHHOM J0CTYIIE HOYTOYK, cMapT(OH, CpeacTBa
CBsI3U
8 Cneumanuct mo  a”anuzy | [lepcoHanbHbIi KOMITBIOTED,
JAHHBIX Ha yIaJCHHOM | HOYTOYK, cMapT(doH, CpeIcTBa
JIOCTyTIe CBSI3U
9 Pa3paborunk CalTOB Ha | [lepconanbHbIi KOMIIBIOTED,
yIaJE€HHOM J0CTYTIE HOYTOYK, cMapT(OH, CpeacTBa
CBsI3U
10 [Iporpammuct Ha ynaneHHoM | [lepcoHaybHBIN KOMIIBIOTED,
J0CTyTIE HOYyTOYK, cMapT¢oOH, CpeacTBa
CBSI3U

Conepxanue oT4yeTa

[To BeIMomHEHHON paboTe cocTaBisgeTcss oT4eT. OTYET BBIMONHICTCS B AJICKTPOHHOM

Buge. I1o BBITIOJITHCHHOMY OTHUCTY MMPOBOAUTCS 3alliUTa HpaKTquCKOﬁ pa6OTLI.

Otuer mo mnaGopaTopHOW pPabOTe MOKEH COCTOSITh W3 CIENYIOIIMX CTPYKTYPHBIX

JJIEMEHTOB:
- TUTYJIbHBIN JIUCT;
- BBOJ[HAsl 4acTh;

- OCHOBHasl 4YacTh (omucaHue paboThl);

- 3aKJTFOYCHUE (BBIBOJIBI).

BBOJIHaH YaCTb OTYCTA JOJIKHA BKIIIOYATh ITYHKTHI:

- YCJIOBUC 3ala4u,
- HOPAOOK BBITIOJTHCHUA.

CHUCTCMbI 3alllUThl MCPCOHAJIBHBIX

- IpOTrpaMMHO-alllapaTHbIC CPEACTBA, UCITIOJIB3YyCMbIC ITPU BBITIOJTHCHUU pa6OTLI.
3ammTa oT4eTa I10 HpaKTI/ILIeCKOfI pa60Te 3aKJIIOYACTCA B MMIPEABABICHNUN ITPCTIOAaBATCIIIO
IMMOJIYUYCHHBIX PE3YJIbTATOB B BHUIC (baﬁna U JCMOHCTpPALUHU MOJYYCHHBIX HABBIKOB IIPU OTBCTAX

Ha BOIIPOCHI IMPEogaBaTeIs.
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KonTpoJbHbIe BOIPOCHI

1. Undopmanimonnast 6e30nacHOCTh M KHOEpOE301MacHOCTb.
2. CoiicTBa ounppoBaHHON HH(OPMAIIHH.

3. [IpuuuHbl KHOEPHPECTYTIIICHHH.

4. ITpobnembl KubepOe30macHOCTH.

IIpakTnueckoe ansaTue 2. MoaesupoBaHue yrpo3 nepcoHaJIbHOM
Kn0ep0e30nacHoCcTn

Heab padorei: M3yuenue yrpo3 mepcoHaibHOM KHOEpOe30macHOCTH. MoenrpoBaHue
yIpo3 NepcOHANbHOM K1OepOe30macHOCTH

OcHoBBI TEOPUH

MopenupoBaHue yrpo3 nepcoHaabHON KnOep0e30nacHOCTH

OcHoBo¥ ynipaBiieHUss HHPOPMAITMOHHON 0€30MaCHOCTHIO MPEANPUSTHSI SIBIISICTCS aHATIN3
puckoB. DaKTHYECKH PHUCK NpEACTaBiIseT cOo00M MHTErpajbHYIO0 OILIEHKY TOr0, HAaCKOJIBKO
3¢ (EeKTUBHO CYIIECTBYIOIIME CPEJCTBA 3alIUTHlI CIIOCOOHBI MPOTUBOCTOATH MHPOPMAIIMOHHBIM
aTakam.

OOBIYHO BBIJIESIOT JIBE€ OCHOBHBIE TPYMIBI METOAOB pacyéTa PUCKOB 0€30MacHOCTH.
[lepBas rpynmna mo3BOJsieT YCTAHOBUTH YPOBEHb pUCKa MYTEM OIICHKHU CTENEHH COOTBETCTBUS
onpenenéHHOMY Ha0opy TpeboBaHHI TO oOecnedyeHH0 HHPOpMaMOHHOW Oe3omacHocTH. B
Ka4yecTBE UCTOUHUKOB TaKUX TpeOOBaHUI MOTYT BhICTynarth (puc. 3.1):

HopmaTtuBHO-ipaBoOBBIE JIOKYMEHTBI HNpEeanpUATHL, Kacaromuecs BOIIPOCOB
MH(POPMALIMOHHOM 6€30MacHOCTH;
TpeOoBanust  NIEWCTBYIOIIETO  POCCHICKOTO  3aKOHOJATEIBCTBA -  PYKOBOJISIINE

nokyMeHTsl DCTOK (T'ocrexxomuccun), CTP-K, tpeboBanus @Cb PD, 'OCTsl u np.;
Pexomenmanmnu mexayHapoaHbix cranaaptos - [SO 17799, OCTAVE, CoBIT u ap.;
Pexomenpanmm ~ KOMOAHUH-TIPOU3BOAMTENECH  HPOrPaMMHOTO M almapaTHOro
obecrnieuenus - Microsoft, Oracle, Cisco u mp.

HcTousmim Tpebosanmil ANA OLEaHKA YDOEHA
whhbopmauMoHHoR BesonacHocTH AC

-, "'ﬁ__'.‘-" s 1'“_“::..._"

HopsaaHo-NpEn e TpaSohamnsis DOCONRCROng | Paromandousms My ! Pecomr Qi
AOEYMEHTE NPEanEHIaTra JBRCHOOAT e TEE HBpO ALK CTEHaEDTOR | npoesROimenen Mo H
~{Tamemiecd Da30nb cHnc T =P SOT I S0 17000

=P NEI T -1 pofioaauus Ch =BT

=P FCTP-E FHOCTAVE

= RO G = OCTi =85 TI90-2

Puc. 2.1. VUctounnku TpeGoBaHMi HHPOPMAIIMOHHOW 0€30MTaCHOCTH, Ha OCHOBE KOTOPBIX
MOJKET POBOJAUTHCS OIIEHKA PUCKOB

Bropast rpynma MeToJI0B OIIEHKH PHCKOB WH(POPMAITMOHHON 0€30MacHOCTH Oa3upyeTcs
Ha OMNpeJeJIeHUH BEPOSTHOCTH peallu3allid aTakK, a Takke ypoBHeH ux ymepba. B nmanHom
cllydae 3HAu€HUE pHCKa BBIUUCISIETCS OTAEIBHO IS KaXJOM aTaku W B O0IIeM ciydae
MIpeJICTaBIsIeTCs KaK MPOU3BEICHNE BEPOSTHOCTH MPOBEACHUS aTaKi HA BEIMYMHY BO3MOXKHOTO
yiiep6a ot 3TOM araku. 3Ha4YeHHE yiiepda ompeaenseTcss cCOOCTBEHHHKOM WH(POPMAIMOHHOTO
pecypca, a BEpPOSITHOCTh aTaKH BBIYUCISETCS TPYNIOW SKCIEPTOB, MPOBOISIIUX MPOIEAypY
ayauTa.

Metonsl TepBOii W BTOPOM TPyHNbl MOTYT HCHOJIB30BaTh KOJIWYECTBEHHBIE WU
KaueCTBEHHBIC IIKAJIBI JUTsI ONPEICIICHUsT BEJIMUMHBI PUCKa HHPOpPMAIIMOHHOW Oe30macHoCTH. B
MEepBOM CJy4yae PHUCK M BCE €ro MapaMeTpbl BBIPAXKAIOTCS B YHCIOBBIX 3HAYeHMAX. Tak,
HaIpUMep, PH UCITOJIE30BAHUN KOJMYECTBEHHBIX ITKAJ BEPOSTHOCTH MPOBEACHHS aTaKH MOKET
BBIpQXKaThCsl YUCJIOM B HMHTEpBaJIe , a YHIepO aTaku MOXKET 3a7aBaThCsl B BHJE JIEHEKHOTO
SKBHBAJICHTA MATEPHAIBHBIX TIOTEPh, KOTOPHIE MOXKET TIOHECTH OpTaHW3alus B CiIydae
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YCIIELTHOTO MPOBEEHUs aTaku. [Ipy NCnoib30BaHNN Ka4ECTBEHHBIX IIKAJI YHCIOBBIE 3HAYCHMUS
3aMEHAIOTCS Ha SKBHUBAJICHTHbIE UM MOHATHUHHBIE YpOBHU. KakaoMy MOHSATUHHOMY YpPOBHIO B
3TOM ciiyyae OyIeT COOTBETCTBOBATh OIPEACNEHHBI HHTEpBAad KOJUYECTBEHHOM IIKaJIbI
oueHku. KonmuecTBO ypoBHEW MOXKET BapbUpOBAaThCS B 3aBHUCHUMOCTH OT MPHUMEHSEMBIX
METOAMK OLEHKH pucKkoB. B tabmumax 3.1 u 3.2 mpuBeaeHBI NpUMEphl KaueCTBEHHBIX KA
OLIEHKH PUCKOB MH(OPMAIIMOHHOM 0€30MacHOCTH, B KOTOPBIX JJIsi OLEHKU ypOBHEH yiiepba u
BEPOSTHOCTH aTaKU UCIOJIB3YETCS MSITh OHATUMHBIX YPOBHEH.

Ta6nuua 3.1. KauectBeHHas LLKaJia OLLEHKM YPOBHS yliepba

N2
YpoBeHb ylepba OnucaHue

1 Manbii yuiep6 MpUBOAUT K HE3HAUUTEIbHLIM MOTEPSIM MaTepuasibHbIX aKTUBOB, KOTOpPbIE
6bICTPO BOCCTAHAB/IMBAIOTCSA, UJIM K HE3HAYUTEIbHOMY BJIMSIHUIO Ha peENyTaLuio
KOMMaHMM
2 YMepeHHbIN BbI3blBa€ET 3aMETHbIE MOTEPU MaTEPUAIbHbIX aKTUBOB MU K YMEPEHHOMY
yliep6 BJVSIHWUIO Ha penyTaLuio KoMMNaHum

3  Yuwepb cpeaHein  [pUBOAUT K CYLLLECTBEHHbBIM NOTEPSM MaTepUasibHbIX aKTUBOB MK
TXKECTU 3HAYMTENIbHOMY YPOHY penyTaLMmM KOMNaHUn

4  Bbonbluon yulep6b  Bbi3biBaeT 60/iblUMe NOTEPU MaTepUasbHbIX aKTUBOB M HAHOCUT 6OJIbLLION YPOH
penyTauuu KoMnaHum

5 Kputnyeckuii MpUBOAMT K KPUTUYECKMM MOTEPSIM MaTepUasibHbIX aKTUBOB WUJIM K MOJIHOM
ywep6 notepe penyTauun KOMNaHUM Ha PbIHKE, YTO AEeNaeT HEBO3MOXHbBIM
JaNbHenLyo AeSTelbHOCTb OpraHM3aumm

[Ipu ucnosib30BaHUM KaUE€CTBEHHBIX IIKAJ JJI BBIYUCICHHS YPOBHS PUCKA PUMEHSIOTCS
CrierMaabHbIe TaOJIUIIBI, B KOTOPHIX B TIEPBOM CTOJIOIE 3aat0TCs TIOHITHITHBIE YPOBHU yiiepoa,
a B MEPBOI CTPOKE - YPOBHHU BEPOATHOCTH aTaku. S4yeilku ke TaOIuIlbl, pacroyiOKeHHbIE Ha
NepeceyeHny NepBOi CTPOKU U CTOJOLA, COIEPKAT YPOBEHb pUCcKa Oe3omacHoCTH. PasmepHOCTh
TaOJIUIBI 3aBUCUT OT KOJIMYECTBA KOHIENTYalbHBIX YPOBHEH BEPOSATHOCTH aTaku M yiiepoa.
[Tpumep Tabnuibl, HA OCHOBE KOTOPOW MOXHO OMPEIEIUTh YPOBEHb PUCKA, PUBEAEH B TaOJL.
3.3.

Ta6auua 3.2. KayecTBeHHas LiKasla OLEHKM BEPOSTHOCTU MPOBEAEHUS aTaKu

YpoBeHb
N2 BEpPOSATHOCTHU OnucaHue
aTaku
1 OyeHb HKU3Kas ATaKka npakTU4ecKn HUKoraa He byaeT npoBefeHa. YpOBEHb
COOTBETCTBYET YNC/IOBOMY UHTEPBaNy BepoATHocTU [0, 0.25)
2 Huskas BepoaTHOCTL NpoBeAeHUs aTakm AOCTaTOYHO HU3Kas. YPOBEHb

COOTBETCTBYET YNC/IOBOMY UHTEPBaY BeposATHocTH [0.25, 0.5)

3 CpenHsis BepoATHOCTb NpoBeAEHMS aTakn NpUban3UTeNbLHO paBHa 0,5


http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.3
http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.3
http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.2
http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.1
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4 Bbicokas ATaka cKopee Bcero byaet npoBefieHa. YpoBeHb COOTBETCTBYET
4yncaoBOMY MHTEpPBaNy BeposTHocTH (0.5, 0.75]
5 OueHb BbICOKas  ATaKa No4vTu HaBEpHSKa 6yaeT npoBeAeHa. YpOBEHb

COOTBETCTBYET YNCJIOBOMY UHTEPBay BepoATHocTU (0.75, 1]

Ta6nuua 3.3. NMpumMep TabauLbl onpeaesieHNs YpoBHSA pUcka MHGOoOpMaLMOHHOM 6e30nacHOCTH

BeposaTHOCTb
aTaku

Ywep6

Manbii yuiep6

YMepEeHHbIN
yuiep6

Yiep6

Ou4yeHb HU3Kas

Hu3kunt Puck

Hu3kun Puck

Hu3kuin Puck

Huskas

Hu3Kkui pmuck

Hwuskni puck

CpeaHun puck

CpepHss

Hu3kuin puck

CpeaHu pUcK

CpeaHuM pUck

Bbicokas

CpeaHum puck

CpeaHun puck

CpeaHun puck

OuyeHb BbICOKas

CpegHun puck

BbicoKkunit puck

BbiCOKMIM pUCK

cpefHen
TSXKECTU

BonbLion
ywep6

CpeaHun puck CpeaHun puck CpeaHun puck CpeaHui puck  BbICOKMI pUCK

Kputnueckni
yuiep6

CpeaiH1 pUcK BbicOKMI pUCK  BbICOKUIM pUCK  BbICOKUIM pUCK  BbICOKUIN pUCK

[Ipu pacuere 3HaYeHUI BEPOATHOCTH NMPOBEJCHUS aTaKH, a TAaKXKE YPOBHS BO3MOXKHOTO
yiepda MOTYT HCIIOJB30BAThCs CTATHCTUYECKHE METOJNbI, METOIBI IKCIIEPTHBIX OIEHOK WU
AJIEMEHTHI TEOPUH MPUHATHS pemeHui. CTaTUCTHYECKUEe METOJbl MPENoIaraloT aHallu3 yKe
HAKOIUICHHBIX JAaHHBIX O pealbHO CIIyYaBIIMXCS WHIMJCHTAX, CBS3aHHBIX C HAPYIICHUEM
uHpopMaMOHHOW Oe3omacHocTH. Ha OCHOBe pe3yJbTaTOB TAaKOrO aHalIM3a CTPOATCS
MIPEIOIOKEHUST O BEPOSTHOCTH TMPOBEJCHUS aTak W ypOBHAX ymiep6a ot Hux B apyrux AC.
OnHako MpHUMEHEHHE CTAaTHCTUYECKUX METOJ0B HE BCErJa BO3MOXHO M3-3a OTCYTCTBHS B
MOJTHOM 00BEME CTAaTHCTUYECKHUX JNaHHBIX O paHee MPOBENEHHBIX aTakax Ha WH(GOPMAIMOHHBIC
pecypebl AC, aHaJIOTHYHON TOM, KOTOpast BRICTYHAET B KaUeCTBE 0OBEKTa OLCHKH.

[Tpr McnoNb30BaHWU ammapara SKCHEPTHBIX OIEHOK NPOBOIWUTCS aHAIH3 PE3yIbTaTOB
paboThl TpPyMIbl HKCHEPTOB, KOMIIETEHTHBIX B OOJIACTH WH(OPMALMOHHOM O€30MacHOCTH,
KOTOpbIE Ha OCHOBE WMEIOMIETrocss y HHUX OIbITa ONPEACNSIOT KOJHMYECTBEHHBIC WU
Ka4eCTBEHHBIE YPOBHHM PHCKA. DJIIEMEHTHI TEOPHH NPUHATHS PEUICHUH MO3BOJIIOT MPUMEHSTh
JUTsl BBIYHMCIICHUS 3HAYEHHUS PHCKa O€30MacHOCTH 00Jiee CIIOXKHBIE aITOPUTMBI O00pabOTKH
pe3yabTaToOB pabOTHI IPYIIIBI SKCIIEPTOB.

B npomecce aHanm3a prcKOB MHPOPMAIMOHHOW OE30MACHOCTH MOTYT HCIIOJIE30BATHCS
CTEeMAIM3UPOBAaHHBIE MPOTPAMMHBIE KOMIUIEKCHI, MO3BOJISIONIMNE aBTOMAaTH3UPOBATh IMPOLIECC
aHajM3a WCXOIHBIX JaHHBIX M pacuéra 3HAUYeHWH pUCKOB. [IpuMepamMu TaKMX KOMILICKCOB
apisitorest "I'pud" u "Kommop" (xommanum "Digital Security"), Oputanckuii CRAMM
(kommanust Insight Consulting, mnoapasnenenue Siemens ), amepukanckuii RiskWatch
(xommanus RiskWatch ), a taxke "ABanl'apn" (Mucturyta Cuctemaoro Ananmsa PAH).

TpaauIIMOHHO BBLACIISIFOT TPH OCHOBHBIE COCTABIISIONINE 0€30IaCHOCTH UH(POPMAIIUH:
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koHpuaeHuuanbHocTh ( confidentiality ) - coxpaHeHue wuHpOpMalLUu B TaifHe,
HEBO3MOXXHOCTH PACKPBITUS HH(OpMAIiu Oe3 coriacus 3anHTEPECOBAHHBIX CTOPOH;

LIEJIOCTHOCTH ( integrity ) - HEMPOTUBOPEUUBOCTh U MPABUIBHOCTh MH(DOPMAIUH, 3aIUTa
nH(pOpMallMU OT HEaBTOPU30BAaHHOW MoaUpUKaINH;

noctynHocTs  ( availability ) - oOecmeyenune Hamuuuss ~ MHQOpPMAUUM U
paboTOCIIOCOOHOCTH OCHOBHBIX YCIYT JJISl IOJIB30BATEINs B HY>)KHOE /111 HETO BpeMS.

Benyres nuckyccum Ha Temy mnosHoOThl " Tpuaabl CIA " nns onmcanus yrpo3 Ub.
CymecTByeT ajabTepHATHBA 3TOM Kimaccupukammu - T.H. " rekcama [lapkepa " ( Parkerian
Hexad ). [Tomumo BblIIeniepeunciIeHHbIX CBOUCTB, JloH [Tapkep Bbinenser:

noJUIMHHOCTH ( authenticity ) - B MNpPUMEHEHMH K IIOJIb30BATENIO OIpPEAEIsIeT
COOTBETCTBHE YYAaCTHHMKA B3aMMOJCHCTBHS CBOEMY HMEHH; B NPUMEHEHUH K COOOIICHUIO -
JOCTOBEPHOCTDH TOTO, YTO JJAHHBIC OBUIH CO3/IaHBI 3asBJICHHBIM UCTOYHHUKOM.

yIpaBiIgeMOCTh, WIK BlageHue ( possession or control ) - rapaHTHs TOTO, YTO 3aKOHHBIH
BJIAJIENICI] SBISICTCS €IMHCTBEHHBIM JIMIIOM, BO BJIACTH KOTOPOTO M3MEHUTh MHPOPMALHUIO HITH
MOJIYYHUTh K HEH TOCTYI Ha YTEHUE

nosie3HocTh ( utility ) - "mpakTHYHOCTR", yIOOCTBO TOCTYIA; HaXOXIeHUe WH(pOpMaIuu
B Takoi (opme, YTO ee 3aKOHHBIM Biajenell He JOJDKEH I TOJIy4eHHs JOCTyIa TPaTUTh
HEeolpaBJaHHbIX YCUJIMH (TakuX, Kak mpeodpazoBanue popmara, noadop Kitoya mUppoBaHUs U
T.J.)

CymectByeT Taxke kinaccudukamnus SA, ropsdo o00psieMasi U3BECTHBIM KpuUnTorpadom
bprocom IIIHaitepom:

Authentication (ayTeHTHQUKALUSA: KTO ThI?)

Authorization (aBTopHu3anus: 4To T€6€ MOKHO JeNaTh?)

Availability (1O0CTYITHOCTb: MOXHO JIM MOJIYYUTh pabOTaTh C JAHHBIMU?)

Authenticity (mOJUIMHHOCTB: HE TOBPEXK/ICHBI JIU IaHHBIE 37I0YMBIIUIEHHUKOM?)

Admissibility (70mMycTUMOCTB: SIBISIFOTCS JIM JaHHBIE JTOCTOBEPHBIMHU, AKTYaJbHBIMU H
MTOJIC3HBIMU?)

Msl B nanHOM Kypce Oyaem mpuuepkuBatbes monenu yrpo3 STRIDE, sapnsromeiics
KOMITOHEHTOM Hcmonb3yeMoit Microsoft metomonoruu SDL ( Secure Development Lifecycle ).

Spoofing ( mpuTBOPCTBO)

Tampering ( u3MeHEHUE)

Repudiation ( 0oTKa3 OT OTBETCTBEHHOCTH)

Information Disclosure ( yTeuka 1aHHBIX)

Denial of Service ( oTka3 B 00CITyKHUBaHHH)

Elevation of Privilege ( 3axBat npuBuiertii)

JanHas kmaccuuKanust pacmupsieT TPAIUIMOHHBIA TOIXOM K OIEHKE O0e301MacHOCTH
uHpopmanuu (nmokpsite obmactu CIA obGecnieunBatoT kKomrnoHeHTsl Tampering + Information
Disclosure + Denial of Service) u mo3BonsieT pa3pabOTUNKy B3TJISHYTh Ha WH(OPMAITHOHHYIO
CHCTEMY C TO3MLUHU 3JI0yMbINUIEHHUKA. Jlanee Mbl OyaeM paccmMaTpuBaTh NPOAYKTHI H
TEXHOJIOTUH, YIOPSIOYNBAs MX COTJIACHO TOMY, OT KaKOTO THIIA YIpO3bl MO KiacCH(pHUKAUu
STRIDE onu npu3BaHbl 3alIUTUTh HHPOPMALIMOHHBIE PECYPCHI.

Kparkue urorn

B nanHO# nekuuu OBUIM pacCMOTPEHBI MPUHIUIMBI MPUMEHEHUs aHAJIM3a PUCKOB JUIS
yrpaBieHus: WHPOPMAIMOHHON 0e30MacHOCThI0 TMpennpusTHs. IIpoBeneH CpaBHUTENBHBINA
aHaJIM3 TOJXOJOB K PAClO3HABAHMIO YIPO3 C MCIOJIb30BaHHMEM pa3nuuHblx Mmojeneit: CIA,
I'excana I[apkepa, SA, STRIDE.

ITocTaHoBKa 3a1a4M K NPaKTH4YeCKOH padore 2

1. U3yunTh npeasiaraeMplil TEOPETUUECKUI MaTepHUal.

2. CchopmupoBaTh AQHAIUTUYECKUI 0030p MHCTPYMEHTOB NIEPCOHAIILHON
knOepOe30nacHOCTH (PyCCKUX U MHOCTPAHHBIX).

3. CoctaBuTh TabIMILy CPAaBHUTEIHHOTO aHAIN3a U3YUYEHHBIX B 1.1 HHCTPYMEHTOB.
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4. Opopmuth OTUeT MO MpakTU4eckor padote. [IpencTaBUTh OTYET MO MPAKTUUECKOM
paboTe IS 3alTUThI.

BapuaHThl HHAMBUAYAJIbHBIX 32IaHUI

B cooTBeTcTBUM ¢ MOTYYEHHBIM 3aJJaHUEM BBITIOJTHUTH aHAJIU3 M JaTh €r0 OMHMCAHHUE CO
CKPUMHIIOTAMH BBITIOJIHEHHBIX JEHUCTBUU. [lokakuTe Ha CKPUHIIOTaX Pe3yibTaT MPOBEACHHOTO
aHaJIM3a
Ta6mmma 2.1 —BapuaHThl 3a1aHui

No OOBEKT 3aIUTEI O01aCTh 3aILIUTEI
1 CryneHT yHUBEpCUTETA HoytOyx, cmaprdon, cpeacrsa
CBsI3U
2 IT-cienmnanuer Ha ynaneHHoM | IlepconanbHbI KOMIIBIOTED,
JOCTyTIE HOYTOYK, cMapToOH, CcpeacTBa
CBSI3U
3 Mogepatop [IepconanbHbIM KOMIIBIOTED,
MH(OPMaLIMOHHOTO pecypca HOYTOYK, cMapT(OH, CpeacTBa
CBsI3U
4 Cruu-paiitep HoytOyk, cmaptdoH, cpenctBa
CBsI3U
5 brorep HoytOyk, cmaptdoH, cpenctBa
CBsI3U
6 [xonbHUK HoytOyk, cmaptdoH, cpencta
CBsI3U
7 Menemxep cpeanero 3BeHa Ha | [lepcoHanbHbIM KOMIIBIOTED,
yIaJEHHOM J0CTYIIE HOYTOYK, cMapT(OH, CpeacTBa
CBsI3U
8 Cneumanuct mo  a”anuzy | [lepcoHanbHbIi KOMITBIOTED,
JAHHBIX Ha yIaJCHHOM | HOYTOYK, cMapT(doH, CpeIcTBa
JIOCTyTIe CBSI3U
9 Pa3paborunk CalTOB Ha | [lepconanbHbIi KOMIIBIOTED,
yIaJE€HHOM J0CTYTIE HOYTOYK, cMapT(OH, CpeacTBa
CBsI3U
10 [Iporpammuct Ha ynaneHHoM | [lepcoHaybHBIN KOMIIBIOTED,
J0CTyTIE HOYyTOYK, cMapT¢oOH, CpeacTBa
CBSI3U

Conepxanue oT4yeTa

[To BbImosmHeHHOW paboTe cocTaBigercs OoTyeT. OTYET BBIMOJHAETCS B 3JIEKTPOHHOM
Bujie. I1o BeIMONIHEHHOMY OTYETY MPOBOAUTCS 3alllUTa MPAKTUYECKON pabOTHI.

Otuer mo mnaGopaTopHOW pPabOTe MOKEH COCTOSITh W3 CIENYIOIIMX CTPYKTYPHBIX
AJIEMEHTOB:

- TUTYJIbHBIN JIUCT;

- BBOJIHAs 4aCTh;

- OCHOBHasl 4YacTh (omucaHue paboThl);

- 3aKJIF0OYCHUE (BBIBOJIBI).

BBoaHas yacTh oT4eTa JOJKHA BKIIOYATh MYHKTHI:

- YCIIOBHE 33]1a4H;

- TIOPSIIOK BBITIOJTHEHHUS.

- IPOrpaMMHO-aIapaTHbIE CPEICTBA, UCIOIb3yEMbIE ITPU BHIMOJIHEHUH PaOOTHI.

3amuTa oT4YeTa 1o MPaKTUYECKOi paboTe 3aKiI04aeTcs B MPeIbsBICHUH MPENo/1aBaTeio
MOJIYYEHHBIX PE3yJIbTAaTOB B BUAE (hailia M JEMOHCTpAIMK MOJYYCHHBIX HaBBIKOB IMPU OTBETAX
Ha BOIPOCHI MPEINo/iaBaTesl.
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KonTpoJbHbIe BOIPOCHI

1. AHanmM3 pUCKOB KaK OCHOBA YIIPABIICHHS TEPCOHATLHON KNOEepOe30IacHOCThIO

2. Mognens yrpo3 STRIDE.

3. IHCTpyMEeHTHI aHalIN3a U KOHTPOJIST HHPOPMAITMOHHBIX PUCKOB.

4. CpaBHMTENbHBIM aHaIM3 MOJIXOAOB K pPACIHO3HABAHUIO YIPO3 C HCIOJIb30BaHUEM
pasmuunbix mogeneii: CIA, STRIDE.

IIpakTH4eckoe 3ansATHE 3. JKOHOMHUYECKAs IPPEKTHUBHOCTD CPEACTB o0ecneyeHust
NMepPCOHAJbHOM KN0ep0e30nacHOCTH

Henbs paGotel: W3yunTh M OPUMEHUTh HA TMPAKTHKE aJrOPUTMBI JIOTUYECKOTO
MIPOrpaMMHUpPOBaHUA. BBIOTHUTH pa3paboTKy NMporpamm, UCIUIb3YIOMIUX PEKYPCHIO.

OcHoBBI TEOpUH

IKOHOMHYECKasA IPPEKTUBHOCTD CPEICTB 00ecneYyeHUs! ePCOHAIBHOM
KnOep6e30nacHoCTH

BaxxnocTs s5kOHOMHYECKOT0 000CHOBaHUS nHBeCTHINI B Vb nmoguepkuBan B.MaMbikuH,
IUpEKTOp 1o MHpOpMaMOHHOIN Oe3omacHOCTH kaOuHera mpesuneHTa Microsoft B Poccun u
CHI', B cBoux BhICTyIUIeHUSIX Ha KoHGepeHuusx Security @ Interop '2008 u IT-Summit'2008
[7.48]. CornacHo [7.49], 60onbmIMHCTBO 3apyOekHbIX KommaHuil (84%) ucnonszytor ROI u
Jpyrue MHCTPYMEHTHI NIl olleHKH uHBecTHiMid B Wb, koTopele cocraBisioT B cpeaneMm 5%
Bcero UT-0rmxera. B Poccun va Ub uger 0,5% UT Orompxkera, T.e. B 10 pa3 menbiie. Takyro
cuTyanrio B.MampIkuH HanpsiMyro CBSA3BIBA€T C TEM, YTO B HAIEH CTpaHE MOKA HE MOJy4HJIa
IIMPOKOTO PACHPOCTPAHEHUSI MpPAKTUKA OLEHKU 3((eKTUBHOCTH cpeacTB obecneueHus UMb c
YKOHOMHYECKHUX TTO3HITHH.

Pacuer ¢unaHcoBo-3KOHOMHUUECKUX Mokazaresneil C3U1 mo3BoJseT pemuTh Cleayonue
3amauu [7.47]:

O6ocHOBaHME BHEAPEHUSI CHCTEMBI 10 oOecneueHHI0 WHPOPMAIMOHHON 0e30MacHOCTH
Ha MPEANPUATHN C IKOHOMHUYECKON TOUKU 3pEHMUS;

OneHka SKOHOMHYECKOM 3((EKTUBHOCTH BHEJAPEHUS WM 3aMEHBl  CHUCTEMBI
6e3omacHoCcTH HH(GOPMALUY;

[Iporuo3upoBaHue pacxoloB MO CO3JaHHI0/ (PYHKIMOHHpOBaHUIO/ MojaepHu3auuu C3U1U
(3amava yrpaBieHUs: OI0KETOM);

CpaBHEHHE 10 HPKOHOMHUYECKMM KPUTEPHSIM HECKOJIBKMX BapuaHToB co3fanus C3U,
MOCTPOCHHBIX Ha Pa3jIMYHBIX apXUTEKTypax (CHUCTeMax U KOMIIOHEHTaX), C LeJbl0 BbIOOpa
ONTUMAJILHOTO BapuaHTa pealn3aluu npoekTa (3aaa4ya Beioopa UT-cTpaterun).

KauectBo mHpOpMaIrim, HEOOXOIUMOM [JIsi MPUHATHS PEHICHUS O IEJIeCO00pa3HOCTH
MHBECTUIUH, B MEPBYIO ouepeb, OyAeT 3aBHCETh OT MCXOJHBIX JaHHBIX, HA OCHOBE KOTOPBIX
MIPOU3BOMIINCH BHIYUCIICHUS. Y A3BUMBIM MECTOM B JIFO0OW METOJIMKE pacueTa sIBJIsIeTCS UMEHHO
cOop u 06paboTKa MEPBUYHBIX JAHHBIX, UX KaUY€CTBO U JIOCTOBEPHOCTh. OJHUM U3 OCHOBHBIX
BOIIPOCOB sIBNIsIeTCS oOIlleHKa 3arpaT Ha Wb. Bpibop HeoOXomuMoW CTEneHW 3aIluThl JOKEH
YUUTBIBATh DSl KPUTEPUEB: YPOBEHb CEKPETHOCTH HH(POpMAlUU; €€ CTOMMOCTH;, BpeMs, B
TEUEHHUE KOTOPOTO OHA JOJDKHA OCTaBaThCs B TaitHe W T.1. M3BectHwiil kpunrtorpad bproc
[uaiiep (Bruce Schneier) B pabore [7.26] moguepkuBaeT, 4To TepMHUH "0E30MacHOCTD" JIHUIIIECH
cMmbicia 0Oe3 CBeEeHUl O TOM, OT KOrO M Ha Kakoi CpoK 3amuiieHa uHpopMmaius. ITo
YTBEp)KJCHUE NMPUMEHUMO KaK K CUCTeMaM obOecriedyeHusi 0e30MacHOCTH B IIEJIOM, TaK M K HX
Ba)KHEHIIIEMY KOMIIOHEHTY - CpPEACTBAM KpUIITOrpagruecKoi 3aiuThl HHPOPMAIIH.

CpenctBa kpunrorpadudeckoii 3ammrtbl uHpopManuu (CK3U) mpencraBisiorT coboit
CPEICTBA BBIYUCIUTEIBLHON TEXHUKH, OCYIIECTBIISIIOIINE KpUnTorpaduieckoe npeodpazoBaHue
uHpopMaluu i odecrieueHus ee 6ezomacHoct. Pocc Annepcon (Ross J Anderson), Bemyrmmii
JKCTEePT B 001acTH WH(OOPMAITMOHHON 0€30MMacHOCTH, B CBOCH cTaThe [7.3] MPUXOIUT K BHIBOAY,
YTO NPHU OLEHKE YPOBHS 3ALIUIIEHHOCTH CHELUAIUCT JOJDKEH NPUHMMATh BO BHHMAaHUE HE
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TOJIBKO TEXHUYECKUE XAPAKTEPUCTUKUKPUIITOCUCTEMBI, MOJIy4YacMble IIyTEM KpUIITOAHAIN3a U
aHaJIM3a HH(OPMALIMOHHBIX TIOTOKOB, HO UCIIOJIb30BATh TAKKE M SKOHOMHUYECKHUE HHCTPYMEHTHI.

PaccmoTpuM BO3MOXKHOCTH Pa3paboTKu MeToauku aHanusza s¢dextuBHocTH CK3U c
y4eTOM TOro, KakuM yrpo3aMm 3amuiiaemas vuH@opmanus OyaeT MOJABEpPrarbCsi CO CTOPOHBI
3JI0YMBIIIJIEHHUKOB.

Jlns penieHust mocTaBleHHON 3a/1a4l HEOOXO0IUMO:

dopmanu3oBaTh nporecc oueHKH 3G HeKTUBHOCTH KpUIITOrpauuecKoil 3aluTh;

pa3zpaboTaThb MaTeMaTHUYECKyI0 MOJelb Yyrpo3 0e30MmacHOCTH WHGOPMAIMOHHBIX
PeCypcoB, 3aLIUIEHHBIX C UCIIOIb30BaHUEM KPUIITOrPahUIECKUX CPE/ICTB;

o0ecneuynTh KpUIITOAHATUTHKA HAOOPOM HHCTPYMEHTAJIBHBIX CPEICTB, MO3BOJISIOIINX
OLIEHUTb CTOMKOCTh KPUNTOrpaUuecKuX CPEJCTB MO OTHOUICHHIO K HMJICHTU(UIIUPOBAHHBIM
yrposawm;

IIPOBECTU aHAIN3 CYLIECTBYIOMHUX MeTO 0B olleHKH CK3U ¢ skoHOMHUECKHX MO3UIUI U
BbIOpaTh (PMHAHCOBO-PKOHOMUYECKHE MOKA3aTeNH, MOAXOMAIINE IJII SKOHOMHUYECKON OIIEHKHU
nnBectumii B CK3U.

[ToctaBneHHble LIENM COTNACYIOTCS C 3a/adyaMH, BOUIEALIMMH B IEpeYeHb OCHOBHBIX
HarpaBJIeHUI U NPUOPUTETHBIX MPoOIeM HayYHBIX MCCIEIOBaHUN B 00JaCTH UH(OPMAIIMOHHON
6esomacHoctu  Poccuiickoit  ®denepaunu, KOTOpbeld  ObIT  pa3paboTaH  cekuued 1o
uHpopMannoHHoi Oe3omacHocT HayuHoro coera mpu CoBere beszomacnoctu Poccuiickoit
®denepanyy Mpu AKTUBHOM Y4aCTUHU BEAYLIMX YUEHBIX U CIELUAIUCTOB HAYUHBIX YUPEKICHUHN U
opranuzaimii PAH, By30B, QenepaibHbIX OpraHOB HCIHOJIHUTEIBHOW BIIACTH, pabOTAIOUIMX B
pPa3IUYHBIX OOJIACTSAX, CBS3AHHBIX C OOCECICUYCHHEM HAI[MOHAIBHOW Oe3omacHocTH (cM. [7.44],
. 46, 47 u 56).

[Tpouecc ouenku 3¢ (HeKTUBHOCTH KPUNTOTpaduiecKOn 3alUThI

AHanu3 CyniecTBYIOIUX MOAXO0/I0B

[Ipu omenkxe >ddextuBHocT CK3M  BaxkHeHmIMM  KpUTEpUEeM  CUMTAETCS
KPUITOCTOMKOCTh, T.€. CIOCOOHOCTH MPOTUBOCTOSITH aTakaM KpunroaHanutuka [7.40]. Taxoi
MOJIXOJ HE YUMTHIBACT JIPYTHX Ba)KHBIX TPEOOBAHUN K KPUIITOCHCTEMAM, a UMEHHO (cM. [7.46]):

MHUHHMMAaJIbHBIH 00EM HCIOIB3yEeMOH KITF0UeBON MH(OpMaIuH;

MUHHUMaJIbHAs CI0XHOCTh peau3aluu (B KOJINYECTBE MAIIMHHBIX ONEpalnii);

CTOUMOCTb;

BBICOKOE OBICTPOJICHCTBHE.

Kpowme toro, ucnonszoBanne CK3M, obecrneunBaronmx yCTOHYUBOCTh K B3JIOMY HHXKE
HeKoTOpor "(oHOBOU" BEPOATHOCTH, SIBIACTCS JKOHOMHYECKH HEOmpaBAaHHBIM [7.35].
Hanpumep, eciu BEpOsSTHOCTh BBIXOJa KOMIAHWU W3 Ou3Heca paBHa 230 (MeHee 4yeM OJUH M3
MUJJIMOHA), TO €CTh JIM CMBICH JUIS 3aIIUTHl UH(OpPMAaIMU, KOTOpas MOKET HAHECTH KOMIIaHUU
yuep0O, COMOCTaBUMBINA C KPU3UCOM pBIHKA, UCIOJIb30BaTh aJTOPUTM, BEPOSTHOCTh BCKPBITUS
KOTOPOTO 3a mpuemieMoe Bpems coctapiisieT 21007

B cratbe B.I1.MBanoBa [7.38] 3¢ dexkTuBHOCTE KpUNTOrpadUuecKux CpPeACTB 3allUThI
npeJiaraeTcsl OIEHMBAaTh C UCIOJIb30BAaHMEM MaTEeMaTHYECKOTo ammapara TeOpUHu MacCOBOTO
OOCITy’)KMBaHMsI M TEOpPHUM KaTacTpod Ha OCHOBE BEpPOSATHOCTHO-BPEMEHHOH TIpYIIIbI
MoKa3aTesei, B 4uciie KOTOPbIX:

cpeaHee BpeMs 6e3011acHOTO (YHKIMOHUPOBAHUS 3alIMIIAEMON CHCTEMBI;

BpeMsi 0€30MacHOT0 (PYHKITMOHUPOBAHUS 3aIIUIIAEMOI cucTeMbl ¢ BeposiTHOcThI0 HCJI
HE BBILIE 33aHHOM;

sKoHOMMYEcKas 3((HEKTUBHOCTh CO3/IaHHOM CHCTEMBI 3aIUThI HH(OPMALIUK.

Br16op mokazateneil 3¢(eKTUBHOCTH MpEACTaBIIeT UHTEPEC, OJHAKO METOJUKA HMEeT
PSA KPUTUYECKUX HEJOCTATKOB, KOTOPbIE JIETAl0T HEBO3MOXKHBIM €€ MPUMEHEHUE Ha MPAKTHKE
g oueHku coBpeMeHHbIX CK3M. B nepByro odepeab 3T0 rpaHUIbl IPUMEHUMOCTH: METOIUKA
MOAXOMUT TOJNBKO JUIsI OLEHKHM KPUOTOCUCTEM, MPUHAIISKAIMX [0 KiIaccuuKanuu
K.Bpaccapa (Gilles Brassard) [7.6] k kiaccy KpUOTOCHCTEM OIPaHMUYEHHOTO HCIIOJIB30BaHMS,
CTOMKOCTh KOTOPBIX OCHOBBIBAE€TCS HAa COXPAHEHHWU B CEKpeTe aJrOPUTMOB 3allu(pOBaHUSA U
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pacummdpoBanusa. OaHako, coriacHo (yHnameHTanbHOMY nomymeHuio Kupxrodda (Auguste
Kerckhoffs) [7.14], cTOWKOCTh KPUNTOCHCTEMBI JOHKHA OCHOBBIBATHCS HE HA CEKPETHOCTH
JITOPUTMOB 3alM(pOBaHUS U paclIUppoBaHMs, a Ha CEKPETHOCTH HEKOTOPOro 3HAYEHUs,
KOTOpOE Ha3bIBaeTcs ee KiIo4oM. Bce coBpeMeHHbIe KPHUNTOCUCTEMBI MOCTPOEHBI MO ITOMY
IIPUHLINITY, U UCCIIEIOBAaHUS MX HA/JEKHOCTU BCEr/a JOJLKHBI IPOBOJUTHCS B IPEAIONOKEHUH,
YTO MOTEHUUATbHOMY TPOTHBHUKY O KpPUIITOCUCTEME H3BECTHO BCE, 3a HCKIIOYCHHEM
UCIOJIb3YEMOTO KIIFOUA.

Eme ogauM HEmOCTaTKOM METOJIMKH, OMUCAaHHOUM B padote [7.38], sBiseTcs TO, YTO OHA
HE YUYUTHIBACT 3aBUCHUMOCTU 3(P(PEeKTUBHOCTH KPUNTOCHCTEMBI OT YCJIOBHUN €€ HCIHOJIb30BAHUS.
OueBuHO, YPPEKTUBHOCTh OJTHOM M TOW K€ KPHUITOCHCTEMBbI B PA3HBIX KOHTEKCTaX MOXKET
CYLIECTBEHHO OTJIMYAThCS, T.K. cpela (QPyHKIMOHUPOBAHMS CHUCTEMBl  HaKJIaJbIBACT
oTpe/ieJIeHHbIE OTPAaHUYEHUS Ha BO3MOXHbBIE CIIEHApUU aTaK.

CymiecTByl0OT ~ METOAMKH,  IO3BOJSIOUIME  IMOCTPOMTH  MOJAEIM  YIpo3 |
yS3BUMOCTEHHMH(QOPMAIIMOHHBIX CHCTEM M Ha OCHOBE aHallu3a pPHUCKOB  MOJYYUTh
KOJINYECTBEHHYIO OILIEHKY COOTHOUICHHUSI MOTEPh OT Yyrpo3 0e30MacHOCTH U 3aTpar Ha CO3JaHue
CUCTEMBI 3aUTHI (CM., Hampumep, [7.39]):

meto CRAMM, pa3zpaGoTaHHBIN AT€HTCTBOM 110 KOMIIBIOTEpAM M TEIEKOMMYHHUKAIHSIM
BenukobpuTtanuu no 3aganuio bpuranckoro npasurenscTsa [7.9];

CeMeWCTBO mporpaMMHbIX THpoaykToBRiskWatch oT opHOMMeHHON aMepuKaHCKOM
KoMmIanuu [7.23];

KOMIUICKCHasi CHUCTeMa aHalu3a M YIpPaBJICHUS PUCKAMUUH(POPMALMOHHOW CHUCTEMBI
I'PU®, co3nannas oreuecTBeHHOM Kommanuen Digital Security [7.10].

OTH MHCTPYMEHTAJbHBIE CPEICTBA IOJE3HBI CIEUUAINCTY IPU NPOBEACHUU ayJuTa
cucteM obecriedyeHus] 0e30MacCHOCTH MPEANpPHUATHS, OAHAKO OHU HE YUHMTHIBAIOT CHEUPUKU
CK3MU u, kak mokazaHo B [7.34], He MOAXOMAAT ISl PELICHHUS MOCTAaBIEHHOW B JaHHOU paboTe
3aJlauH.

Hakonen, cymecTByloT MeToJAbl  (OPMAIBHOIO  aHAIM3a  KPHUITONPOTOKOJIOB.
Kpuntorpadpuueckuit mnporokon [7.24] periaMeHTUpYET TOCIEeI0BaTEIbHOCTh JIEUCTBUM,
BBITOJIHSAEMBIX JIByMs M ©0Jiee CTOPOHAMH IS peleHHs] KaKoi-1100 3a/1a4M ¢ UCIOIb30BAHUEM
KpunTorpaguyeckux mpeodpa3oBaHuil U anropuTMOB. MOXKHO BBIIEIUTH TPU OCHOBHBIX KJlacca
METOJIOB aHAJIN3a KPUITOIIPOTOKOJIOB!

JlenykTuBHbIE METOJAbl, OCHOBAaHHbIE Ha ABTOMATUYECKOM JI0KA3aTEIbCTBE TEOPEM,
CBSI3aHHBIX CO CBOMCTBAaMU MCCIIEAYEMOI0 KpUIITONPOTOKoNa [7.5];

MeTtoapl aHan3a COCTOSHUM, MOIENUPYIOIIUE KPUIITOMPOTOKON B BHJIE KOHEYHOTO
aBromara [7.4];

MeTopl CTaTUYECKOTO aHaIKu3a, 0ObEKTOM HMCCIIEI0BaHUS B KOTOPBIX SBJISIOTCS MOTOKH
JAHHBIX U ynpasiaeHus [7.7].

[lepeuncnennbple TOAXOAbl UMEIOT CYIIECTBEHHBII HEAOCTAaTOK: BCE OHHM MOCTPOEHBI Ha
MIPEIOI0KEHUH, YTO UCIIOIb3yEeMbIe B IPOTOKOJIE KpUNITOrpadudeckre MPUMUTUBBI U/ICaTbHBI.
PaccmaTtpuBaeTcs TONBKO KOHIIETITyallbHAsi CXE€Ma IIPOTOKOJA, OT KOHKPETHBIX METOJOB
M (POBaHUS U UX MOJIBEP’KEHHOCTH aTaKaM3JIOYMBIIIUIEHHUKA PUHATO a0CTparupoBaThCs.

Mogpens nporiecca otienku 3¢ dextuBHocTr CK3U

Haubonee »(QexTuBHBIM NpH BBHIOOPE M OLEHKE KPUNTOTPapUUECKOW CUCTEMBI
CUMTAETCSI WCTOJIB30BaHUE JKCHEPTHHIX OleHOK [7.46]. Ilpu omenke sddextuBHOocTH CK3U
HEOOXOIMMO TPUHMMATh BO BHHMMAaHHE B3aUMOCBA3b (DAKTOPOB, ONPEACISAIONIUX €€
MOJIBEPKEHHOCTh aTaKe OINpeAENIEHHOro0 THUMa. YIPOIIEHHOEe Trpaduueckoe MpeacTaBiIcHHe
MOJICJIN CLIEHapusl aTaku H300paxeHo Ha puc. 7.1. Bo mzbexanne M30BITOYHOCTH W3 MOJEITH
HCKJIIOYEH JJIEMEHT "3amuuiaeMble pecypchbl’, KOTOPBIM 3aJaeTCsi HESBHO - YE€pe3 DIJIEMEHT
"3noymbllIeHHUK"  (XapakTrep 3amnM(poBaHHON HH(POPMALUMU  OINpENeNseT BO3MOXKHBIX
37I0YMBIIIJIEHHUKOB, KOTOPbIE€ MOTYT OCYIIECTBIIATH IOIMBITKH B3JIOMa B IIENIAX HapyLICHUS
KOH(HICHIIMATBHOCTH, LIEIOCTHOCTH MJTH TOCTYTTHOCTH).
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AN Oy MBI N 2 HHKE

MCNONB3YET
ATaka

YTobkl BINO MATE

v

KpunToocKMCTEMa

Puc. 7.1. Monens cuieHapus B3I0Ma

Ha ocHoBanuu npenioxKeHHOW MOJENU CIEHapusi aTakd IOCTPOEHAa MOJENb YIrpo3
Oe3omacHocTH MH()OPMAIIMOHHBIX pecypcoB U3 Tpex snemeHToB [7.30] - ABC-monens ("A" ot
anri. Attack - ataka, "B" ot anri. code-Breaker - B3nommuk mudpa, "C" ot anri. Cryptosystem
- Kpuntocuctema ). Marematnueckoe onucanue ABC -Mozmenu naHO 1O3XKe, 34E€Ch MBI
paccMOTpUM TpOIeCC 3KCHEPTHOW OLEeHKU S(HPEKTUBHOCTH KpUNTOrpapUUecKod 3aliuThl
(rpacduyeckas Mozenb mpoliecca n300paxeHa Ha puc. 7.2).

Ienpro sranos 1-3 saBisgercs noctpoenne ABC -monenu. IlepBbiil sTan - onpeneneHue
00BEKTa MCCIIEOBaHUS. 3]I€Ch ONUCHIBAIOTCS KOHKPETHBIE XapaKTEPUCTHKU KPUITOCHCTEMBI.
Ha BTOpoM sTame 3aaaroTcsi mapameTphbl, ONpPENENsIONIMe THM MOTEHUHAIbHBIX B3JIOMIIMKOB
Kkpunrocuctembl. Kak OyzaeT mokazaHo B cCJeIylOIIEeM pasfene, NMpH HAIWYMHM (POpMabHBIX
MIPEJICTAaBICHUNA HCCIIEyeMON KPUIITOCUCTEMbl M MOTEHUHUAIbHBIX 3JI0YMBIIIJIEHHUKOB MBI
MOXKEM IEPEUTH K TPETbEMYy OTaly, T.€. ONPEAEIHUTH THUIIBI aTaK, KOTOPBIM IOJBEpPKEHA
KPUINITOCUCTEMA, a TAKXKE CBSI3aHHBIN C HUMH PHUCK.

UYeTBepThlil 3Tanm npejacTaBiseT coO0i aHaau3 yCTOWYMBOCTHMKPUITOCHCTEMBI K aTakam,
OTIpe/ieNICHHBIM Ha TPEeTheM 3Tare. [ mpoBeeHusl KpUIToaHaIn3a CHelaaIucTa HeooX0 1Mo
obecrieuynTh HAOOPOM HHCTPYMEHTAIBHBIX CPEJICTB, HCCIEIOBaHUE M Pa3pabOTKE KOTOPBIX
OyJzeT paccMoTpeHa aaiee.

Hakonen, maTelil 3Tan npeanosaracT MCIOJIb30BAHME PA3IMYHBIX MOAXOJI0B K OIICHKE
skoHOMUYeCcKo# dpdextuBHOCTH MHBecTUlMA B CK3M Ha OCHOBaHMU JTaHHBIX, MTOJYYECHHBIX HA
stanax 1-4.

D AE HTU M KA LLR
KPMITOCUE TEME)

v OnpeAgneHme

[] NOTEHLA AN Holx
B3 NOMLUIMKDE

W | ONpenencHIe MHOHKECTES
B T, KOTODbI M MIKET

I:] NOAEEpraT A

KpWMTOCHCTEME

l: :I OLIEHKS YCTORYME OCTH
CMCTENBI K 3TMR ATAKAM

¥ |onpenenenve moteeToremA

D HOMMTTOCMCTEME!
NOTPEGHOCTAM DpraHM3aLpmI

Puc. 7.2. TIpouecc onieHkn 3 HEKTUBHOCTH KPUITOTPAPHUECKON 3aITHTHI
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MonenupoBaHue yrpo3 6€30MacHOCTH HHPOPMALIMOHHBIX PECYPCOB

3amaua coctout B paszpaborke ABC -moxenu yrpo3 6e30macHOCTH MH(POPMAIMOHHBIX
pecypcoB, 3alMIICHHBIX C HCMOJb30BAHUEM KPHUMNTOTpaUUECKHUX CpEeACTB, KOTOpas JactT
BO3MOXHOCTh  ()OpMAIM30BaTh  B3aUMOCBSI3b  MEXKAY IapaMeTpaMd  KPUITOCHCTEMBI,
MOTECHIUATBHBIX 3JI0YMBIIINIEHHUKOB W BO3MOXKHBIX aTak. [l pemieHus: mocTaBIeHHON 3a/1aun
HEO00XO0IUMO:

Pa3paboraTe MHOTOKpHUTEpHANIbHBIE KIACCU(DUKAIMOHHBIE CXEMBbI, MO3BOJSIONINE
UACHTU(DULINPOBATD:

KPHUIITOCUCTEMY - C YY4ETOM OCOOCHHOCTEH ee pean3aluu;

MOTCHIIMAIBHOTO B3JIOMIIHKA - C YYETOM €ro MOTHBAIlUH, BO3MOXHOCTEH U
KBaJIM(DUKAIIIH;
KPUNTOAHATUTHYCCKYI0 aTaKy - C Y4eTOM MPUMEHHMOCTH K  Pa3IUYHBIM

KPUITOCUCTEMAaM U HEOOXOUMBIX JJIsl €€ OCYIIECTBIICHUS PECYPCOB.

Ha ocHoBe pa3paboTaHHBIX KiIacCH(PHUKAUP CO3/laTh MapaMeTpUuecKue MOJAETU
KPUIITOCUCTEM, aTaK U 3JI0YMBIIIJIEHHUKOB;

YCTaHOBUTh 3aBHUCHUMOCTh BO3MOXKHBIX —CLEHapueB B3JOMa OT XapaKTEPUCTHK
3JI0YMBIIIJICHHUKOB M OT 0COOCHHOCTEH peanu3aliy UCCIIeAyEeMON KPUIITOCUCTEMBI.

AHaM3 CyIIeCTBYIONUX TIOIX0/I0B

Jns uaeHTU(UKAUMK UCCIeAyeMON KpPUNTOCHCTEMBl HY)KHO BBIJICIUTh HAboOp ee
KIIFOYEBBIX CBOMCTB. M3BeCTHBI KIacCU(pUKAUU KPUIITOCUCTEM, B YHCIE KOTOPBIX -
KJaccu(UKaIMOHHAs CXeMa, MpeJUIoKeHHas MIBeHIapcKUM MaTeMaTHKOM M Kpumrorpadom
Y .Maypepom (Ueli Maurer) [7.21] u ocHOBaHHasi Ha TOM, YTOOBI pa3IudaTh KPUIITOCUCTEMBI 110
KOJIMUECTBY KIIIOUEH, yrnoMmsHyTas Beile cxema JX.bpaccapa [7.6], B KOTOpOil KpUIITOCUCTEMBI
pa3ianyarTcs B 3aBUCUMOCTH OT COXPAaHEHHUsS B CeKpeTe MexaHu3Ma mudpoBanus. Hu ogna us3
TUX KilaccupuKanuii cama mo cebe HE MO3BOJIUT HAECHTH(PUIHUPOBATHKPUIITOCUCTEMY -
HeoOXouMa MHOTOKpUTepuanbHas kiaccupukanuss. C 3ToM TOYKM 3peHHs MpPe/ICTaBiIsIeT
untepec pabora K.Uepeszoma [7.43], B KOTOpo#l mpeuiaraiorcss 06001aromume KpUTepuu s
CpaBHEHMS NMPOAYKTOB Ha poccuiickoM peiHke CK3U:

®upMa-nponu3BOAUTEND;

Tun peanusanuu;

Hanuue peiictBytonux ceptuduxatoB coorBeTcTBUss @Ch Poccun u Kiaccel 3aiuThl;

PeanuzoBanHble Kpunrorpapuiyeckue aaropuTMbl;

[TonnepxnBaeMble ONEPALOHHBIE CUCTEMBI;

[IpenocraBinsieMblil mporpaMMHBIN HHTEPQEIIC;

Hanuune peanuzanun nporokona SSL / TLS ;

[Tonnep>kuBaemMble THUIBI KJIIOUEBBIX HOCUTEIICH;

WHTerpupoBaHHOCTH C MPOAYKTAMH U pelIeHUusIMU KoMnanuu Microsoft ;

Hanmuuue nuctpulyTHBa NpoaykTa B CBOOOJHOM [JOCTyIEe Ha calTe HPOU3BOIUTEINS,
JTUIIEPCKOM CETU paclpOCTPAHEHUS U CEPBHUCA MOIIEPIKKH.

Henocratkom mnpuBeneHHOW KiaccuuKamuu A IMOCTPOCHHS MapaMeTpUYecKOil
MOJIEJIN KPUIITOCUCTEMBI SIBJISIETCS TO, UTO JIJIsl PEIICHUs TIOCTaBICHHOM B Hallel paboTe 3a1a4u
BaKHbl He '"moTpeburtenbckue" u "TexHuueckue" xapakrepuctukun CK3U, a ux cBoiicTBa,
OTIpEAEIAIONINE TOABEPKEHHOCTh TEM WJIM UHBIM aTaKaM.

Tunsl B3JOMIIMKOB, OT KOTOPBIX KPUITOCHCTEMA JOJDKHA OOeCmeduTh 3alluTy,
OIpENEeNIAIOT Pa3syMHBI ypoBeHb Oe3omacHOCTH. YTOOBI MOHATh, KAaKUM aTakam OyJleT
MOJIBEpraTbCs CHCTEMa, HEOOXOJUMO BBIIEIUTH HauOojiee BEPOSITHBIX  B3JOMIIUKOB.
Knaccudpukanuu JIx.I'oBapna (John D Howard) [7.13] u b.Illnaiiepa [7.25], B KOTOpBIX
3JIOYMBIIUIEHHUKH Pa3HyaloTCs B 3aBUCUMOCTU OT MX JBIXKYIIMX MOTHBOB, MOJIXOIST JUIS
BBICOKOYPOBHEBOTO aHAJIN3a KOHTEKCTA UCIIOJIb30BAHUS KPUIITOCUCTEMBI, OJHAKO HE MTO3BOJISIFOT
YCTaHOBUTH 3aBUCHMOCTb BO3MOYKHBIX CIICHApHEB aTaK OT XapaKTEPUCTUK 3JI0YMbIIIIEHHUKOB.

CymectByeT 0oJbIIOe KOJIMYECTBO KiIAacCUPHUKAIMA M TakcoHOoMHuiaTtak. HemocraTtkom
CXeM, OnmucaHHbIX B [7.15, 7.17, 7.22, 7.28], sSBAsieTCs TO, YTO OHU pa3pabOTaHBI JIsl OMUCAHUS
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aTak Ha KOMITbIOTEPHbIE CHCTEMBbI, a OOBEKTOM HAIero UCCIEeIOBaHMS SBJIAETCS Oojee y3KHi
KJIacC aTak - KpunToaHanutuyeckue araku. Knaccudukanus Kupxrodda [7.14] no nocrymy K
OTKPBITOMY U 3alIM(PPOBAHHOMY TEKCTY C MOSBJICHUEM aTak Mo MOOOYHBIM KaHanam [7.37] yxe
HE MOXXET CUMTAThCs IOJIHOM; KpOMe TOro, OHa HE TO3BOJSET YUWUTHIBaTh TaKUE€ Ba)KHbIE
(bakTopbl, Kak 00beM HEOOXOJUMBIX PECYPCOB, BO3MOXXHOCTh pacrapauleIuBaHus U T.J.

MaremaTtnueckast MozieIb yIpo3 6€301MacHOCTH HH(OPMAIIMOHHBIX PECYPCOB

Ha ocHoBe ananm3a CyniecTBYIOINX KJIACCH(PHUKAIIMOHHBIX CXEM, IIEPEUUCIICHHBIX BHIIIIE,
HaMu ObLTM pa3paboTaHbl HOBbIE MHOTOKpUTEpHATIbHbIE KIacCU(PHUKAIIMN KPUIITOCUCTEM, aTaK U
3JI0YMBIIIJICHHUKOB (CM. puc. 7.3 - 7.5 ). Jlanee Mbl MOKa)keM, Kak pUMEHEHUE pa3paboTaHHBIX
KJIaCCU(UKAMOHHBIX cxeM Juist mocTpoeHusi ABC -Mozeny mo3BoJisieT MPOBECTH BCECTOPOHHMIMA
aHaIM3 yrpo3 6e30macHOCTH MH(OPMAIIMOHHBIX PECYpPCOB, 3AlUIIEHHBIX C HCIOJIb30BaHUEM
KpUNTOrpauueckux cpesicTs.

myers A © Ay X Ag X ... X Ag.

A i=1,9 -

aTak, rae t( ) MHOXECTBO 3HAYEHHUH 1-TO IapaMeTrpa MOJEIM aTaKH,
OIPEIEIIAIONIET0 TUIl aTaKU B COOTBETCTBUU C KPUTEPUSAMHU pa3pabOTaHHON KiaccU(UKAIUU.
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¢ C X (_13 X ... x Cg, (“W-'( k=1 {}) - MHOKECTBO 3Ha4YeHHii k-ro mapamerpa
MOJIEJIN KPUIITOCUCTEMBI B COOTBETCTBUM C MHOTOKpUTEpUAIbHON Kiaccudukanueil. 3amerum,
YTO MHOXXECTBA 3HAUYECHUN MapaMETPOB MOJEIU aTaKd, 3JIOYMBIIIJICHHUKA U KPUITOCHUCTEMBI
KOHEYHBI.

[Ipyn panpHeiieM M3JI0XKEHUM AJI1 KPAaTKOCTH CJIOBO "MOJENb'" NPUMEHMTEIBHO K
MOJIEJIN aTaKH, MOJIEIN 3JI0YMBIIIUIEHHUKA U MOJIEJIN KPUIITOCUCTEMBI Oy1eM OIyCKaTh.

C xaxaoi atakoil OyzeM CBsI3bIBaTh 3HAYCHHUE PUCKA, BEIYUCIIIEMOE 110 OOIIEU3BECTHON
(dopMmyse Ha OCHOBE JIByX (DaKTOpOB - BEPOSTHOCTH MPOUCIIECTBUS U TSKECTH BO3MOMKHBIX
IIOCJIEACTBHM:

Puck = Bnugaue BeposarHocTh

R:AxBxC—|0

-
(3 i ~
pucKa, CBsi3aHHOTO c arakoi (I = A B YCJIOBUSIX, KOTJa OHAa MOXET ObITh IpPHUMEHEHa
=

O6o3HaunM 4yepe3 ) Ll(byHKuI/Ho, 3aJIal0IIyI0 YPOBEHb

- T
3JIOYMBIIIJICHHUKOM [I'j E B AJIg B3JIOMa KpUIITOCHUCTEMbI € E (
A
O X 2 0:1]_ .
ITycth I:C L —[0:1 - (yHkuus BiusHUS (OT aHIJ. impact - BIMSHHE,
BOSI[GI/ICTBI/IG) Ilox BrmusHueM Mbl OyneMm MOHHMATH CTENEHb yIIepba OT MPUMEHCHHS aTaku

b
ae A K KPHIITOCHCTEME ceC

P:Bx. 1—}[” 1].

MPEeINpUMET aTaKy aec A , T.e. 00IafaeT pecypcaMu Jisl €€ OCYIIECTBICHHUS U COYTET ITY
aTakKy IeJIeco00pa3HOM.

[Tyctsb BEPOATHOCTb TOTO, YTO 3JIOYMBIIIJIEHHUK be B

Torna QyHKIMS prCcKa R BBIPAXKAETCS CIIEAYIOIIUM 00pa3oM:
R(a,b,c)=I(c a) = P(b.d)

OmnpenenuM  GyHKIHIO jl‘-{" ”].

Iy, : Cyx Ay — R, R

s 5 » IJE - MHOXCCTBO HCOTPULATCIIBHBIX I[CﬁCTBHTCJ'II)HBIX

Jlnsg 3TOro paccMOTpUM CeMEHCTBO  (DYHKIUI
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gricen. 31ech QyHKIUSI gh 3a/1a€T YPOBEHb B3aMMHOI'O BIUSHUSA TMapaMeTpa KPUIITOCHUCTEMBI

I u mapamerpa ataxu Ul :

Lyn(c,a) =0

, eClH aTaka co 3Hauemnem mapamerpa (I € A ge IIpPUMEHEMA K

ced,,

KpHUIITOCUCTCME CO 3HAUCHUECM IapaMCTpa )

0< Igple,a) <1 ceC

, €CJIM 3HAYEHUE MapaMeTpa KPUNTOCUCTEMBI I cHmkaet

ae€ A,.

BCPOATHOCTDL YCIICIIHOI'O IMPUMCHCHHA aTaKu CO 3HAYCHUCM IIapaMCTpa
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Lh(c,a) =1 ceC

, €CJIM 3HAYCHHUC ITapaMETpa KPUIITOCUCTEMBI Y He BnMsAET Ha

IPEMEHHMOCTb aTaky ¢ mapameTpom € A ;

Ln(c,a) > 1 ceC

, €CJIM 3HAUEHHE NapameTpa KPUINTOCHUCTEMbI Y yka3pIiBaeT Ha

T0, UTO aTaKa ¢ mapamerpom S -"h: IIPUMEHKMA JJIs €€ B3JIOMa.

Hanpumep, ecnu wuccnemayemsplii adroputM MH(pPOBaHUS peaqn3oBaH B alllapaTHOM
00€CTIeYeHNH, 3TO TOBBINAET BEPOSATHOCTh NMPUMEHEHHs U B3JIOMa KPUIITOCHCTEMBIATAK MO
no0ouHbIM KaHanaMm [7.37] (3To Bua Kpunrorpadhuiyeckux aTak, UCIONb3YIOMHUX HHPOPMAIIHIO,
KOTOpasi MOKeT OBITh TMOJy4YeHa C YCTpoiicTBa MmH(POBAaHUS U HE SABISETCA MPHU ITOM HH
OTKPBITHIM ~TEKCTOM, HH IHU(PTEKCTOM). YPOBEHb B3aUMHOTO BJIMSHHS TapaMeTpoOB
KPUITOCUCTEMBI U aTaKU OIIPEAEISAETCS] HA OCHOBE IKCIIEPTHBIX OLICHOK.

0603HauMM Uepes f.ﬂ“’f (C g ~ -'Lh ok l”i l]
T "'_{Jrfr[_f'. ”}

[(c,a) =
ghil,y ) ,
2 e Agn(§,a)

= = ~
Torxa ypoBeHs ymepGa or mnpuvenenms ataxn (I € A kpurrocucreme € (
BBIYHUCIISIETCS TIO CAEAYIONIEeH GpopMmyie:
[(¢.a) = min H Lyn(cy, ap)

h=19 15

HOPMHPOBAHHYIO (DYHKIHIO:

)

rac aTaka u KPpHUIITOCUCTEMA 3a1aHbI napameTpamMmmu I:'” Ls ”'J ..... ”IH l

\C1,€C2, - -, C6) COOTBETCTBEHHO. 3aMETUM, YTO YpPOBEHb BIMSIHHUS BCEX IapaMeTPOB

KpUIITOCUCTEMBI Ha IPUMCHHUMOCTb ATAKW C 3aJJdHHBIM 3HaquI/IeM{I -0 IapamMeTpa B 3TOU
)

H f{;h \ Cgy Ap )
dopMyne BEUMCIAETCS 1O MYIbTHILIAKATHBHOMY KpuTepmio: 4=l . Ecim
3HAYCHUE XOTSA Obl OJHOTO W3 IMapaMETPOB KPUIITOCUCTEMBI MPOTUBOPEYHUT BO3MOKHOCTH
MNPUMCHCHUSA aTaKH, TO PE3YyJbTATOM OLCHKU INMPUMCHHUMOCTHU ATAKHU K KPUITOCUCTCMC 6y[[eT
HYJIEBOE 3HAUEHHUE, YTO COOTBETCTBYET HYJIEBOMY YPOBHIO YIEPOa OT aTaKu.

_] £ —

DyHKIUA "F (- h' a }, omnpeaenaromas 3aBUCHUMOCTH MEXIY napameTpaMu

{-” 1, A2y« . -, ag 'l aTaku u {- h' ? hf “““ {I"“ J 3JIOYMBIIIIJIEHHUKA, BBIPAKaeTCs aHaJIOTMYHO
(byHKuHH j \C, ] B kadecTBe WILTIOCTpAIlMK B3aMMOCBSA3U MMAPAMETPOB 3JIOYMBIIUIEHHUKA U

aTaKl MOXXHO IPUBECTH CIEAYIOLIUI INpUMEp: HAJIW4YMe Yy IPEIIoJaraéMoro B3JIOMINUKA
JIOCTYyTAa K pacHpeeICHHbIM BbIUUCIUTEIbHBIM PECYPCaM MOBBIIIAET BEPOSITHOCTh IPUMEHEHUS
metoaa 'rpyOoit cuibl" W, BoOOWIE TOBOps, JHO0OON aTaku, JIErKO IOAJAroIIencs
pacnapauIeIMBaHuIo.

Taxum o6pazom, oOmias popMmyna 11t ONpeAesICHUs YPOBHs PUCKa, CBSI3aHHOTO C aTaKoU

—

—
(1 E -:i B YCJIOBHAX, KOI'la 9Ta aTaka MOXKET OBITh IMPUMCHCHA 3JIOYMBIIIINICHHUKOM h E B

= -
JJIg B3JIOMa KPpUIITOCUCTCMBI { E ( , MMCCT BU/.

R(d.b, ) = min H I,h(cq, ap) % min H P (b, ap)
h=1,9 — ' ' h l'”.f =
i G =1.0
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=

- 1 e~
ByeM cunrats, uto Kpunrocucrema € ( nojaBepxkeHa arake (I = A, YCIIOBHSX,

—

BT h &
be B , €CIIN '}['l- ab,c) >0 , T.€. CBSI3aHHBIN C HEN

0 € [0:1]

YPOBEHb pI/ICKa'l( ) aBnsercs HacTpauBaeMbIM napameTpoM ABC -monenu yrpo3KpUITOCUCTEMBI.

Korga en YIpoKacT 3JI0YMBINIJICHHHUK

YPOBEHb pUCKa MPEBHIIIACT 33JaHHOE MTOPOTOBOE 3HAUCHUE f , T71e . Jomyctumsrit

3navermue [/ 3aJ1aeTCs C YUETOM JBYX KPUTCPHUCB:

KPUTHYHOCTH 3alIUIIACMbIX JAHHBIX;

BPEMEHHBIX U JPYTUX PECYPCOB, JOCTYIHBIX CIICIUAIUCTY, KOTOPBIH OCYIIECTBISET
ayJaIuT CUCTCMBI.

B o6mem ciyudae:

KPHUIITOCUCTEMA MOXET BKJIFOYATh HECKOJIBKO MOJACUCTEM (HapHUMep, TeHEPaTOp KIII0UeH
U CUMMETPUYHBIMITH(PPATOP), K KAXKIOW U3 KOTOPhIX IPUMEHUM CBOW HaOOp aTak;

Ha KPUIITOCUCTEMY MOXKET HAllaAaTb HECKOJIBKO 3JIOYMBINIJICHHHUKOB.

MHOXeCTBO aTak, KOTOPHIM MOJBEPKCHA KPUITOCHCTEMA, COCTOAIIAS M3 MOJCHCTEM

— ) W o~ —_ !
ce ( ¢ C ), B YCJOBHSX, KOTJa € YrpoKalT 3JI0YMBIIIJICHHHUKU be B (
/ — : . =)
b & b ), Oymem ompenensth 10 (dopmyre Uhr— B U el }"H’] y -l,

F — — . [y [ =p - b
N — A - N~
)"'H)‘(J {” S ']h”‘ b, 1,—‘] - ”} IIpM 33JaHHOM YpOBHE pHCKa. [lusi OLeHKH
3alIMIIEHHOCTH KPUITOCUCTEMBI HEOOXOIMMO C MCIIOJIb30BAHMEM WHCTPYMEHTAJIBHBIX CPENICTB

rac

OILICHUTH €€ CIIOCOOHOCTH MPOTUBOCTOSATH aTaKaM, BXOSIIUM B MHOKECTBO -

B onucanHoi MaTteMaTH4YeCKO MOAENH CAEIAaHbl CIECIYIOIINE JOMYILCHHUS:

HE YUYUTBHIBACTCA 3aBUCHUMOCTh I[apaMETPOB AaTaKd OT COYETaHHUSA TMapaMEeTPOB
KPUNITOCUCTEMBI, XOTS BIMSIHHE Ka)KJIOTO MapamMeTpa MPUHUMAETCsl BO BHUMAHUE;

HE YYHUTHIBACTCSI BO3MOXXHOCTH COBMECTHBIX JIEHCTBHII CO CTOPOHBI B3JIOMIIUKOB
pa3IMuYHBIX THUIIOB, XOTS MOXHO 3a/JaTh MOJENIb HamageHUs CO CTOPOHBI OJHOPOIHOTO
KOJUIEKTHBA 3JI0YMBIIIIJICHHHKOB.

Ucnpanenne ABC -monmenu ¢ ydeToM YKa3aHHBIX JONMYIICHWHA MpUBEIO OBl K ee
3HAYUTEILHOMY YCIOXHEHHI0. Borpoc 0 TOM, HACKOJIBKO ATH JOMYIIEHHS CHIKAIOT TOYHOCTh
MOJIETTUPOBAHUS YTPO3 O€30MaCHOCTH, MOANIEKUT JAITbHEUIITNM HCCIIE0BAHUSM.

Baxxno ormeruth, uTo pa3paboTaHHAs KIACCHU(PUKAIMOHHAS CXeMa i MOCTPOCHUS
MojIeTiell aTak Ha aaropUTMbl MH(PPOBAHUS ¢ HEOOIBIIMMH MOIU(PUKALKUIMU PUMEHUMA U JUIS
MOJICTTUPOBAHUSl aTaK Ha KPHUNTONMPOTOKOJBL. Bo3MokHOCTH wucmonb3oBanus ABC -Momenu
yrpo3 JUisi KOMIUIEKCHOTO HCCIEAOBAaHUS KPHUITOCUCTEMBI SIBJISETCS Ba)XKHOH, T.K. BOIPOC
COBMECTHOTO (YHKIIMOHUPOBAHUS KPUIITONPOTOKOJIOB W IU(POB B paMKax OJHOM
KPUIITOCUCTEMBI, KaK MOKa3aHo B [7.27], 10 cuX mop OBLI MaJIo U3y4eH.

OrneHka CTOWKOCTH KPUNTOrpaUIecKUX CPeACTB K WACHTU(PHUIUPOBAHHBIM yIpo3am

[Tocne Toro, kak BblAeNieH HaOOp aTak, MPEACTABISIOMIUX HAWOOJBLIYIO YIpo3y Ul
3alMIAaeMbIX JaHHBIX, HEOOXOAMMO OIICHUTh CIIOCOOHOCTh KPUITOCHUCTEMBI MPOTHBOCTOSTH
3THM aTaKaM.

Bbazoii 11t momydeHus: TakuX OIEHOK MOXKET CIYXKUTh CTATUCTHKA B3JIOMA U YCIICUTHBIX
aTak Ha Kpunrocucrtembl. Hampumep, u3BecTHO, 4TO cTapToBaBmMii B 1997 1. Ha caiite
www.distributed.net mpoext "pacnpenenernroro B3noma" RC5-64 (6104yHOrO mudpa KOMIaHUH
RSA, ucnonp3yromero 64-0utHelii kito4) [7.29], B KOTOpOM Ha TOOPOBOJIBHONW OCHOBE MPUHSIITN
yuacte 6osee 300 Thicsy MOIb30BaTENEH TI00ATBHON CETH, OBUT YCIENIHO 3aBEpIICH 3a IMATh
net (1757 nueit) - 3a 310 Bpems ObLIO mepedpaHo 85% Bcero mpocTpaHcTBa Kiouel. OgHako
Takas WHQOpMAIWs, BO-TIEPBBIX, HE BCErJa IOCTYIHA, a, BO-BTOPBIX, CO BPEMEHEM TepseT
aKTyaJlbHOCTb, T.K. IIOBBIIIEHHE NMPOU3BOIUTEIBHOCTH BBIYUCIUTEIHHON TEXHUKH U TOSBICHHE
HOBBIX BUJIOB aTaK Ha MHQPHI BEACT K MOHKEHUIO CTOMKOCTH M3BECTHBIX KPUMNTOTPahUISCKUX
anroputMmoB. Jlns TpoOBEepKH HANEKHOCTH IHUGPOB, HCHOIB3YEMBIX B KPHUITOCHUCTEME,
CHEIMATUCTY HEOOXOIUM HAa0Op MHCTPYMEHTAIBHBIX CPEACTB, MO3BOJISIOIMIUX OCYIIECTBIATH


http://www.intuit.ru/studies/courses/600/456/literature#literature.7.29
http://www.intuit.ru/studies/courses/600/456/literature#literature.7.27

25

KPHUITOAHAIN3 M HE MPEANOJIaraloluX y MCIOIb3YIOIMEro UX CHelHuaiucTa HaJuuus TiyOoKHX
3HaHUW B MPOTrpaMMHUPOBAHUM WM 3JEKTpOTeXHUKe. B KadecTBe mpuMepa MOMXKHO NPUBECTH
yHOMsIHYTbIE B II.1.1 aBTOMAaTH3MpOBaHHBIE CPEACTBA aHAJIM3a KPUITOIPOTOKOJIOB [7.7] win
MPOTOTHUIT TPOrPAMMHOT0 KOMITJIEKCa JJIsi MOJCIUPOBAHMSI aTak Mo MOOOYHBIM KaHanaMm [7.37],
omucaHHelii B [7.19]. MopaenupoBanue anmapaTHoro obecredeHus B pabore [7.19
ocymiecTBisieTcsl ¢ ucnoib3oBanueM SystemC [7.2] - si3pIka IPOEKTUPOBAHUS U BepUPUKAIIH
MoJIeJIell CUCTEMHOIO YpOBHS, peallM30BaHHOTO B Buie Oubmuoreku Ha CH++ ¢ OTKPBHITHIM
UCXOAHBIM KoJgoM. Ha mnpumepe mnporpamMmHbIX U anmapaTHeix peanuzauuii mudpaAES
MO0Ka3aHo, KaKUM 00pa3oM pa3pabOTaHHBIN MHCTPYMEHT MO3BOJIIET OOHAPYKUTh YS3BUMOCTH B
peain3alyy KpunTorpauueckoro airopuTma.

Oco60ro BHUMaHUs 3aCTyKHBAIOT aCUMMETPUYHbIE KPUNITOCUCTEMbI. DYHKIIMOHAIbHbIE
BO3MOXXHOCTH IIM(POB C OTKPHITHIM KIHOYOM HCIOIb3YIOTCS B Pa3HOOOPA3HBIX TEXHOJIOTHUSX, B
yucie KoTopsix [7.33]:

VYnpaBieHue WIeHTHYHOCTHIO;

Hudposas moanucs Koja;

Hosepennas miatdopma;

VYmpaBiieHue aBTOPCTBOM;

[Toctpoenune VPN ;

I"apanTupoBaHHOE YHUUTOXKEHHE HHPOPMALINY;

3amuTa OT GU3NYECKON KpaXKu HOCUTENS HH(GOpMaLUu.

[Iponece kpunToaHaau3a aCUMMETPUYHBIX IIU(GPOB CONPSDKEH C PELICHHEM 3ajgad W3
TEOpUU uucen U oOmed anreOppl, T.K. NPAKTUYECKH BCE HCIIOJIb3YyEMbIE aJITOPUTMBI
aCUMMETPUYHOM Kpunrorpadguu OCHOBaHbl mpoOsieMax (akTOpU3allMd U JAUCKPETHOTO
Jorapu(MHUpOBaHUs B Pa3IHUYHBIX alredpandeckux CTpykTypax. UToObl onpeneanTb, MOTYT JIU
MaTeMaTUYECKUE 3aJayd TOW WJIM HHOM pa3sMEpHOCTH CUUTAThCS JAOCTAaTOYHO IPOYHBIM
(byHIaMEHTOM JUIsl KPUNTOTpapUUecKUX LeleH, CrenualucTy TpeOyIoTCs WHCTPYMEHTAJbHBIE
CpeACTBa, TMO3BOJISIOLINE OIICHWBATh OBICTPOACHCTBHE aITOPUTMOB  (akTOpHU3allUUd |
JTUCKpETHOro JorapupmupoBanus. HeoOXonuMo y4yuThIBaTh, YTO KPUNTOAHAIUTHUK MOXKET He
obiafaTh HaBBIKAMH B 00JacTW TporpaMMupoBaHus. Kpome Toro, BaXHO IperyCMOTPEThH
BO3MOXKHOCTh pabOTHI 10/ yIpaBiieHueM Hauboee pacrpoctpanenHoit OC - MS Windows.

Wrak, BbIIEIMM HAaO0Op OCHOBHBIX TpeOOBaHUII K MHCTPYMEHTAIBHBIM CpEACTBAM
KpUINITOAHAIH3A!

D¢ hekTBHOCTH BBIYMCICHUN C JUTMHHBIMU YHCIIaMU B MOAYJIAPHON apu(pMeETUKE;

Hanuuue anroputmMoB paboThl ¢ pa3peKeHHBIMU MaTpULIAMU;

Hanuuue anroputMoB co3fgaHus (akTopHOH Oa3pl, pemera U pa3loXKeHHs Ha
MHOKUTEIH;

Y 106¢TBO M0JIB30BATENHLCKOTO HHTEpdEiica;

BosmosxknocTs coopku B OC Windows.

Bynem cuutath, UYTO peElIEHHE COOTBETCTBYET IIOCTABJIEHHOW 3ajaye, €CiIu OHO
YAOBJIETBOPSET BCEM MEPEUHUCICHHBIM MSATH KPUTEPHUSIM OLIEHKH.

AHanu3 CyniecTBYIOIUX MOAXO0/10B

Marematnueckue maketsl Maple [7.36] u Mathematica [7.45] oTau4arOTCs MPOCTOTOM
KOAUPOBAHUS aJITOPUTMOB M HE UMEIOT BCTPOCHHBIX OTPAHUYEHUM Ha pa3psAIHOCTH ONEPaH]IOB.
Tem He wMeHee, NOMHUMO IJIATPOPMEHHOW 3aBUCHMOCTH OHHM OO0JaJal0T KPUTHUYECKUM
HE/I0CTaTKOM - HU3KOU 3(PPEKTUBHOCTHIO TEOPETUKO-UUCIOBBIX OMEPAIIHA.

Bricokoit 3¢h(HEKTUBHOCTH MOXXHO JOOUTHCS, WCIOJIB3Ysl BCTPOCHHBIE CPENICTBA
HU3KOYPOBHEBOT'O SI3bIKa MPOrpaMMMPOBAHUS JUIS Pa3pabOTKH (PyHKIHMH, HEOOXOTUMBIX IS
uccienoBanusi kpunrocucreM. OJHAKO BaXXHO OTMETUTh, YTO pealin3alys MPUMHUTHUBOB IS
KOHCTPYUPOBAHHS COBPEMEHHBIX METOAOB KPHUITOAHAIM3a ACUMMETPHUHBIX IIU(PPOB
OTepUpYyeT YHCIaMH B JUIMHHOM apudmeruke. BecTpoennsie uncnoBbie TUMBL s3bik0B C u C++
UMEIOT OTPAHUYEHHYIO Pa3psAHOCTD:

long: 32 Oura;
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long long: 64 6ura;

double: 53 6uta - manTHucca, 11 OUT - DKCIIOHEHTA;

long double: B 3aBHCHMOCTH OT pealu3aluy sI3bIKa MOKET OBITH ompeseneH kak double
(cwm. Beimie) 6o kak extended double: 64 6uta - manTHCCa, 15 OUT - KcroHEeHTa [7.1].

B peamuzanuu sa3pikoB Ha miargpopme . NET orcyrctByer Tun extended double: on
JIOCTYTIEH TOJIbKO HESBHO IIPH BBHIIOJHEHUH IMPOMEXKYTOYHBIX BBIYMCICHHN (HampuMep, TIe
YMHOXKEHHE JaeT pe3yJibTaT, BBIXOJAIIMH 3a Mpenensl Auana3oHa 3HadyeHuil double, HO
nocieayolee JAejieHue BO3BpallaeT MPOMEXKYTOUHBIA pe3ylbTaT oOpaTHO B ATOT AMAIa3oH).
Kpome Toro, cymectByer BCTpoeHHBIH 128-OuTHbIi THI gaHHbIXxdecimal, mo3BojsrOIINI
MIPEACTABIISITH LEIBIC YHCIIAa Pa3pSIAHOCTHIO 10 96 OUT (B COOTBETCTBHH C Pa3MEPOM MAaHTHCCHI),
OJTHAKO OH PeajM3yeTcs B peKUMe IMYJISAIMU, TTOCKOJIBKY alnapaTHas Moiep KKa 3TOro THIa Ha
CETOAHSAIIHUN IeHb OTCyTCTBYeET [7.11].

Java mopnepxuBaeT BO3MOXKHOCTH pa®OThl C JJIMHHBIMM YHCIaMH W oOjajgaer
MIEPEHOCUMOCTBIO, OJTHAKO HEIOCTATKOM SBJIsIeTCS HU3Kast 3(h(HEeKTUBHOCTD peannu3aluu.

PaccmoTtpuMm cnenmanu3upoBaHHble OMOMMOTEKM (QYHKUMH a1 paboThl C JJIMHHOM
apu(pMETUKOW U TEOPETHKO-YHUCIOBBIMHU 3aJadaMu, HAXOJSAIIUECs B OTKpbITOM jgoctyne: LIP,
LiDIA, CLN, GMP, NTL.

bubnuoreka st pabotel ¢ anmuaHou apudmerukorLIP (Long Integer Package) [7.18]
ABIISICTCA OAHOM M3 MepBhIX Takux OuOaMoTek. OHa Oblna paspaboraHa Ha si3bike ANSIC
U3BECTHBIM crienuanuctoM ApskeHoM Jlencrpoii (Arjen K. Lenstra) u nonnepxxuaercs [lomom
Jleiineniom (Paul Leyland). [Ipu xoporielt nepeHocuMOCTH 3Ta 6ubInMoTeKa 00a1aeT HU3KOM
s pexkTuBHOCTHIO. KpoMe TOro, B HEil OTCYTCTBYET MOAJIEP’KKA BHICOKOYPOBHEBBIX TEOPETHKO-
YHCIIOBBIX aJITOPUTMOB.

bubmuoreka CLN (a Class Library for Numbers) [7.8] peanusyer sieMeHTapHbIE
apupMeTHYeCKHe, JIOTHUYECKUE U TPAHCIECHJACHTHblE (YHKUUU. ABTOpaMH OHOIHMOTEKH
apistotes bpyno Xeiton (Bruno Haible) u Puuapa Kpeken (Richard Kreckel). CLN cogepxut
0ombIIoi HabOp KiIaccoB, peanu3oBaHHBIX Ha C++, B YaCTHOCTH, KJIACCHI IS MOAJEPKKH
MOJYJISIPHOUW apu()METHKH, OTIepalyii C MENbIMH, PAMOHATGHBIMA M KOMIUIEKCHBIMU YHCIIaMH,
yuciaaMu ¢ TutaBatomied 3amstod. Ilockonbky umciioBast OuOMMOTEKa 3adyMbIBajach Kak
yHUBEpCajbHasi, JTO TPHUBEIO K €€ OrpaHMYEeHHOW NPUMEHUMOCTH [JJs pelleHus
y3KOCTICIIMATU3UPOBAHHBIX 33]1ay.

bubnuoteka Teopernko-unciaoBeix anroputMoB LiDIA [7.16], nmpennoxxernas Tomacom
[Tananukonay (Thomas Papanikolau, Technical University of Darmstadt), nanucana na C+
+,I0IIEP’KUBAET pasziIMUHbIe MakeThl sl paboThl ¢ uenbiMu yucinamu ( GMP, CLN, LIP ) u
XapaKTepu3yeTcss BBICOKOI()()EKTUBHBIMU pEATU3aALUAMU THUIIOB JIAHHBIX C YBEJIHYEHHOMN
TOYHOCTBIO M AJITOPUTMOB C OOJBIION BpeMeHHOW cioxHOocThio. Hemoctatkom OubOIMOTEKH
LiDIA sBisieTcst HEBO3MOXHOCTh COOpKHM B ONEpalMOHHBIX cucTeMax Windows, 4To OuYeHb
CYILLIECTBEHHO B CBSI3M C IIMPOKHUM HCIIOJIb30BAHUEM MpPOAYKTOB Microsoft 1 HEOOXOAMMOCTHIO
MIPOBEPKH UX 3aLIUIEHHOCTH.

[Tpu pazpadorke GMP ( GNU Multiple Precision arithmetic library ) [7.12] 6b11 cnenan
yInop Ha CKOpOCTb. D(PQPEKTUBHOCTb OT HCIOJB30BaHUS OMOIMOTEKH TEOPETHKO-YHCIOBBIX
anroputMoB  GMP  pacrer mnpu yBelWYeHMM pa3psaHOCTHONEpaHAoB. YacTh QyHKIMIA
peanu3oBaHa Ha s3bike C, "yacTh - Ha accemOiuiepe. ABTopoM siBisiercss TopOxopa I'pannanng
(Torbjord Granlund). [Tomumo HecoBmecTumocTu ¢ mardopmoit Windows, Hegocratkom GMP
ABIISICTCA  OTCYTCTBHE alrOpUTMOB (opMHpOBaHUS (pakTopHOW 0asbl, paszIoXKeHHs Ha
MHOKUTEIM U psAa JpYyrux, HEOOXOAUMBIX JJsi peaju3aldd COBPEMEHHBIX METOJOB
KPHUITOAHAIN3A.

Tabanua 7.1. CpaBHUTENbHBINA aHa/IM3 NPOrPaMMHbIX PELLEHWUI A5 PELEHUs 3a4a4 KpUNTOaHaAU3a
PelwieHue Mathematica LIP CLN LiDIA GMP NTL KPUMTO

Kputepum oLeHKn
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b PEKTUBHOCTb BbIHMUCAEHUMN - - - + T + +
Bo3moxkHocTb coopkm B OC Windows + + + - - + +
Hannymne anroputmoB paboTbl € - - - + + - +

pa3peXxXeHHbIMN MaTpUuLl,aMn

Hannume anroputmMoB co3gaHus - - - + - - +
$aKTopHOI 6a3bl, peLleTa U Pa3IoXKeHUs
Ha MHOXUTENn

Y1,06CTBO MNOJIb30BATE/ILCKOrO + = = - - - +
nHTepderica

N3BecTHas matemaTudeckas oubamnoreka oudnmoreka NTL (a Library for doing Number
Theory) [7.20] pazpaborana Buktopom Illaynom (Victor Shoup) mist moanepKku TEOPETHKO-
YHUCIOBBIX aNropuTMoB. @OyHKIMH, peanu3oBaHHble Ha s3blke CH+,XapakTepu3yroTcs
MEPEHOCUMOCTBI0. BHOMHOTEKY MOXKHO HCIOJIb30BaTh COBMECTHO ¢ GMP B 1eNX MOBBIIICHUS
a¢pdextuBHOCTH. NTL wuMeeT OosbIIoe KOJIUYECTBO TMPEUMYIIECTB 10 CPaBHEHHIO C
PAacCMOTPEHHBIMU aHaJoTaMH (cM. Tabn. 7.1), oHAKO Il pelleHHs] MOCTaBJIICHHOW 3aJauu
peanu3oBaHHbIX B Oubmmoreke NTL amroputmoB Hemoctatouno. Kpome Toro, mns ee
UCTIIONB30BAaHUS B  KPUNTOAHAIHM3E CICNHATUCT JIOJDKEH o0iagaTh  KBaduQUKaIuei
MIPOrpaMMHUCTA.

Kak BumgHO M3 Tabna. 7.1, HU OJHO W3 PACCMOTPEHHBIX PEIIEHUN HE YAOBIETBOPSET
OJTHOBPEMEHHO BCEM IATH YCTaHOBJICHHBIM KPUTEPHUSIM.

HNHcTpyMeHTalbHBIE CPEACTBA KPUTITOAHATN3a aCHMMETPUYHBIX MU(PPOB

Jlns  OLEHKH CTOMKOCTH KPHUITOCHUCTEM AHAJIWTUKY HEOOXOJWM HWHCTPYMEHT,
3¢ (deKTUBHO paboTalomUil ¢ TEOPETHKO-YUCIOBBIMH 3aJadaMu, OOJIaJaloNuil MPOCTHIM
MOJIB30BATEILCKUM HHTEpQEiicoM U JIerko pacimmpsieMbiid. [IpoToTun Takoro cpeacTtBa jist
KPUNITOAHAIH3a CHCTEM C OTKPBITHIM KJIFOUOM pPEaTH30BaH B BHJE MPOTPAMMHOIO KOMIUIEKCA
"UHCTpyMEHTANBHBIE CPEACTBA KPUNTOAHAIM3a ACHMMETPHUYHBIX MU(poB" (0003HAUYCHHE B
tabmuue - KPUIITO) [7.31, 7.32]. TlporpamMMHBIN KOMIIJIEKC COCTOMT U3 OUOIHOTEKU
KOHCTPYKTOP, Bximoudaromnieii HeEOOXOAUMBbIE MPUMHUTHBBI U1 KOHCTPYHUPOBAHMS
COBPEMEHHBIX METOJIOB KPHUIITOAHANW3a ACHMMETPUYHBIX IH(POB, U  MPUIOKCHUS
AHAJIUTHUK, umeromero rpaduueckuii uHTEpdEic Monp30BaTes JUisi AOCTyNa aaropuTMam
(bakTopu3alMKu ¥ AUCKPETHOTO JOrapU(PMHUPOBAHUS C HCIIOJIB30BAaHHEM (YHKUIUN OMOIHMOTEKH
KOHCTPYKTOP. butmoreka KOHCTPYKTOP wnanucana Ha s3eike C++ W COAECPKHUT
KOMITOHEHTBI, pealTU3YIONINe CIEAYIONUE OCHOBHBIC ()yHKITUH:

JluckpeTHoe orapupmMupoBaHuE;

dakTopu3alus HEeNbIX YUCET;

TectupoBaHue yuces Ha IPOCTOTY;

Pemenne cucremM TMHEHHBIX YpPaBHEHUH B KOJIBIIAX BHIYETOB U KOHEUHBIX TOJISX.

JIns1 BBITIOJTHEHHSI OTEpalfii ¢ JJIWHHBIMU YUCJIaMH HCIONb30BaHa Oubmmorexka NTL.
Breibop 06a3oBoii  OMONMMOTEKH, OOYCIOBIEHHBIM €€ (YyHKIIMOHATBHOCTBIO, CKOPOCTHIO,
KOMITAKTHOCTBIO (MCXOMHBIA KOJ 3aHUMaeT 4uyTh Oosnee 600 KuinoO0alWT) M MEPEeHOCHMOCTHIO,
MO3BOJIUI  TMONYYUTh J(PPEKTUBHBIC peaTu3alUi [EPEUUCICHHBIX TEOPETHKO-YHCIOBBIX
anroput™MoB. B HacTosimiei pabore MbI HEe OyJeM MPUBOIUTH TOJHOE CPAaBHEHHE OMOIMOTEKH
KOHCTPYKTOP c anasoramu; 3aMeTHM JIMIIb, YTO €CJIM Ha pEIIeHUE 3aJayl JAUCKPETHOTO
Jorapu(MUPOBAHUS PA3MEPHOCTHIO 55 OUT C UCTIOIB30BaHNEM CUCTEMBbI Maple yxonut mopsiaka
8 wyacoB, To paspaboranHblii mporpammublii komiuiekc KPUIITO mnoszBomser 3a 10 MUHYT
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BBIYHCIIUTH JUCKPETHBIN JIOTapudM B 1Moje pa3psaaHOCThi0 80 OUT (MCIBITAHUS MPOBOIUINCH HA
KOMITBIOTEpE CO CIIEAYIOIMMHU anmnapaTHbIMU XapakTepucTukamu: npoueccop Intel Pentium IV
3,20GHz, O3V 1I0).

Pacuet a3 pexTHBHOCTH KanmUTaIBHBIX BIOKEHUH B MCTOIB30BaHUE KPUTITOTPAQUUECKIX
CpPEACTB

OLleHKH BEPOSATHOCTH B3JIOMAa KPHUNTOCHUCTEMBI 3a OMPEACIICHHBIN MEPHOJ MO3BOJISIIOT
onpenenuTh cokpamieHue pucka HCJ[ Kk JaHHBIM OT HCHOJB30BAHMS KPUIITOCHUCTEMBI,
Harpumep, 3a 1-it rox - Ha 95%, 3a 2-it rox - Ha 70%, 3a 3-it rox - Ha 35%. [lpu HanMMUUM
JIOCTOBEPHBIX OIEHOK 00BeMa MOTeph OT pPeanu3alliu yrpo3 HapylleHuss KOHPUACHIINATHHOCTH,
LEJTIOCTHOCTA WA JOCTYINHOCTH 3allMIIa€MbIX JaHHBIX MOXHO MOJYYUTh MAaTeMaTUYECKUe
OXUJAHUS TIOTEPh M HUCMONB30BaTh UX JJs ompeaeneHus 3((HEeKTUBHOCTH KPUITOCHUCTEMBI C
YKOHOMHYECKHUX TTO3HITHH.

AHanm3 CymecTBYIOLUX MOIX0/I0B

B Hacrosmee BpeMs HET €IMHBIX CTaHAApTOB, Mo3BoysitomKX oueHuTs CK3U ¢
SKOHOMHUYECKUX TO3UIMH, TMOATOMY It000W u3 pa3paboTaHHBIX METOJOB 3aCITy>KUBAET
OT/ICJIBHOTO PACCMOTPEHHUSI C BBIABICHUEM €r0 MOJOKHUTEIbHBIX M OTPUIIATENBHBIX CTOPOH, a
TaKk)Ke CpPaBHEHHSI €ro C APYTMMH MPEICTAaBUTEISIMH 3TOTO Kiacca. B Tabu. 7.2 mpeacraBieHb
pe3yibTaThl CPaBHUTEIBHOTO aHAlW3a METOJOB OIEHKH J(G(EKTUBHOCTH WHBECTHIIMHA B
cpenctBa obecrieuenus Mb. Ha ocHOBaHMU pe3ynbTaToB OBLT CAETaH BBIBOJI, YTO ONTHMAIbLHBIM
SIBJSICTCST METOJI JTUCKOHTHPOBAHUS JICHE)KHBIX TIOTOKOB [7.42], TMO3BOJSIOMUNA TOTYYUTH
HaubOosee TOJHOE TMPEACTaBICHHE O IIeIeCOOOPa3HOCTH KAMUTANBHBIX BIOXKCHHM, XOTS U
TpeOYIOIIHMIT MHOTO BPEMEHH M YCHUJIMH Ha pacueT IKOHOMHYECKUX TOKa3aTesei.

Metonuka JOUCKOHTHPOBAHUS JEHEXKHBIX TOTOKOB TIpU oOlleHKe d(pdexTuBHOCTH
nuBectrimii B CK3U

Ornpenenum AeHEXHbIE TOTOKU, CBsI3aHHbIE ¢ ucrnonb3zoBanueM CK3U, 3a nepuoj t (rme
t=0,1,2.... T - nepuonsi, T - ropu30HT pacuera).
Profity

ucronb3osanus u yuep6a~“> 5t or HCJ| B TeueHMe yKa3aHHOTO NPOMEXKYTKA BPEMEHH t.

C zamumaeMoit uWH(pOpManMeW CBS3aHbl 3HAYCHHUS J0XOZa ee

3arpaTsl osty Ha mnpuoOpereHue, yctaHoBKy u okcmryaranuio CK3U wmoryt ObITh

onpelesieHbl  OueHb TO4YHO. IlycTh pe3ynbTaThl OLIEHKH CHOCOOHOCTH KPHUIITOCHUCTEMBI

IIPOTUBOCTOATh aTakaM IOKa3aJd, 4TO B {-M NEPHOAE 3JI0YMBIIUIEHHUK MOJYYUT JOCTYI K
2

3aluUIaeMoi MHpopMaIu ¢ BeposITHOCTRIO * [ . Torma maremMarnyeckoe OXHUAAaHUE JOXO0Ja
I, cBsi3aHHOTO ¢ HcToab30BaHueM onieHnBaemMort CK3U, Beraucisiercs mo gopmyiie:
R; = —Clost; + Profit; * (1 — P) — Loss; ¥ P,
Ha ocHOBaHWU 3THX JaHHBIX O MPUTOKAX M OTTOKAX JNEHEKHBIX CPEACTB BBIYUCIISIOTCS

(MHAHCOBO-DKOHOMUYECKHE IOKa3aTenu 3(PPEKTUBHOCTH WHBECTUIUH B KPUIITOCUCTEMY WU
JIeJIat0TCsl BEIBOJIBI O €€ COOTBETCTBUU MOTPEOHOCTSIM OpraHU3aLUHY.

Tabanua 7.2. CpaBHUTEbHbIN aHa/IM3 METOA0B OLLEHKN 3D EKTUBHOCTM MHBECTULIUIA B CPEACTBA
obecnevyeHunsa Nb

MeTogmKa OueHKH [MpenmyLecTBa Hepoctatku
KoadpoduumeHT Bo3Bpata  [okasaTesb, MOHATHbIA GUHAHCUCTaM. OTcyTCTBME AOCTOBEPHbIX
WHBECTULUI MeTo40B pacyeTa B 061acTu

WT. "CtaTyHbIN" NoKa3aTtesib.

CoBOKyMnHas CTOMMOCTb [Mo3BONSET OLEHUTD LLE/IECO0OPaA3HOCTb He yuunTbIBaeT Ka4yecTBO
BJlageHUs peanu3aLnmn NPoeKTa Ha OCHOBaHMM OLLEHKN CUCTEMbI 6E€30MaCHOCTMU.

TONIbKO 3aTpart. MNpeanoiaraeT OLEHKY "CTaTMuHbIN" MoKa3aTesb.
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3aTpaT Ha pas/IMYHbIX 3Tanax BCero MNoka3zarenb, cneuduyHbIn
YXM3HEHHOIO LIMK/1a CUCTEMBI. ana ut.
JMCKOHTUPOBAHHbIE Moka3aTte/ib, MOHATHbIN GUHAHCUCTaM. CNOXXHOCTb pacyeTa.
nokKasarenu YuuTbIBa€T 3aBUCMMOCTb MOTOKA AEHEXKHbIX
3QPEKTUBHOCTH CPeACTB OT BPEMEHU. YUNTbIBAET BCE MOTOKM
WHBECTULUM OEHEeXHbIX CpeacTB, CBA3aHHbIE C

peanusaupen npoekra.

Kpatkue ntorn

BolnonHeH aHanM3 CyHIECTBYIOIIUMX METOJOB M CpPEACTB OLEHKH KPHUIITOCHCTEM,
MoKa3aHbl UX HejocTaTku. ONuUcaHbl ATalbl KOMIUIEKCHOTO Ipoliecca OLEeHKU 3()(HEeKTUBHOCTH
Kpuntorpaguyeckux  cpeiacTB.  PacCMOTpeHbl ~ MHOTOKpPUTEpPHAJIbHbIE  KJacCH(PUKAIUU
KPUIITOCUCTEM, aTaK M 3JI0yMBIIUIEHHUKOB, IIOJOKEHHBIE B OCHOBY HX IapaMETPUYECKUX
Mozeneil. OnucaHa MareMaTH4ecKasi MOAEIbyTrpo3 0€301acHOCTH MHPOPMAIMOHHBIX PECYpPCOB,
3alMIleHHbIX ¢ ucnosb3oBaHueM CK3U. IlpoBeneH cpaBHUTENBHBIM aHAIU3 NPOTrPAMMHBIX
CPEICTB, MO3BOJISIIOIIMX pelIaTh 3aJaud KPUITOAHAIM3a aCUMMETPUYHBIX MIK(POB, NOKa3aHbI
UX IpeuMyllecTBa M HenocTaTku. llokazaHbl mpeuMyllecTBa M HENOCTATKHU CYLIECTBYIOIIUX
METOJI0B 000CHOBaHMsI MHBECTHILIMH B cpeacTBa oOecnieuenus Ub. Brinenen nHabop ¢puHancoBo-
HKOHOMHMUYECKHUX MoKa3zaresneil 1 oneHku 3¢ ¢pexktuBHOCTH CK3M ¢ 5KOHOMHUYECKUX MO3ULIUK.
[Ipennoxena MeToluKa AUCKOHTUPOBAHUS JCHEXKHBIX IOTOKOB HPU OLIEHKE 3(P(PEKTUBHOCTH
unBectumii B CK3U.

ITocTanoBKa 3a1auM K NpaKTHYecKoi padore 3

1. M3yunTh npennaraeMblii TEOpETUYECKUI MaTepHUall.

2. OueHuTth HKOHOMHUYECKUH 3((EKT NpUMEHEHUS HMHCTPYMEHTOB MEPCOHAIBHOMN
kubepOe3onacHOCTH. PaccMOTpeTh 3allUTy MNEpCOHANBHOTO KOMIIBIOTEpA, HOYTOyKa U
cmaptdoHa

3. CoctaBuTh TAOJIUILy CPAaBHUTEIHHOIO aHAJIM3a S3KOHOMUYECKOT0 3(dexra npuMeHeHus
HMHCTPYMEHTOB MEPCOHAIBbHON KnbepoezonacHOCTH. OLIeHUb COOTHOLIEHHE 11€HA/KauecTBO.

4. Odopmuth oT4eT Mo mpakTudeckoi padore. IlpeacTaBuTh OTUET MO MPAKTHUECKOM
paboTe IS 3alTUTHI.

BapuaHThl HHAUBUAYAJNBbHBIX 32IaHUI

B cootBeTcTBUU € MOTYUYEHHBIM 3aJjaHHEM C(POPMHUPOBATH PELICHUE U AATh €r0 ONHUCAHUE
CO CKPUHILIOTaMH BBIIIOJIHEHHBIX AEHCTBUH.

OueHuTb HSKOHOMHYECKUH dSPPEKT NPUMEHEHHs] HHCTPYMEHTOB MEPCOHAIBHOMN
kubepOe3onacHOCTH. PaccMOTpeTh 3allUTy MNEpCOHANIBHOTO KOMIIBIOTEpA, HOYTOykKa U
cmaprdona B Tabnuue 1 npuBeneHsl BUbl CTAHKOB C TapaMEeTPaMHu.

Ta6mmma 3.1 - [lepeyeHb OOBEKTOB 3aIUTHI

Ne  |OOBEKT 3aIIUTHI O6s1acTh 3aIIUTHI
1 CTyIeHT YHUBEPCHUTETA HoytOyk, cMapTdoH, cpencTsa
CBSI3U
2 [T-cnenunanucr Ha  yganeHHoMIIepcoHAIbHBIN KOMIIBIOTED,
nocTyte HOYTOYK, cMapT(doH, CpencTBa
CBSI3U
3 Mopaepatop  uH(pOpMannoHHOTo[lepcoHaTBEHBIN KOMIIBIOTED,
pecypca HOYTOYK, cMapT(}oH, CpeacTsa
CBSI3U
4 Crny-paiitep HoyTOyk, cmaptdoH, cpenctsa
CBSI3U
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S biorep HoyTtOykx, cmaptdoH, cpencTna
CBSI3H

6 [ IxoMBHUK HoyTtOykx, cmapTdoH, cpencTsa
CBSI3U

7 Menemxep cpenHero 3BeHa HallepcoHanbHBIN KOMIIBIOTED,

yIaJICHHOM JIOCTYTIe HOYTOYK, CMapT(OH, CpeacTBa
CBSI3U

8 Crnenpamuct 1o aHanu3y AaHHBIX[lepcOHANBHBIN KOMITBIOTED,

Ha yJTaJICHHOM JIOCTYIIC HOYTOYK, cMapTdoH, CcpencTa
CBSI3U

9 Pa3zpaboTunk caiiToB HallepconanbHbII KOMIIBIOTED,

yIaJI€HHOM JOCTYyIIe HOYTOYK, CMapT(OH, CpeacTBa
CBSI3U

10  [[Iporpammuct Ha  ynaneHHOM|IIepCOHAIBHBIN KOMITBIOTED,

ocTyTie oyTOyK, cMapToH, CpEACTBa
BSI3U

Conep:xxanue oTyera

[To BbImoONHEHHON paboTe cocraBisgercss oT4eT. OTYET BBIMOIMHAETCS B DJIEKTPOHHOM
Bujze. I1o BeIMOIIHEHHOMY OTYETY MPOBOAUTCS 3alUTA IPAKTUYECKON PabOTHI.

Otuer mo maboparopHOW paboOTe MOIKEH COCTOATh M3 CIEAYIOUIMX CTPYKTYPHBIX
3JIEMEHTOB:

- TUTYJIbHBIN JIUCT;

- BBOJIHAs 4aCTh;

- OCHOBHasl 4YacTh (omucanue paboThl);

- 3aKJIIOYCHUE (BBIBOJIBI).

BBoaHas yacTh oT4eTa OMKHA BKIIIOYATh ITyHKTHI:

- YCIIOBHE 3aJ]auy;

- IOPSAZOK BBITIOJIHEHHUS.

- IPOrpaMMHO-aMIapaTHbIE CPEACTBA, UCIOIb3yEMbIE ITPU BBINOJIHEHUH PAOOTHI.

3ammTa oT4YeTa Mo MPAaKTUYECKOH paboTe 3aKII0YACTCS B MPEIbSIBICHUH MPENOAABATEINIO
MIOJIyYEHHBIX Pe3yJIbTaTOB B BUAE (hailyia M JEMOHCTPAIMK MOJYYEHHBIX HABBIKOB IPU OTBETAX
Ha BOIPOCHI MPEMOAABATENS.

KonTpoabHble BOIPochI

1. Onenka cpecTB KPUITOZALUTHI.

2. DKOHOMHYECKOe OOOCHOBaHME pPAcXOAOB Ha  OOecCledYeHHue  IMepCOHATHHOU
KnOepOe30MmacHOCTH.

3. O0ocHOBaHHBI  BBIOOp MEp W CpPEICTB  OOECIEeUeHUs  IEePCOHAIBHOU
KnOepOe30macHOCTH.

4. TlpeumyIiecTBa U HEIOCTATKU CYIIECTBYIOIIUX METOJ0B 00OCHOBaHHS HHBECTHIIMN B
CpeacTBa o0ecTieueHus: IEPCOHABHON KHOepOe30macHOCTH.

IIpakTnueckoe 3ansitue 4. MHCTpYMEHTHI OPraHU3amuy MepCcoHAJTbHOI
Kn0ep6e30nacHoCTH

Hear padorpl: HayuuTbcss MCnonb30BaTh MHCTPYMEHTHI OpraHU3alld TEPCOHAIBHOU
KnOepOe30macHOCTH.

OcHoOBBI TEOpPUM

HNHcTpyMeHTBI OpraHu3aniu nepcoHaJbLHOH Kndepoe3onacHoCTH

KpunToanropuT™el ¢ CEKpETHBIM KITIOYOM

Wnes, nexarnas B OCHOBE OOJBIIMHCTBA UTEPALIMOHHBIX OJOYHBIX IIHU(POB, COCTOUT B
MOCTPOEHUH KPUNTOTPaUIecKn CTOWKOM CHCTEMBI ITyTEM IOCIEJOBATEIBHOTO MPUMEHEHHS
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OTHOCUTENIBHO TPOCTBHIX KpHUNTorpaduyeckux mnpeodpazoBanuil. I[IpuHIMI MHOTrOpa3oBOro
MHUQPPOBAaHUS C TOMOIIBI0 MPOCTHIX KpHUNTOrpaduveckux MpeoOdpa3oBaHUil ObUT BIIEPBbIC
npeiokeH lllenHoHom B pabote [S5.1]: OH Mcmonb30Ball ¢ ATOM LeENbl0 IpeoOpa3oBaHUs
MepecTaHOBKM M TOJACTaHOBKH. [lepBoe M3 3TuX mpeoOpa3oBaHMil NEpPECTaBIsSET OTIEIbHbBIE
CHMBOJIBI NpeoOpazyeMoro MH(GpOPMAIMOHHOTO 0JI0OKa, a BTOPOE - 3aMEHSET KaKIblii CHMBOJI
(WM TpymImy CUMBOJIOB) M3 MpeodpazyeMoro WHGOPMAITMOHHOTO OJIOKA APYTHM CHMBOJIOM W3
Toro >xe andaButa (COOTBETCTBEHHO TIPYINION CHUMBOJIOB TOTO K€ pa3Mepa M U3 TOrO >Ke
andasuTta). Y3ibl, peaqu3ylolde 3TH MpeoOpa3oBaHMs, HA3BIBAIOTCS, COOTBETCTBEHHO, P-
omokamu ( P-box, permutation box ) u S-6mokamu ( S-box, substitution box ).

B 1973-74 rr. Hamumonanenoe bropo CrammaptroB CIIA ( NBS ) omy6mmxoBano
JOKYMEHTBI, CoiepKalue TpeOoBaHUS K KPUNTOrpauyeckoMy alrOPUTMY, KOTOPBIH MOT Obl
ObITh MPUHAT B KauecTBE CTaHIapTa MK(POBaHMS JAaHHBIX B TOCYAApCTBEHHBIX U YAaCTHBIX
yupexaeHusx. B 1976 r. B kadecTBe TaKOBOTO CTaHAapTa OBbUI YTBEPXKIEH alrOPUTM,
paszpaborannbii ¢pupmoit IBM. B 1977 r. stoT crangapt Obln1 ohUIMATBEHO OMyOJWKOBAH U
BCTYIIWJI B CHITY Kak ¢enepanbbiii cranaapt CILIA mia mmdposanus nanusix - Data Encryption
Standard wm cokpamenno DES [5.2].

B camom cxematnunom Buzae DES mpencraBnsier co0oil 16-1MKIOBON UTEpaniMOHHBIHN
omounsiii mudp. DES pabortaer ¢ 6iokamu maHHBIX pa3psAHOCTBIO 64 OuTa C UIOJIb30BAaHUEM
56-pazpsaHoro kimova. [IpuMensemble peoOpa3oBaHus - MOPA3PSIIHOE CIOXKEHHUE MO MOJYIIIO
71Ba, TIOJICTAHOBKH U MEPECTAHOBKHU. ANTOPUTM BBIPAOOTKU 48-OUTOBBIX IUKJIOBBIX KIIOUEH U3
56-0MTOBOTrO KJII0OYa CUCTEMBI M P IpeoOpa3oBaHuil CiyxaT /i obecreueHus: He00X0IMMOro
NepeMEelIMBaHUs U paccerBaHUs NepepadaTbiBaeMoil MHpopMaIK, ogHako npu aHanusze DES
Yale BCEro UrparoT HE CaMylo CYILIECTBEHHYIO POJIb.

B 1999 r. ma xoHdepenuun, opranuzoBaHHoir RSA, xommanus Electronic Frontier
Foundation B3nomana kmou DES menee yem 3a 24 yaca. Ognoit u3 3amen DES, nomyuusmieit
HIMpoKoe pacrnpocTtpaHeHue, cran aiaroput™ Triple DES. B stom ciywae amroputm DES
BBITIOJHAETCS. TPYK/BL, IIPU 3TOM HCIIOJIB3YIOTCA 3 KIt0Ua, KKl U3 KOTOPBIX COCTOUT U3 56
OUTOB (YTO, MO CYTH, COOTBETCTBYET HCIOJb30BaHUIO 168-OuTHOrO Kitoua). Tem He MeHee,
KPUNTOAHATUTUKNA OOHAPYXKHUIM CIOCO0, TMO3BOJIIOUIMNA C/eNaTh araky MpsSMoro mnepebdopa
SKBUBaJCHTHOW artake Ha 108-OmTOBBINM KiIFOY. BTOpoit mpoOiemoil sIBISETCS 3HAYUTEITHLHOE
CHIDKEHHME CKOPOCTH 3aIn(pOBaHUS U paciIM(PpOBaHUS TaHHBIX.

B orBer Ha mpoOiembl ¢ UIMHON KItOYa W MPOU3BOJIUTENIBHOCTHIO, MPOSBUBIINECS B
Triple DES, muorme kpunrorpadbl W KOMIOAHMU pa3padOTalyd HOBBIE OJIOUHBIE MIUQPBHIL.
Haubonee momymsipubiMu nipemiioxkeHusiMu cranu anroputmel RC2 u RCS [5.3] xopnoparuun
RSA Data Security, IDEA [5.5] komnanuu Ascom, Cast [5.4] komnanuu Entrust, Safer [5.6]
kommaanu Cylink u  Blowfish [5.7] xommanum Counterpane Systems. Kommepueckue
anprepHatuBbl DES nomyunnu onpeneneHHoe paclpoCTpaHEHUE, HO HU OJIHA U3 HUX HE cTajla
CTaHJIapTOM.

B 1997 r. HaumonanbHbIit MHCTUTYT cTanaapToB U TexHonoruit CIIA ( NIST ) o6bsBun
0 Hayajle TMpOorpaMMbl IO TPUHATUIO HOBOTO CTaHJIApTa Kpunrorpapuueckod 3amuTel. B
okTsi6pe 2000 r. xoHkypc 3aBeprmics. [loGegurenem Obin1 mpusHan mudp Rijndael [5.8],
paspabotannblii 6enpruiiiamu /1. Jlelimenom u B. Paitmenom. Anroputm Rijndael cran ocHoBoit
11t HoBoro aMmepukanckoro ctangapta AES (Advanced Encryption Standard), kotopsiit B 2001
r. mpumen Ha cmeHy DES wu Triple DES u neiictByer m mo ceit nens. Rijndael - »t0
UTEpaIMOHHbIN OsouHbll mudp, uMeronmii apxurektypy "Ksazapat". OH OBICTpBINA, MPOCTOH,
3alUIIECHHBIN, YHUBEPCAIbHBINA U XOPOIIO MOAXOAUT JIJIsl pealn3aluu Ha cMapT-kaprtax. [udp
UMeeT MEPEMEHHYIO JJIMH Y OJIOKOB U pa3iInuHble JJIMHBI KiIrouei. JnuHa kiroua u JuiMHa 6J10ka
MOTYT OBITH paBHbI HE3aBHUCHUMO JApYyr oT npyra 128, 192 umu 256 Outam. B cranmapre AES
ompejeneHa JUIMHa Onoka, paBHas 128 Owurtam. Illudpp AES xapaxrtepusyercs xoporueit
YCTOWYMBOCTHIO TIO OTHOLIEHHUIO K aTakaM MO0 MOIIHOCTH U 1o BpeMeHH. MimMeHHo 3ToT mudp
PEKOMEHIyeT UCIO0Ib30BaTh Microsoft ist CHMMETpHYHOTO MH(POBAHUSL.
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OTteuyecTBEHHBIH CTaHAAPT MU(PPOBAHUA HOCUT OQUIMATIBHOE Ha3BaHHUE "AJTOPUTM
kpuntorpaguueckoro npeodpazosanus I'OCT 28147-89" [5.10]. Kak sBcTByeT u3 ero Homepa,
crangapT 6bul npuHAT B CCCP B 1989 r. Ecnu oxapakrepusoBath anroputm ['OCT B camom
olmieM Buje, TO OH sBigeTcs OJOYHBIM IK(pPOM, MOCTpoeHHBIM Mo cxeme Deiictens ¢ 32
uKiIaMu mugpoBanus. nuHa nHpopManroHHoro 010ka - 64 6ura, JuiMHa Kitoya - 256 OuT.

Ocuosuble oTianuus ainroputMa ['OCT ot amroputma DES - B crpoenun ¢yHkium,

752 X Zy8 — Zy2
KOTOpasi OCYILIECTBISIET OTOOpakeHue “ 2 2 2%, W anropuT™Me BBIPAOOTKH
IIUKJIOBBIX KIf04Yel. Ml B TOM U B Jpyrom ciiyyae mpeoOpa3oBaHusi, UCIIONb3YEMbIE B ITOPUTME
I'OCT, mnpome mis nporpaMMmHoi peanusanuu. HcciemoBanusi [5.9] moOKa3bIBalOT, 4YTO
POCCHICKUN CTaHIAPT HE YCTyMHaeT Mo CTOMKOCTH amepukanckomy AES.

OcHOBHass wuJes MOTOYHOrO MHM(POBAHUA COCTOMT B TOM, YTO KaxAbli u3
MOCJIEIOBATEIbHBIX 3HAKOB OTKPBITOTO TEKCTa IOJBEpraercs cBoeMmy mpeoOpasoBanuio. B
ujeane pasHble 3HAKW OTKPHITOIO TEKCTa IOJBEPraroTcs pa3HbIM HpeoOpa3oBaHUSAM, T.€.
npeoOpa3oBaHUe, KOTOPOMY TOABEPralOTCsS 3HAKH OTKPBITOTO TEKCTa, JOJDKHO HM3MEHSTHCS C
KaX/IbIM CJEIyIOIMM MOMEHTOM BpeMeHH. Peanusyercd sTa ujes cieayromuM o0pas3oM.

HekotopbiM criocoOoM MoTydaeTcsi MOCIEeIOBATEIBHOCTh 3HAKOB ki, k., Ha3bIBaeMasi
KITFOUEBBIM TTOTOKOM ( keystream ) wim Gerymmm kimrouom ( running key, RK ). 3atem kaxbrii
1 ki

sHaK ‘LI OTKPBITOrO TEKCTa MOJABEPraeTcsi 06PaTHMOMY TPeoOPa3OBAHMIO, 3aBHCSILEMY OT
COOTBETCTBYIOLIETO 3HAKA KIFOYEBOT'O MOTOKA.

[Torounble muQpPHI MOYTH Bceraa paboTaroT ObicTpee M OOBIYHO TPEOYIOT ISl CBOEH
peanu3alMi TOpa3l0 MEHbIIe MPOrpaMMHOTO Kojaa, 4YeM OmouHble mm¢pel. Hawmbonee
U3BECTHBI MOTOUHBIA MmuUdp Obul paspaboran P. Pusectom; sto mmpp RC4, koTopsrit
XapaKTepU3yeTcs NMEPEMEHHBIM pa3MepoM Kiro4a U O0alT-OpHeHTHPOBAHHBIMU onepauusMu. Ha
oauH OalT Tpebyercs oT 8 no 16 neiicTBuil, mporpaMMHasi peanu3anus mudpa BITOIHAETCS
o4yeHb ObICTpO. He3aBucuMble aHAMTHKH MCCIEI0BATHN MUQP, U OH CYATACTCS 3aIUIICHHBIM.
RC4 ucnons3yercs g mudpoBanus ¢aito B Takux usaenusx, kak RSA SecurPC. On takxke
NPUMEHSETCs Ul 3aIlIUThl KOMMYHHKALMH, HAmpuMmep, s MH(QpPOBaHUS MOTOKA JAaHHBIX B
WHTepHeT-coeAMHEHUX, UCIIONB3YIOMUX MPoToKoI SSL.

B uncno mudpos, kotopsie Microsoft Mo TeM WM MHBIM NPUYMHAM HE PEKOMEHAYET
UCMOJIb30BaTh 151 CHMMETPUUYHOTO HIM(POBAHUS, BXOJIAT CIEAYIOIIHUE:

DES (Ilpwuusbl: Manas jyiHa Kaoder - 56 Out; ecnmu B 1993 r. araka Ha airoputm
3aHsna 3,5 yaca Ha MalldHE CTOMMOCTBIO $1 MIIH., TO CEromHs B3JIOM MOXHO OCYIIECTBHTH B
peamsHoM Bpemenu; 3DES sBnsercs Ooniee 3amiumieHHBIM, HO HaJM4YWE JTyYIINX BapHaHTOB
JieNIaeT ero MCIoJb30BaHUE HEONPABIaHHbIM);

IDEA ( International Data Encryption Standard )- xoTs anunHa kiatoda (128 6ur) siBasercs
npuemseMoil, Microsoft mpoBoaur anamorun c aiaroputMom DES: kak wu3BectHo, NSA
MOJI03PEBAIOCH B CO3HATENbHOM ocnabneHnn ainroputma DES, 9ToOBI JeTko mpocMaTpuBaTh
3amupoBaHHbIE COOOIICHHUS;

RC2 u RCS5 - mpuunnsl HenoBepust Microsoft k atum mmdpam te xe, uto k DES n IDEA.
[Tockonbky Ui MHMQPPOBaHUSA HCHOIB3YIOTCA "OTHOpa30Bble OJOKHOTHI', CIaObIM MECTOM
MOJKET CTaTh I'€HEepaTop ICEeBAOCIyYalHbIX MocienoBaTenbHOCTeH. COBpEMEHHON TEeHIEHIMEH
ABJISICTCS WCIOJIb30BaHUE OJOYHBIX HIM(POB B peXHMME MOTOYHOIo IM(ppoBaHUs (Hampumep,
norouHoe mudppoBanue odecnieunBaroT pesxkumbl CBF u OFB mnst anroputma DES nmm pexum
rammupoBanus 1yt anropurMa 'OCT 28147-89);

Blowfish m Twofish - kpuntoamropurmsel, pa3paboranusie bprocom Illnaiiepom (B.
Schneier), ynoBieTBops0T TpeOOBaHUAM CTOMKOCTH, HO He SBJSIOTCA craHaapramu: Twofish,
SBIISIOIUICS OoJiee mo3aHel Bepcueit Blowfish, Bermen B dpunan konkypca Ha 3ameny DES, HO
yerynun mudpy Rijndael ;

CAST: HecMOTpss Ha TO, YTO AJITOPUTM IMOKa3ayl ceOsl yCTOMYMBBIM K JIMHEHHOMY U
mddepeHnIranbHOMY KPUIITOAHAIN3Y, OH UMEET CIMIIKOM Malylo AJIUHY Kitoua - 64 OuTa;
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I'OCT 28147-89: Microsoft momo3peBaer croikuii mm¢pp B HaIMYuM "mazeek” -
"backdoors".

KpunroanropuT™sl ¢ OTKPBITEIM KIIFOUOM

B acumMmerpuuHoil  kpunrtorpapuu Ans  3ammpoBaHUS U paciIddpoBaHUS
UCTONB3YIOTCS  pa3nuyHble  (QyHKIuH. CTOWKOCTh aCHUMMETPUYHBIX KPUIITOAITOPUTMOB
0asupyeTcsi Ha pa3peluMOCTH JIeKallMX B MX OCHOBE MaremaTHueckux mpoOiem. Iloka He
HalJleH TMOJIMHOMUAIBHBIA AJITOPUTM PpEIICHUS 3TUX NpoOJeM, JaHHBIE alrOpUTMBbl OyayT
cTOHKH. B »TOM 3akirodaercs OTIMYME CUMMETPUYHOIO M aCUMMETPHUYHOTO MIM(PPOBaHUS:
CTOHMKOCTb IIEPBOTO SBJISETCS HEMOCPEACTBEHHOM M HAY4YHO JOKa3yeMOM, CTOMKOCTb BTOPOIO -
MpeanonokuTenbHoi. Kpome TOro, acMMMeTpUYHbBIE KpPUIITOAITOPUTMBI TPeOYIOT Tropasjo
6oJiee MHTEHCUBHBIX BBIYUCICHUN U TIOTOMY SBIISIOTCS 0oJiee MEIJICHHBIMH.

Haubonee n3BecTHbIE KPUNITOCUCTEMBI C OTKPBITHIM KIIFOUOM:

Prox3aunas kpunrocuctema ( Knapsack Cryptosystem ) [5.13];

Kpunrocucrema RSA ;

Kpunrocucrema Dnp-I'amans - EGCS ( El Gamal Cryptosystem );

Kpunrocucrema, ocHoBaHHasi Ha cBoicTBax sumnTudeckux Kpusbix - ECCS (' Elliptic
Curve Cryptosystems ).

[TprmeHeHre anropuTMOB MUGPOBAHUS C OTKPHITHIM KIFOYOM MO3BOJISET:

U30aBUTHCS OT HEOOXOJMMOCTH CEKPETHBIX KaHaJOB CBSA3M Ul IPEABAPUTEILHOTO
oOMeHa KITFOYaMHu;

cBeCTU MpoOlieMy B3lloMa Imudpa K pelIeHUIo TPyIHOH MaTeMaTH4eckoil 3a1auu, T.e., B
KOHEYHOM cueTe, NPHUHLUIUAIBHO TMO-APYyroMy THOJOWTH K OOOCHOBAaHUIO CTOHKOCTH
KPUITOCUCTEMBI;

pemate cpeAcTBaMM Kpunrorpaduu 3ajaud, OTIMYHBIE OT IMIM(POBaHUS, HaNpuUMep,
3ajjauy obecreueHus FOPUANIECKON 3HAUMMOCTH JIEKTPOHHBIX JIOKYMEHTOB.

Jns pemenus npoOiemMbl, OMHMCAHHON B IMOCIEIHEM IYHKTE, OBLIM MPEIIOKEHBI
pasnu4Hble CXeMbl 3JeKTpoHHO-umbpoBoil mommucu ( OUIT ). DUII  no3somser
ayTeHTU(UIIMPOBATH aBTOpa HHPOpMAIUH, Nepeaaronieiics B iudppoBoM Buje. B onpeneneHHbIX
CUTyalusx (Hampumep, B dJIEKTPOHHOW KOMMEPLIUHU MPU OCYILIECTBIEHNUHU CIIEIOK MO KyIUIE WIN
npogaxe) DL mo ropuauueckoit cuie npupaBHUBAETCSA K 00bIYHOM noanucH "ot pyku". Kpome
TOTO, JEKTPOHHAS MOJMUCH MO3BOJIAET YOSIUTHCA B TOM, UTO MHPOpPMAaLUs He Oblia MCKakeHa
IIpH nepeaye.

Cxema JUII nomkHa onpenensTs TPU CIEAYIOMNX aITOPUTMA:

QJITOPUTM MOJIIHCH;

AJITOPUTM IPOBEPKU MOJIHUCH.

QJITOPUTM T€HEpALMU KIIFOUEBOM Maphl Ui MOJANKCH U €€ IPOBEPKU;

RSA [5.14] - xpunTorpaduyueckasi CuCTeMa ¢ OTKPBITBIM KITFOYOM, oOecreynBaromias ooa
MeXaHM3Ma 3aluThl: MmHdpoBaHue U 1UPpoByr mnoamuch. Kpunrocucrema RSA Obina
paspabortana B 1977 rogy u Ha3BaHa B yecTh aBTOpoB: Ponanmbna Puecta, Aau Lllamupa u
Jleonapna Annemana.

[Mpuniun e€ neiictBust B cienyromeM. bepyTcss nBa OOJBIIMX CIy4alHBIX MPOCTBIX

qucna Pu 4 NPUOIM3UTEIFHO PAaBHOW pa3pSIHOCTH W BBIYUCIACTCS HX MPOHM3BEICHUE
I=Pq . 3arem BbIOMpaeTcss umciao ', B3aMMHO TPOCTOE C  TMPOU3BEIACHHEM

(p—1)(g—1) d=e Y mod(p—1)(g—1))

U BBIYHCIIICTCA YHCIIO , B3aMMHO

npocroe ¢ 1.

Yucma © u Tl cTaHOBATCS OTKPBITHIM KIIFOYOM, YUCIIO ( {- 3aKpBITBIM. UTOOBI €CO3/1aTh
mmdpreker , oTnpaBuTenb Bo3BoauT coodmienue /1l B crenens € mo momymro 'L, roe € u 11 -

L] r [ \
MOKAa3aTCJIn OTKPBITOTO KJIKOYA IMOJTYyqaTCIIsd: c=m l' ;”Ud” 'l .

Yto06s1 pactmmdpoBaTh NOTYISHHBIA MUGPTEKCT , oTydarenb BHIYUCIET (B CTETICHN

, d
d 10 momymo T 1 11V = ¢ (modn)
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Ecnu aGoHEeHT A XO0YeT MOJATBEPUTh CBOE aBTOPCTBO COOOIIEHHS, OH CHayaia mudpyer
€ro Ha CBOEM CEKPETHOM KJII0Ye, a TOTOM Ha OTKPBITOM Kitoue aboHeHTa b. CooTBeTCTBEHHO,
aOoOHEHT b mpuMeHseT K MOJyYeHHOMY COOOIIEHUIO CBOW CEKPETHBIM KIIOY U OTKPBITHIN KIIIOY
a0OHEHTa A; ycrenrHoe pacimm@poBaHue SBISICTCS TapaHTHEH TOTO, YTO OTIPABUTH COOOIICHHE
MOT TOJIbKO a0OHEHT A.

Cxema Onp-I'amans [5.15] ocHOBaHa Ha TPYIHOCTH BBIYUCICHUS JIUCKPETHBIX
JorapupmMoB B KOHEYHOM IIOJI€ B CPaBHEHUM C JIETKOCTHIO BO3BEICHHUS B CTENEHb B TOM K€
camoM IoJIe.

Jnist reHepanuy napsl KJItoYe cHavyaja BRIOMpAeTCs MPOCTOE YHCIIO Py JIBa CIIy4alHbIX
yucima, -~ u J'; oba 3TM uYmMcna JOMKHBI OBITH MEHBIIE P 3arem Bbrumcusercs
H )
y = g"(modp)

OTKpBITBIM KJIIOYOM CTaHOBSITCS Y , Iu P n Y , U P mosxno cAenarb OOLIUMU ISt
TPYIIBI TOJIb30BATENCH. 3aKpbIThIM KiIrO4oM sBisietcst L. Temepb, uToOBI 3ammdpoBath

l

coobmenue /1l cHauama BBIOMpaeTCs CllydailHOE Jit', B3aMMHO TIPOCTOE C P = 1. 3arem

.'!.'- \ A f \
sermenores @ = 9" (modp), b = y"m(modp) Mapa  @u D seasercs
mUGPTEKCTOM, UYTO YBEIMYHMBACT MCXOJHOE COOOIICHHWE B ABa pasza. s pacmmdpoBanms

£
BhrmCseTes |1 h/” \ ””"”IJ”]_

Ha cxeme Dnb-I'amans 6asupoBanuck cranaaptsl DL B Poccun u CIIA, npunsarteie B
1994 rony [5.17, 5.16] u nelictBoBaBume BIIoTh 10 2001 T.

[Tocneanue mareMaTudyeckue JOCTHXKEHHUS MTOKa3alid, 4To IpodiieMa JorapuMupoBaHus
B KOHEUHBIX HOJISX HE SBJISIETCS AOCTATOYHO NMPOYHbIM (yHIamenToM. Hanbonee a3 dexTuBHbIe
Ha CErOJHSIIHMM JI€Hb aJrOPUTMBl JUCKPETHOTO JIOTapU(PMHUPOBAHUS HMMEIOT YK€ He
HKCHOHEHIMATbHYI0, a CYOIKCIIOHEHIHMAIbHYI0O BPEMEHHYIO CIIO0XKHOCTb. OTO aJrOpUTMbI
"index-calculus", ucnonws3yromue (akTopHyro 0a3zy, K YHCIy KOTOPBIX OTHOCSITCS QJITOPUTM
Annemana [5.18], neckonbko Bepcuii "COS" (anropurma Konmnepemuta-Opnsikko-Lpenmnerns)
[5.19] u pemero uucioBoro nous [5.20]. Benytcst paGoTbl 1o MOBBIMIEHUIO 3()PEeKTUBHOCTU
3THUX anropuTMoB. Tak, MeTos, onucaHHbIi B [5.21], HanpaBiieH Ha MoBbIIeHHE () (HEKTUBHOCTH
pelIeHus] JTUHEHHBIX YpaBHEHHH B KOJIbLIAX BBIUETOB, IMOCKOJIBKY BCE CYOIKCIOHEHIUAIbHbIE
METOBbI IUCKPETHOTO JOrapu(pMHUPOBAHUS CBOJATCA K 9TOM 3a/1ay4e.

Psin ycmemHbIx aTak, ONMMCaHHBIX, Hanmpumep, B [5.23], HA cuUCTEMbl, OCHOBaHHBIC Ha
CJIO’)KHOCTH JTUCKPETHOTO Jiorapu(MUpOBaHUsS B KOHEUHBIX MOJIAX, puBed K Tomy, B 2001 T.
Poccun u CIIA Obuin npusHsATH HOBBIE cTaHfapTel Ha OLII [5.22, 5.24]. Ilpoueccsl
¢dbopmupoBaHus U MpoBepkH u1eKTpoHHOM DLIII cylecTBeHHO HE M3MEHWINCH, OJIHAKO BMECTO

N () TR
3JIEMEHTOB KOHEYHOTO TOJIs GI {-'} ) 170 031 GI \P) OHU ONEPUPYIOT AIIIUITHYECKUMHU
YlCllaMU, T.€. PELICHUSAMU YpaBHEHUS JIUIMNTHUYECKUX KPUBBIX HAJ| YKa3aHHBIMH KOHEUYHBIMU
MOJISIMM, @ POJIb OMNEpPAllMM BO3BEACHUS B CTENEHb B KOHEYHOM II0JI€ BBIMOJHSET OIEepalus
B3STUSI KPAaTHOM TOYKHM JJUTUNTHYECKON KpuBou. Ecnm crapeiit poccuiickuit crangapt LI
ornepupyeT 1024-OuToBbIMU OJIOKaMHU, TO HOBBIA - 256-OMTOBBIMH, HO TpU ITOM OOIamaeT
OosbIIell CTOWKOCTBIO. BaXHO OTMETHTBH, UYTO CHEUHANBHBIA BBIOOp THIA AIUTHIITHYECKOM
KPUBOH MO3BOJISIET HE TOJIBKO BO MHOIO pa3 YCIOXHHUTH 3ajady B3noma cxembl OUII, HO n
YMEHBIINUTh pabouuii pazMep OJOKOB NaHHBIX. KpHUNTOCHMCTEMBI Ha OCHOBE AILIUITHYECKOMN
KPUBOH IOJIy4alOT Bce OoJblliee PAacHpOCTpaHEHUE CKOpee Kak ajlbTepHaTHBa, a HE 3aMeHa
cuctreMaM Ha ocHoBe RSA. OHHM uUMEIOT HEKOTOpble MPEUMYIIECTBA, OCOOEHHO MpH
UCITOJIb30BaHUM B YCTPOWCTBaX C MaJIOMOIIHBIMU MPOLECCOPAMHU W/WIM MaJICHbKON NMaMSThIO.
Tak, cormacHo cragmapty CIIIA [5.24] Ha BbIpaOoTKy U Bepudukarmo nudpoBoit moamnucu DSS
( Digital Signature Standard ), DLIIT MokeT BbIpabaThIBATHCS 1O OAHOMY M3 TPEX aJrOPUTMOB:
DSA ( Digital Signature Algorithm ), ocHoBaHHOMY Ha Mpo0OyieMe AUCKPETHOTO Jorapudma B
koHeuHoM mone, ANSI X9.31 (RSA DSA) [5.26] unu ANSI X9.63 [5.25] ( EC DSA - anroputm
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BBIpAOOTKHM TOJIMUCH, OCHOBAHHBIM Ha MpoOieMe IUCKPETHOro Jiorapupma B IpyImie TOYeK
AITUNTHYECKON KPUBOM HaJl KOHEYHBIM IOJIEM).

HIudposanue Ha miardhopme Windows

[udposanue - 310 ¢dopma kKpunrorpaduu, NpeAHa3HaAuYEHHas A MpeoOpa3zoBaHUS
OTKPBITOI'O TEKCTa C IMOMOIIBIO HEKOTOPOTO AITOPUTMA TaKMM 00pa3oM, YTOOBI pe3ynabTaT ObuI
OeccMbIciuLe IS I, He 00Ja/aioliero HeKOTOPhIM CEKPETOM I PACKPBITHUS UCXOIHBIX
nanHbX. llludpoBaHue JTEKUT B OCHOBE TaKUX Mep O€30MacHOCTH, Kak HU(pOBas MOAIMMUCH,
uuppoBoit cepTuduUKaT, HHPPACTPYKTypa OTKPBITHIX Kioued u ap. Ilepeuncrnennsie
TEXHOJIOTUH MO3BOJISIOT MOBBICUTH OE€30MAaCHOCTH OINEPALUi, BBIMOIHAEMBIX C HCIOIb30BAHUEM
BBIUUCIUTENbHOU  TexHUKW. [Jlnsg 3ammdpoBanus u  pacmudpoBaHus  MHPOpMALUU
UCTONB3YIOTCS Kitoud. Kirou - 3T0 mepeMeHHas, JUIMHAa KOTOpOM u3MmepsieTcst B Outax. Uem
0oJIbllle ABOUYHBIX pa3psoB B MCIOJIB3YEMOM KIIOUe, TeM CIIOXHee B oOuiem ciydae Oyzaer
B3JIOMaTh MUPD.

Ha mmarpopmax Windows XP u Windows Server 2003 xommanusi Microsoft
PEKOMEH/IyeT UCIO0Ib30BATh CIEAYIOIINE KpUnTorpadhuyeckue aroputmsl [5.11]:

AES-128 (unu AES-192, unu AES-256 );

RSA 2048 (unu ¢ emie 6onee ATUHHBIM KIFOUOM);

SHA-2 (t.e. SHA-256 unu SHA-512 );

DSA (unu SHA-2 / RSA).

Kpunrorpadpus Windows Vista (1 Longhorn Server ) cooTBeTCTByeT peKOMEHAAlMIM
ArenrctBa Hanmonanenoit bezomacHoctn CIA m HanuoHanbHOro MHCTHTyTa CTaHIAApTOB U
texHoiorun ( NIST ) mo peanusauuu npotokosnoB "Suite B" [5.12] u mpemycmatpuBaer
UCIIOJIb30BAaHUE ACUMMETPUYHBIX KPUIITOAITOPUTMOB HA OCHOBE JIUIMITHYECKUX KPHBBIX.
Anroputmsl "Suite B" Bittouaror:

AES (mmdposanue);

EC-DSA (anexTpoHHO-1H(pOBast MOAMNKCH);

EC-DH unu EC-MQYV (00MeH CEKpeTHBIMU KII0YaMH );

SHA-2 (xemmpoBaHue).

Hanee MbI 6osee MOAPOOHO PACCMOTPUM AITOPUTMBI HMIM(POBAaHUS (C CEKPETHBIM H
OTKPBITBHIM KIIFOUOM) M aITOPUTMBI XCIIUPOBAHUS, a TAK)Ke MpUBEIeM pekoMeHaauuu Microsoft
OTHOCHUTEJILHO UX IPUMEHEHMUS.

Kparkue urorn

B naHHON seKkuMuM paccMOTPEHbl OCHOBHBIC TOHATHS M ONpEACTCHUS M3 OO0JIaCTH
kpuntorpadguu. OmnucaHbl cXeMbl pPabOTHl CHUMMETPUYHBIX U ACUMMETPUYHBIX IMIH(POB.
VYKa3zaHbl CTaHAAPTHI, PEriIaMeHTUPYIOIINE HCIoNb30BaHue kpuntorpaduu B Poccun u CILIA.
[Ipencranens! pekoMenaanuu Microsoft mo npuMeHeHHI0 KpUNTOrpahuIeCcKUX alroOpuTMOB.

ITocTanoBKa 3a1a4M K NPpaKTH4YeCKOH padoTe 4

1. U3yunTh npeasiaraeMplil TEOPETUUECKUI MaTepHal.

2. CocTaBuTh Ou3Hec-1IaH BHEJPEHUS MHCTPYMEHTOB NIEPCOHAIIBLHOMN
kubepOe3onacHocTH. PaccMOTpeTh 3alUTy BCEX ammapaTHBIX CPEACTB U CPEJCTB CBSI3U, B TOM
qHcie NMEePCOHATBLHOIO KOMIbIOTEPa, HOYTOYKa, cMapT(hOHA M YCTPOWCTB MOJKIIOUEHHS K CETH
HuTtepner.

3. PaccuntaTp MHHHMMAJBHYIO, CPEIHIOK® M MAaKCHUMaJbHYI0 CMETYy BHEIPEHMS
MHCTPYMEHTOB NeEpCcOHAIbHON KubepbesomnacHoctu g Bamero noma. O60cHOBaTH BBIOOP
BapHaHTa.

4. OpopmuTth OoTUeT MO MpakTUdeckord padote. [IpencTaBuTh OTYET MO MPAKTUUYECKOM
paboTe a5 3aIUTHI.

BapuaHThl HHAUBUAYAJIBHBIX 32IaHUM

B cooTBeTcTBUU ¢ MOTYUYEHHBIM 3aaHHEM cPOPMHUPOBATH PEIICHHE U AAaTh €r0 OMHCAHUE
CO CKPHHILIOTaMH BBITTOJIHEHHBIX JI€VCTBUIA.
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Ne  |OOBEKT 3aIIUTHI O6J1acTh 3aIIUTHI
1 CTyJIeHT YHUBEpPCUTETA HoytOyk, cMapTdoH, cpenacTsa
CBSI3U
2 [T-cnenmpanuct Ha  yganeHHoMI IepcoHABHBIN KOMITBIOTED,
nocTyte HOYTOYK, cMapT(doH, CcpencTBa
CBSI3H
3 Mopaepatop  uHpOpManuoHHOTO[lepcoOHATBEHBIN KOMIIBIOTED,
pecypca HOYTOYK, cMapT(oH, CpencTsa
CBSI3U
4 Crinu-paiitep HoyTtOyk, cmapTdoH, cpeacTsa
CBSI3U
S biorep HoyTtOykx, cmapTdoH, cpeacTna
CBSI3U
6 [ IxompHUK HoyTtOykx, cmaptdoH, cpencTna
CBSI3H
7 Menemxep cpenHero 3BeHa HallepcoHanbHBIN KOMIIBIOTED,
yIaJeHHOM JOCTYTIe HOYTOYK, cMapT(oH, CpencTBa
CBSI3U
8 Crienmanuct mo aHanu3y AaHHBIX[IepcoHanbHBIN KOMIIBIOTED,
Ha yJTaJICHHOM JIOCTYTIC HOYTOYK, cMapT(doH, CcpencTBa
CBSI3H
9 PazpaboTumnk CalTOB HallepcoHaNbHBIN KOMIIBIOTED,
yIaJeHHOM JOCTYTIe HOYTOYK, cMapT(doH, CpeacTsa
CBSI3U
10  [Iporpammuct Ha  ynaneHHoMIlepcoHanbHBIH KOMIIBIOTED,
mocTyrie oyTOyK, CMapTQoH, CpEACTBA
BSA3U

ConepxaHue oT4yeTa

[lo BbImonHEHHON paboTe cocraBisgercs oT4eT. OTYET BBIMOJHAECTCA B DJICKTPOHHOM
Buje. [1o BEIMOTHEHHOMY OTYETY MPOBOIUTCS 3aIIUTa MPAKTHYECKON pabOTHI.

Otuer mo nabopaTopHOW paboOTe MOIKEH COCTOATh M3 CIEAYIOUIMX CTPYKTYPHBIX
AIIEMEHTOB:

- TUTYJIbHBINA JTUCT;

- BBOJIHAS YaCTh;

- OCHOBHasl 4acTh (OmucaHue paboThl);

- 3aKJII0YEHHE (BBIBOIBI).

BBojHas yacTh oTUeTa TOJKHA BKIIFOYATH IMyHKTHI:

- YCIIOBHE 33]1a4H;

- TIOPSIIOK BBITIOJTHEHHUS.

- MPOTPaMMHO-AaIapaTHBIE CPEICTBA, HCIIOIB3yEeMbIC MTPH BHITIOJIHEHHH PaOOTHI.

3amuTa oT4YeTa M0 MPAKTHYECKOM paboTe 3aKIII0YaeTCs B MPEABIBICHUH MPEIO/1aBaTETI0
MOJTYYCHHBIX PE3yJIbTAaTOB B BUE (hailia M IEMOHCTpAIMH MOTYYSHHBIX HAaBBIKOB TPH OTBETAX
Ha BOIMPOCHI MPEINOo/1aBaTesl.

KoHnTpo/ibHBIE BOIPOCHI

1. O630p aHTUBUPYCHBIX CPEJCTB 3AIIMUTHI NMPH OPTraHU3AlMHU CHUCTEMbl NEPCOHATBHOM
knOepOe30nacHOCTH.

2. AHTHBHpYCHas 3alllUTa NEPCOHATBHBIX KOMIIBIOTEPOB M MOOMJIBHBIX YCTPOICTB.

3. Bpanamayspsl.

4. KoMIOHEHTHI anmapaTHBIX CPEJCTB 3aLUThl UH(OPMAIIHH.
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IIpakTH4eckoe 3ansaTHe 5. [lepcoHanbHas KnOepOe30NaCHOCTDL B HHTEPHET-
OaHKHMHTIe

Heasb paGoThl: M3yuyeHHE OCHOBHBIX MOHATHH NEpPCOHATBHONW KHOEpOEe30MacHOCTH B
MHTEepHET-O0aHKUHTE.

OcHoBBI TEOpUH

HuTepHeT-6aHK — 3TO CHUCTEMa yAaJeHHOIo JOCTyNa K YIPaBJICHHWIO CBOMMH CUETaMU
yepe3 MHTepHer Ha caiite OaHka. DTO BUpPTyajbHOE OOIIEHHE C OaHKOM, 4Yepe3 CalT B
WHTEPaKTUBHOM pexkume. /s paboThl B HEl HEOOXOIUMO MOIKIIOUYCHUE dTOW yCIyTH B oduce
0aHKa WM MO TelnedoHy M HaTU4Me KOMIIbIoTEpa ¢ BbIXoAOM B MHrepHer. [lonkmtouenue u
oOciTyKMBaHME B 3THX CHCTEMax, Kak MpaBujo, OecriatHoe. KiMeHT oraduMBaeT TOJIBKO
CTaHAapTHbIE OAHKOBCKHE KOMHCCHUH 3a NPOBEJCHNE TUIATEekKEH.

B BupryanbHoM oduce 6aHKa MOKHO COBEpIIaTh pa3HOOOpPa3HbIE ONEpalMd — CIHUCOK
YCIYT TPAaKTUYECKU TOT K€, YTO M B JIIOOOM pealbHOM OT/ENEeHUH. VICKIIIOUeHHs COCTaBISIOT
JIUIIb OTIEpalliyl C HAJTMYHBIMU U OTIepalliy, CBSI3aHHBIE C IPOBEPKOM TOKYMEHTOB.

B niennom nomoOHeIe cCMCTEMBI MOTYT TO3BOJISTS:

MPOBEPUTHh COCTOSIHME CUETa U TMOJIYYUTh BBINHUCKY 3a JIF0OOH MPOMEXYTOK BPEMEHH,
JieNIaTh MEPEBO/IbI HA CUeTa IOPUANYECKUX U (PU3NYECKUX JIUIL;

NEPEBOJUTh JEHBIU MEX]y CBOMMHU CUETaMM, a TAK)K€ OCYIIECTBISATH MEPEBOJ MEXY
CUYETaMU B PAa3HOMU BaJIOTE B PEKUME OHJIANH;

MIPOU3BOJUTH OIUIATY KpeauTa (OCYLIECTBUB HEPEBOJ C TEKYIIEro CYeTa), IOCMOTpPETh
CIIMCOK OIepaluii 0 KPEAUTHON KapTe U Ap.

EcTb Takke psii cnenualbHBIX YCIYT — HalpuUMep, CPOYHbIN aerno3uT. KineHt umeer
BO3MOXHOCTh B peXHMME OHJIaH BbIOpAaTh BUJ M CYMMY, BAJIIOTY JEMO3UTa, a TaKXe CUeT JUIs
3ayucIiieHus NpoleHToB. [locie 3Toro cpouHslif AeMo3UT OyAET OTKPHIT, MPUUYEM MOJIB30BATEIIO
Ja’ke He TIOHAI00UTCS exaTh B OT/Je/IeHHe OaHKa.

C nomoip10 HHTEpHET-0aHKOB MOKHO OILUIATUTH!

KOMMYHAJIbHBIE [IIaTEXKU;

YCIIyTH ONEepaTOpPOB CBsI3U (MOOWIbHBIN TenedoH, CTallMOHAPHAS CBSI3b);

WHTEepHET N KOMMEPUYECKOE TEIEBUACHHUE;

CTpPaxoBbI€ B3HOCHI;

HaJIOT'H;

mrrpadsl 3a Hapymenue [1J1/1, rocrionuinHs u ap.

Jns ynoOCcTBa MCHOJIB30BAHUS M 00ECIEUEHUs] ONEPAaTUBHOIO JOCTyHa K perysipHbIM
iarexaM BO3MOXKHO CO3/IaHH€ IaOJOHOB [UIsl JTHUX IUlaTeXed wuium mnepeBojoB. Jlis
MEXOaHKOBCKHMX TI€peBOJIOB ynoOHa Takas mojckaszka: mocie BBoga BUK (GankoBckoro
UACHTU(UKAIIMOHHOTO KoJa) OaHKa — TMoOJydaTess IulaTeXa BCE OCTalbHBIE €ro JIaHHBIE
3allOJIHAIOTCS. aBTOMATUYECKH. B HEKOTOPBIX CHCTEMax MOXKHO HACTPOUTh ABTOMATUYECKOE
MIPOBEJICHNE PEryJISIPHBIX IUIaTeXeH WM OTIOKEHHBIM IUIaTeX, HAapuUMep M0 MOCTYIUICHUS
cpeacTB Ha cueT. Ecam Bbl JOMyCTHIM OIIMOKY B PEKBH3HMTAX, BBOJS JaHHbIC IUIATEKa, TO
WCIPAaBUTH OIMIMOKY W HANPaBUTh 3aBUCIINE JCHBIU 110 BEPHOMY IIYTH MOXHO, TOJIBKO MOCETUB
OaHK.

Bce cuctembl nHTEpHET-OaHKMHra paboTarOT MO OJAMHAKOBOMY NpUHIMIY. C KIHEHTOM
3aKJIFOYAETCsl TOTOBOP, IMOCJIE YEro €My JaroT JIOTMH M NapoJib, C MOMOUIbI0 KOTOPBIX MOKHO
BOITH Ha caiiTe 0aHKa B CBOW JU4YHBIN KaOuHeT. TaMm 3anonHsroTcst napameTpsl miarexa (OUO,
HOMEp JO0roBopa Ha OOCIyXHMBaHHE, KOJ KOMMYHAJIBHOIO IUIaTeXa W T. I.) U YKa3bIBaeTCs
TpeOyemas cymMa. Hukakux crieninaibHbIX HABBIKOB HE HYXHO.

Camble OueBUIHBIC NPEUMYILECTBA — HHTEPHET-OAHKUHT MO3BOJISIET YIPABISATH CBOMMHU
cyeTaMu U3 JII000ro MecTa KpyriocytouHo. Kpome aroro, GonpimnHCTBO onepanuii B UuTepHeTe
OCYIIECTBISCTCS MTHOBEHHO, 1 KOMUCCHH 110 MHOTMM OIE€palysM B HHTEpHET-0aHKe HUXKe, YeM
IIpY BU3UTE B OT/IeTIeHHE OaHKa.

besonacHocTh
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DKcIepThl YTBEPXKIAIOT, YTO B HACTOSIIIEE BPeMs KIIMEHThl HHTEpHET-0aHKHHIa PUCKYIOT
He OoJiblile BIAJENbLEB KapTOUeK, MOJb3YIOIMUXCs OaHKOMaTaMHu WM TepMuHaitamu. [Ipexne
YeM IOJIyYUTh AOCTYI K CUCTEME, 000 KIMEHT MPOXOAUT WACHTU(DHUKAINIO (aBTOPU3ALIUIO) U
ayreHTHuKauuio. be3omacHocTh JocTUraeTrcs, Kak OpaBWJIO, € TOMOUIbIO Haposis,
KOHTPOJIBHOTO BOINpPOCA, SJEKTPOHHOM NOAMMUCH (aHaior OOBIYHOM, MpeacTaBiseT coOoi
M3BECTHBIM TOJIBKO MOJb30BaTen0 Habop mudp). CyliecTBYIOT Takke MEepeMEHHbIE KOJbl U
KapThl JOCTYIA, CTPAXYIOIINE KOMIIBIOTEPHI KJIMEHTOB OT BUPYCOB.

baHku HacTOsATENbHO PEKOMEHAYIOT KIMEHTaM IpOoCcMaTpuBaTh CYE€Ta W COBEpLIAThH
Olepaly TOJBKO C JMYHOTO KOMIIBIOTEpA, IOCKOJIBKY IIpHU BbIXOAe B MHTEpHET ¢ 4dyXkoro
KOMITBIOTEpA BO3pPACTalOT PUCKH YTpaThl KOH(UIEHIMATbHOW HHDOpMAaLIHH.

Ha cerogusmnuii 1eHb camasi pacpoCcTpaHEeHHasi MOIIEHHUYECKasi cXeMa, MPHHOCSIIAs
rpomajiible YObITKM OaHKaM — 3TO (puiuuHr. Duiiepsl 1eJar0T MacCOBYIO PacChUIKY SIKOOBI OT
CITy’)KObl 0e30macHOCTH OaHKOB, B KOTOPBIX COJIEPXKHUTCS Mpoch0a MPOWTH aBTOPU3ALIMIO Ha
caiite. MHTEpHET-pECypc, Ha KOTOPBIM BEIET CChLJIKA, B TOYHOCTH KOMHMPYET IHU3alH cailTa
OaHka, a azapec caiita omin4aercs OT opurnHaia Ha 1-2 cumBoia. Takum ob6pazom,
KoH(uUAeHIMaIbHas UH(OpManMs ToNajgaeT K 3JI0yMBIIUIEHHUKAaM, a CPEACTBa MCYE3al0T CO
cueToB. [1oka 4To Bo3MeIIeHHe YOBITKOB OT J€SITEIbHOCTH (DUIIEPOB JIEKHUT Ha OaHKaX.

MoOubHBI OaHKUHT

MoOwIbHBIH OaHKMHI — YIpaBlieHHEe OAHKOBCKMM CYETOM C MOMOIIBIO IJIAHIIETHOTO
KOMIIbIOTEpa, cMapT@oHa min oobryHoro tenedona. Kak mpasuiio, isi 3TOro Ha MOOHMIIbHOE
YCTPOHCTBO HEOOXOUMO 3arpy3HTh CHEelHaIbHOE MOOMIBHOE MPUIIOKEHHE.

B OosblmHCTBE CilydaeB JAjisi COBEpLICHHsS] OAHKOBCKUX omepanuil TpeOyeTcst JOCTYIl B
WutepHer. Pexxe TpaH3akIMM OCYIIECTBIAIOTCA € MoMolnbio oTnpaBku CMC-cooOruieHuit.
MOXHO OTMETUTH, UTO paHee, A0 TOro Kak cMapT(OHBI MOJYUYUIIU IIMPOKOE pPacCIpOCTpaHEHHE,
uMeHHO CMC-0aHKHHT CUUTAIICSI MOOMIILHBIM OAHKHUHTOM.

B nHacrosiniee Bpemsi NMpuiioxKeHHs JUisi MOOUIBHOTO OAHKHHIA — 3TO MPHIIOKEHUS IS
MHTEPHET-0aHKUHTA C ype3aHHBIM (DYHKIIMOHAJIOM, aJJalTUPOBAaHHBIC 1O/ HEOOJBIINE SKPaHbI
cMapT(OHOB U TOJ] ONEPALMOHHbIE CUCTEMBI, yCTaHABIMBAaEMble B MOOMIIBHBIX ycTpolicTBax. B
OyaymeM MOOWIbHBIM OaHKMHI oOemaer ObITh, HANPOTHUB, Ooyiee (YHKUMOHAIBHBIM, YeM
OOBIYHBINA MHTEPHET-OaHKUHT, MTOCKOJIBKY MOOWIBHBIC YCTPOMCTBA TTO3BOJISIOT C YI0OCTBOM IS
KJIMEHTa HCMOJb30BaTh TEXHOJOTHM TOJOCOBOM HAeHTH(UKAlWK, CO3/1aBaTh II1a0JIOHbBI
MJIaTEXXEH ¢ IMOMOIIBI0 BCTPOCHHOU B Telle()OH KaMephl U T. I.

OnHy U3 caMbIX MPOJBUHYTHIX CUCTEM MOOMIBLHOTO OaHKHMHTa pazpabaTtsiBaeT COepOaHK
Poccun, KoTOpbIit 3asiBUII O TOM, YTO TOTOBUT NMpHIoKeHUs A5t 30 ThIC. MOOMIIBHBIX YCTPOMCTB
C YYeTOM BCEX TEXHOJOTHMUECKUX OcoOeHHocTell TenedoHOB M cMapT()OHOB — HATUYMS
(GyHKIIMOHAJIBHBIX KHOTIOK, pa3Mepa IKpaHa U T. 1.

Ha cerognamuuii 1eHp OaHKH BBIMYCKAIOT NMPHJIOXKEHHUS i MOOWIBHOTO OaHKHHTa,
OpUEHTHPOBAHHbIE HA MOOWIIbHBIE YCTPONCTBA, padOTaroIIKe MO/ YIIPABICHUEM ONEepalliOHHbIX
cuctem i10S u Auapoun.

Mepsb! 6e301acHOCTH IPU UCIIOJIB30BaHUU MOOMIIBHOTO OaHKa:

IIpu norepe MoOmibHOro Tenedpona Bam ciemyeT cpoyHO OOpaTHThCS K OMeEpaTropy
coToBoM cBsizu ais OnokupoBku SIM-kapTel u B KonrtaktHbiii Llentp banka st 610KHpoBKH
ycayru « MoOUIbHBIN GaHK».

[Tpu cmene Homepa TenedoHa, Ha KOTOPBIM MojkitoueHa yciyra « MoOWiIbHBIN OaHK»,
BaM Heo0xoauMo OTKIIOUHTH yciayry «MoOWIbHBIH OaHK» OT cTaporo HoMmepa TeiedoHa U
MOJKIIIOYUTh YCIYTy Ha HOBbIM HoMep. [lomHHTE, 4TO omepaTopsl COTOBOM CBSI3U MOTYT
nepeaaTs HoMep TenedoHa ApyromMmy aOOHEHTY, €CIIM OH OyeT HEaKTUBHBIM JUIUTEIEHOE BPEMS.

bynpTe BHHMMATENBbHBI — HE OCTaBIsATe CBOM TeiedoH O€3 TPHUCMOTpa, YTOOBI
UCKJIIOUYUTh  HECAHKIIMOHMPOBAHHOE  HCIIOJIb30BaHHE MOOWIBHBIX  OaHKOBCKHUX  YCIYT.
YcraHnoBute Ha TeneQoHE Mapoib, JaHHAsS BO3MOXKHOCTH JIOCTYIHA JUIS JIFOOBIX COBPEMEHHBIX
Mojenel TenedoHoB/cMapTPOHOB.
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He mnogxmouaiite k ycnyre «MoOWIbHBIH OaHK» TelneoHBI, KOTOpble BaM He
MIPUHA/IIEKAT, TI0 MPOCKOE TPETHUX JIMII, JaKe €CIIA K BaM OOpaTWINCh OT UMEHH COTPYIHUKOB
OaHKa.

[lpn ycraHoBke Ha TeiedOH MOMOJHHUTENBHBIX MPOTpaMM OOpaliaiiTe BHUMaHUE Ha
MIOJTHOMOYHSI, KOTOpbIE HEOOXoauMbl mporpamme. Ecnm mporpamme TpeOyrOTCs H3JIUIIHUE
MOJTHOMOYHS 3TO TOBOJ| MPOSBUTH HACTOPOXKEHHOCTH (JOCTym W oTmpaBka SMS, moctym k
WuTepHerT u np.).

VYcranoBute Ha TenedoH antuBupycHoe [1O m cBoeBpeMeHHO ero oOHoBisiTe. s
wiatopmMbl AHIPOUA pekoMeHyeM OecrutatHble npuiiokeHust DrWeb for Anapoun Light u
Kaspersky Internet Security for Aunponn (nmoctymHo mis 3arpy3ku u3 Google Play).

IIpu BHe3amHOM mnpekpameHHH padboTsl SIM-kapTel HE00XOAMMO OOpPaTHUThCA K
OIIepaTopy COTOBOH CBSI3M 32 YTOUYHEHHWEM NPHYUH — B OTHOIICHUH Bac BO3MOXKHO TPOBEJICHHE
MOIIICHHUYECKUX JEHCTBUNA TPETHHUMHU JIMLIAMH.

He B3nambiBaiite Tenedon (Hampumep, yepe3 Jailbreaking), Tak Kak 3TO OTKIIIOYAEeT
3alUTHBIE MEXaHU3MBI, 3aJI0’KEHHbIE TPOU3BOAUTENIEM. B pesyibrare Bail Tesne)oOH CTaHOBUTCS
YSA3BUMBIM K 3apakeHur0 BUpycHbIM [10.

He nmepexogure mo cchlIKaM W HE YCTaHABIMBAaWTE MPUIIOKEHUSA/OOHOBICHUS
0e3omacHOCTH, puUIIeamre Mo SMS/3eKTpOHHOM MOYTe, B TOM YUCIIE OT UMEHHU OaHKa.

OTximouaiite B HacTpoiikax Bamiero iPhone BO3MOXXHOCTh HCIIONB30BaTh T'OJIOCOBOE
yrnpaBiieHue Sirl Ha 3a0JI0KMPOBaHHOM DKpaHe.

[Ipu moto3peHun, YTo OT BAIIEr0 UMEHU OCYIIECTBIISIOTCS HECAHKLIMOHUPOBAHHBIE BAMU
orepanuy, OaHK M0 CBOSH WHUIIMATUBE MOKET BPEMEHHO 3a0JIOKHPOBAThH YCIYTy «MOOUITBHBIH
bank». Jlns Bo30OHOBIEHHS NOTpeOyeTcsl CBA3AaThCS ¢ OAHKOM M MOJATBEPIUTH JIETUTUMHOCTh
TIOJIKITFOUCHUS M CACTIAaHHBIX OTepaIlnii.

ITocTanoBKa 3a1a4M K NPAKTH4YECKOH padoTe 5

1. U3yunTh npeasiaraeMplil TEOPETUUECKUI MaTepHal.

2. CchopMupoBaTh KOHIIECTILUIO NEPCOHANBHON KHOEpOe30MacHOCTH MHTEPHET-0aHKHHTA.
PesynbpTarom nomxHa sBUThCA TaOiuIa GyHKIMOHAIBHBIX TPEOOBAHUHN K CHCTEME 3allUThI MIPU
paboTte ¢ 0AHKOBCKMMH JJAHHBIMH.

3. CocTtaBuTh HUH(POPMALIMOHHYIO MOJIENb CUCTEMbI HHTEPHET-OAaHKMHTa, BKJIIOYAIOUIYIO B
ce0s1 ONMCaHnue OCHOBHBIX OOBEKTOB CHCTEMBI M B3aUMOJCHCTBUS MeXay HUMHU. Ha ocHOBaHMM
nHbOpMallMOHHON  Mozenu chopmupoBaTh TpeOOBaHUS K MPOrPaMMHBIM  CpPEICTBaM
MH(POPMALIMOHHOM 0€30MacHOCTH.

4. OpopmuTth OTUeT MO MpakTUdeckord padote. [IpencTaBuTh OTYET MO MPAKTUUYECKOM
paboTe a5 3aIUTHI.

BapuaHThl HHAUBUAYAJIBHBIX 32IaHUM

PazpabotaiiTe KOHLENIMIO NEPCOHANIBHOM KHOEepOe30macHOCTH WHTEPHET-OAHKHWHTA B
COOTBETCTBHHM C BapuaHTOM. OOpaTuTe BHUMaHNE Ha (PYHKIIMOHAJIbHbBIE TPEOOBAHUNUS K CHCTEME
3alUTHI TP paboTe ¢ 0AHKOBCKMMU JaHHBIMHU.

Tabnuna 5.1 —BapuaHTsl 3a1aHui

Ne TexHonorus O01aCTh 3aIUTEI
1 WNudopmannoHHbIii 1ocTym HoytOyk, cmaprdon, cpeactsa
CBSI3H
2 Pabora c neno3utoM | [lepcoHanbHBIM KOMITBIOTED,
(OTKpBITHE, 3aKPHITHE) HOYTOYK, cMapTQoOH, CpeacTBa
CBSI3U
3 BrypubankoBckuHii mepeBo/1 [IepconanbHBIM KOMIIBIOTED,
HOYTOYK, cMapT(OH, CpeacTBa
CBSI3H
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4 Mex6aHKOBCKUH TIEpEeBO] HoytOyx, cmaprtdon, cpeactsa
CBsI3U

5 MexO6aHKOBCKHI nepeson | HoytOyk, cmaprtdon, cpeacrsa
Cc2C CBsI3U

6 KonBepranus BanroTsl HoytOyx, cmaprdon, cpeacrsa
CBsI3U

7 Omutara ycimyr oHaitH [Iepconanbubli KOMIIBIOTED,

HOYTOYK, cMmapTdoH, cpeacTBa
CBSI3H, KapTa

8 Omutara yenyr oduaiin kaproit | Kapra
CHsTHe IeHeT B OaHKOMaTe Kapra

10 Buecenne HaJIMYHBIX B | Kapra
OaHkoMare

Conep:xanue oT4yeTa

[To BBIMONHEHHOH paboTe cocTaBisgeTcss OTY4eT. OTYET BBIOIHICTCS B 3JICKTPOHHOM
Bujie. [0 BBIMOTHEHHOMY OTUYETY MPOBOIUTCS 3aIUTA MPAKTHYECKON paOOTHI.

Otuer mO JA0OpAaTOpHOW pabOTEe MOIDKEH COCTOATh M3 CICAYIOUIMX CTPYKTYPHBIX
AIIEMEHTOB:

- TUTYJIBHBIH JIUCT;

- BBOJIHAS YaCTh;

- OCHOBHas 4acTh (omucaHue paboThI);

- 3aKJII0UYEHUE (BBIBOJIBI).

BBojiHast 4acTh OTYETA TOJDKHA BKIIFOYATh ITYHKTHI:

- YCIIOBHE 33JIauH;

- IOPSZIOK BBITIOJIHEHHS.

- MPOTpaMMHO-aNapaTHbIC CPEIICTBA, UCIIOIH3yEMbIE TIPU BHITIOTHCHUH PAOOTHI.

3ammuTa oT4YeTa MO MPAKTUYSCKON PadoTe 3aKITF0YACTCS B MPEIBSIBICHUH TPETIOAaBATEINIO
MOJTyYEeHHBIX PE3YyJbTATOB B BHJE (ailiia U JEMOHCTPAlMU MOJyUYEHHBIX HABBIKOB IPH OTBETAX
Ha BOIPOCHI MPETIOAaBATEIS.

KOHTpOJ’IbeIe BOIIPOCHI

1. UHTEepHET-0aHKHUHT.

2. TeXHOJIOTUHU 3aLUThl B UHTEPHET-OaHKUHTE.

3. [IpuumHbl KHOEPIIPECTYTUICHU B HHTEPHET-OaHKHUHTE.
4. IIpoGaembl KHOEPOE30NACHOCTH B MHTEPHET-0aHKUHTE.

6. YY4EBHO-METOJUYECKOE U UHOOPMALIMOHHOE OBECHEYUEHUE
JUCLUIINHBI

6.1. [lepeyeHb OCHOBHOM ¥ JONOJHUTEIbHON JIUTEPATYPbI, HEOOXOAUMOM IS
OCBOEHUS TUCHHUILINHBI

6.1.1. IlepeyeHb OCHOBHOII JIUTEPATYPbI

1. Ilerperko B.M. 3amuTa mnepcOHANbHBIX MaHHBIX B HH(POPMALMOHHBIX CHUCTEMax
[DnexTponHbIi pecypc]: yuebnoe nocodue / B.W. Ilerpenko. — DIIEKTPOH. TEKCTOBBIC JTaHHBIC.
— Crasponons: CeBepo-KaBkazckuit denepanpubiii yauepcuter, 2016. — 201 c. — 2227-
8397. — Pexum nmoctyma: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Opranu3zainus 3aiuThl IEPCOHATBHBIX JaHHBIX [ DJIEKTPOHHBIN pecypc]

nabopatopHbiii npaktukyM / A.M. Makapo, U.B. Kammbepna, K.O. bonmapenko. —

OnexkTpoH. TekcToBble JnaHHble. — CraBpomonb: CeBepo-KaBkasckuit — ¢enepanbHbIit
YHUBEPCHUTET, 2015. — 92 C. —  2227-8397. —  Pexum  nmocryma:
http://www.iprbookshop.ru/62971.html.



http://www.iprbookshop.ru/66023.html

41

6.1.2. IlepeyeHb JONOTHUTEIBHOM JIUTEPATYPbI

1. Cxkpunnuk J[.A. OOecrnieueHrne 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX [DJIEKTPOHHBIH
pecype] / A.A. CKkpUnNHUK. — DJIEKTPOH. TEKCTOBbIe NaHHbIE. — M.: MHTepHET- Y HUBEpCUTET
Nndpopmanmonnsix Texnomoruit (MHTYUT), 2016. — 121 c. — 2227-8397. — Pexum
noctyna: http:// www.iprbookshop.ru/52153.html.

2. CaenveB AWM. HayyHo-npakTnueckuil mocrateiiHplii KOMMeHTapuii Kk denepanbHOMY
3akoHY «O MepCOHAIBHBIX JaHHBIX» [DnekTpoHHbIN pecype] / A.M. CaBenbeB. — DIEKTPOH.
TekcToBble JaHHble. — M. : CrartyT, 2017. — 320 ¢. — 978-5-8354-1365-2. — Pexum gocryna:
http://www.iprbookshop.ru/65895.html.

6.2. IlepeyeHb y4eOHO-METOAUYECKOTO 00ecTiedeHHsI CAMOCTOSITE/ILHOI PadoThI
00y4YaIIMXCS M0 TUCHUIJIMHE

1. MeTonnueckne yka3aHUs IO BBINOJHEHHIO MPAKTUYECKUX 3aHATHN MO TUCIUIUIMHE
no nucrumHe «IlepconanpHast KuOepOE30MaCHOCTY.

2. Meroanueckne peKOMEHJAUUH U1 CTYJEHTOB I10 OPraHU3alli CaMOCTOSITEIbHOU
pabotsl o puctumrnHe «llepconanbHas Ku6epOE30MaCHOCTHY.

6.3. [lepeuenb pecypcoB HHGPOPMANMOHHO-TEJIEKOMMYHUKAIMOHHOM CeTH
HNHuTepHeT, HEOOXOAUMBIX VIS OCBOCHHS TUCHUIIIHHBI

1. YauBepcurerckas 6udanoreka online. http://www.biblioclub.ru;

2. OBC «IPRbooksy. http://www.iprbookshop.ru;

3. Dnextponnas 6ubmmorteka CKDVY .a. http://catalog.ncstu.ru;

4. T'ocynapcTBeHHasi MyOnuYHas Hay4yHO- TexHHueckas Oubmmoreka Poccun. (I'TIHTH

Poccun). www.gpntb.ru.
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