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Abstracts. The article present results of research and decomposition smart cards systems. Subsystems organization and
they relationships were reviewed. Weakness and threats of key information were identified. SRAM PUF technology was analyzed.
Paper describes experimental setup for getting values of initialization memory, analyzed and detected system properties, determined
numbers of measurements to detect stable memory cells. An analysis of the results indicates the need for testing the circuits of the
RAM when using them as PUF. The possibility of further study of the auto-correlation function to eliminate collisions in mutual au-
thentication systems is considered. Additionally, for a comprehensive study, it is of certain interest to study the change in the depend-
ence of the number of stable and unstable cells in the RAM chip during the life cycle of the microcircuit, and study the temperature
dependences of the values in the memory cells.

A method has been developed for implicit storage of key information in smart cards using SRAM PUF. An algorithm for
mutual authentication using PUF based on the SRAM is developed to increase the system imitability. This work laid the foundation
for determining the optimal length of the initialization vector when using the RAM chip as an PUF in systems with mutual authenti-
cation.

Key words: system analysis, smart card, physical unclonable function, static random access memory, microcircuit, stable
and unstable cells, key information, mutual authentication algorithm.

Introduction. Smart cards were chosen as the object of research, since they are currently widely used in various
fields, such as: cellular communications, industry, transport and warehouse logistics, access control systems, medicine,
libraries, transport payments, remote control, agriculture, human implants, baggage and cargo management systems in
transport companies, real-time object localization systems, car immobilizers, bank cards. They became widespread due to
the low cost, simplicity of the technical production process, and the development of the "Internet banking" technology.

Smart cards are plastic cards with a built-in microcircuit. In most cases, smart cards contain a microprocessor
and an operating system that controls the device and controls access to objects in its memory. There are smart cards
with the ability to perform cryptographic calculations.

According to the principle of data exchange, smart cards are divided into 3 types:

1. Contact

2. Contactless

3. Hybrid
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By the presence of a battery, smart cards are divided into active and passive. Active batteries have a built-in
battery, and passive ones, respectively, lack it.

According to the method of exchange with a reader, contact smart cards are divided into 2 categories: cards of
the ISO / IEC 7816 standard (cellular sim cards, bank cards) and cards with a USB interface (tokens). Such cards do not
contain a battery; the energy is supplied to them by the reader. Cards with a USB interface are more convenient for
computer authentication, since they do not require additional devices, they are often used to carry out cryptographic
calculations.

Contactless smart cards use RFID (radio channel) technology to transfer data between the card and the reader
without physically contacting the transponder and the reader. An oscillatory circuit is used to transmit data and supply
power to the card, which consists of a capacitor and an inductor. Proximity cards are subdivided according to their op-
erating frequency characteristics into low frequency (LF - 125-134 kHz), high frequency (HF - 13.56 MHz) and ultra-
high frequency (UHF - 860-960 MHz). The reader emits an alternating electromagnetic field of a given frequency,
which excites an alternating electric current in the inductance coil and in the oscillatory circuit of the card, the current is
converted into direct current and charges a sufficiently capacious capacitor that feeds the microcontroller of the card.
The exchange of information between the card and the reader is carried out through the same coil by modulating the
oscillations of the transponder's electromagnetic field. In the simplest systems, the card transmits only its unique num-
ber (identifier). In more complex systems, a two-way exchange of information takes place on the basis of a request-
response principle; in such systems, cards have memory and can memorize a certain amount of information, for exam-
ple, the state of the counter, store an arbitrary number, a unique identifier, and key information.

System decomposition. Based on the methods of systems theory and system analysis, decomposition was per-
formed, evaluation criteria, analysis of smart cards and evaluation of the storage subsystem were determined for its sub-
sequent improvement.

Decomposition is a scientific method that uses the structure of a problem and allows you to replace the solution
of one large problem with the solution of a series of smaller problems, albeit interrelated, but simpler. Decomposition,
as a process of dismemberment, allows to consider any investigated system as complex, consisting of separate intercon-
nected subsystems, which, in turn, can also be dismembered into parts. Not only material objects, but also processes,
phenomena and concepts can act as systems.

The main goal of this study is to improve the efficiency and reliability of information exchange between smart
cards and the reader in the process of performing the function of mutual authentication using FNF. Achieving the goal
of the research involves solving the following tasks and subtasks:

1. decomposition of the hardware and software part of modern smart cards and authentication systems;

2. analysis of existing methods of mutual authentication;

3. analysis of hardware components that implement a physically non-clonable function;

4. increasing the efficiency and reliability of smart cards functioning as a means of mutual authentication in
various systems;

5. synthesis of hardware and software solutions for the implementation of the proposed method.

As a sign of decomposition in this study we used:

1. The functional purpose of the parts,

2. Constructive device.

Modeling of the structure of the object was carried out for visualization, study of properties, identification of
significant connections, verification of the compatibility of components, study of the stability of the object in various
modes.

Under the behavior of an object in this study, we will take the changes that occur with it over time. In other
words, the reaction of the object to the impact, the information response to the impact. Modeling of behavior is neces-
sary for: predicting the behavior of an object under various influences, establishing connections with other objects, de-
veloping control functions, designing technical devices, etc.

In this study, the decomposition of the smart card system by functional purpose and structural elements was
carried out. Regardless of the type of power source, the system will look like:

1. the control subsystem consists of a microcontroller;

2. the data storage subsystem consists of microcircuits or individual crystals that implement random access
memory (RAM) and read-only memory (PROM);

3. The communication subsystem consists of a transmit-receive interface and batteries.

The subsystem connection diagram is shown in Figure 1:
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Fig. 1. Decomposition of the smart card system

Figure 1 shows that the control subsystem has feedback from the storage and communication subsystems. De-
pending on the type of card, the communication interface can be contact or wireless. The overwhelming majority of
modern smart cards do not contain autonomous energy sources; for this reason, the power module is part of the com-
munication subsystem. The power supply of the electronic components of the smart card is carried out through data
lines with a contact method of transmitting information, or inductively using antennas or communication coils.

Smart card storage subsystem organization. The decomposition diagram shown in Figure 1 shows that the
smart card memory consists of RAM and EPROM modules. RAM is the non-volatile and most expensive memory in a
smart card. It is used by the processor to store fragments of executable code and intermediate data during operations,
since it is the fastest type of memory. The access time to RAM is several tens of nanoseconds. A feature of the RAM is
the loss of all data stored in it in case of loss (disconnection) of power supply. This is quite an important feature in the
case when the device does not have its own power source.

EPROM is designed for long-term storage without power supply of identifier, key information and program
code, which consists of non-volatile Flash cells, erasable programmable read-only memory (EPROM) or electrically
erasable programmable read-only memory (EEPROM). The stored data can be any information required for the opera-
tion of certain applications, for example: card issuer, card serial number, or other user information. Key information and
identifier can be stored explicitly or encrypted. EPROM data can only be written once and is used with prepaid cards
such as telephone or disposable transit cards. Electrically Erasable Programmable EEPROM has up to 500,000 rewrite
cycles and built-in logic to update the rewrite counter, as well as another limitation on operation - this is speed, it usual-
ly takes from 2 to 10 ms to erase and rewrite data into EEPROM memory. Memory card security can be ensured by
symmetric cryptographic algorithms with a key length of up to 128 bits, which are used to encrypt data transferred from
the card.

Figure 2 shows the relative sizes of a multiply enlarged memory cell of various types.

EOROM EEPROM RAM
FLASH
FRAM

Fig. 2. Comparative sizes of memory boards of different types with a size of 1 bit per chip

Figure 2 shows that the largest size is in the RAM memory cells, which are used for RAM, and the smallest -
in the memory cells used to store the identifier and key information. The analysis should also note the economic com-
ponent of the production of smart cards with different memory sizes. Thus, a unit of EPROM memory is 4 times more
expensive than a unit of ROM and 4 times cheaper than a unit of RAM.

Smart card network subsystem organization. According to the performed decomposition of the smart card
system (Fig. 1), the communication subsystem consists of a communication interface and a power supply module. To
provide power to the electronic components located in the smart card frame, the reader constantly maintains the re-
quired potential on the wired contacts or emits the carrier frequency in the case of using a wireless interface. The inter-
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action of the reader and the smart card occurs after the formation of the required electrical potential on the electronic
components and the loading of the controller microcode. Interaction protocols implement both one-way and two-way
data exchange; both the reader and the smart card can act as initiators of the connection, depending on the used commu-
nication protocol.

The structure of the communication interface depends on the type of card, contact cards are of the ISO / IEC
7816 or USB standard, and contactless ones use RFID technology based on the ISO 14443, ISO 15693 standards, etc. In
contact cards, the I / O channel of the chip for a smart card is a unidirectional serial interface, so at each moment only 1
bit of information can be transmitted over it and transmitted only in one direction (half duplex). To organize data trans-
fer between the reader and the card in a contact way, two lines of the card interface are used. The I/ O line (I / O line)
carries data bits. The second line is the clock (CLK line) indicates when to sample in the I / O line to receive a data bit,
so each exchange participant monitors whether it is in a transmit or receive state. The USB interface uses two additional
lines to form a second I / O channel or full duplex connection, which can increase the speed up to 1.5 Mbps.

In contactless cards, communication with the reader takes place via radio signals. To carry out the procedure of
reading information, it is necessary to place the card in the area of action of the electromagnetic field of the reader coil.
For different frequency ranges and types of readers, the maximum distance varies from 12 to 50 cm. The contactless
method of information transmission is often used in those areas where it is necessary to perform the operation of infor-
mation transfer quickly, for example, in public transport, in access control and management systems.

The wireless data transfer protocol between the reader and the smart card generally contains the following op-
erations:

1. The reader is waiting for the connection or appearance of the card in the access zone when using the
contactless system

2. The card, connecting or appearing in the zone of a sufficient level of the reader's radio signal, receives
power supply by contact or induction.

3. The reader receives the card's identifier and can optionally send a request to read the memory storing
information for verification (key information, initialization vector).

4. The card generates a data packet containing key information and card identifier, and transmits to the reader

5. The reader compares the received data with the reference one, if the card identifier matches the password,
identification is successful. If the key information does not match, the access control subsystem reader denies service.

The research carried out on the principles of construction and algorithms for the operation of smart cards made
it possible to classify it as a complex system. Like any complex system, a smart card has a number of disadvantages,
such as:

1. Key information is stored explicitly,

2. Access to key information can be obtained by any reader,

3. Low imitation resistance of the system,

4. In contactless cards, communication takes place via an open communication channel.

Implementation of these vulnerabilities will allow an attacker to:

1. Having obtained physical access to the smart card, extract key information and use it for subsequent
verification and access,

2. After intercepting the key information of the wireless card for the reader, reuse it,

3. After gaining access to the smart card, change the secret information so that a trusted user will not gain
access to the system.

These vulnerabilities can lead to threats of loss, theft or modification of key information and personal data,
disruption of the correct and efficient operation of the system. Studies have shown that the information storage
subsystem has the largest number of vulnerabilities. This is due to the peculiarities of operation and the hardware
architecture of the cards. To increase the imitation resistance of the system, it is proposed to use the technology of
physically non-cloning functions as a method of implicit storage of key information and an algorithm for mutual
authentication of the reader and smart card.

Development of a method for implicit storage of key information using PUF based on SRAM

A physically unclonable function (PUF) is a function applied using a physical system that has the following
properties:

1. on a request to a function (impact on a physical system), it is easy to get an answer - the result of a function's
work (a reaction of a physical system);

2. the given function is practically difficult to reproduce, it is computationally difficult to mathematically simu-
late or copy in some other way (non-cloning property);

3. for a unique request, the function must return a unique response.

A mathematically physically non-clonable function can be described by the values of pairs of input and output
values, which are respectively the values of the CH (Challenge) request signals and the values of the R (Response) out-
put signals [1]. Thus, any FNF can be represented by a set of possible request-response values and can be described by
the following function:

R = PUF(CH,) (1)

38 Beinyck Ne2, 2020



COBPEMEHHAA HAYKA U MHHOBALUWMNU

In other words, it is a function embodied in a physical structure that is easy to assess but difficult to character-
ize, simulate, or reproduce. The physical structure containing the PUF consists of many random components that are
formed during the manufacturing process of the PUF carrier and are uncontrollable. The output crypto-material is exact-
ly the "request-response" pair. The mathematical analogue of a physically non-clonable function is a hash function. In
this case, the physical system itself acts as the key of the hash function. Physically non-cloning functions are unidirec-
tional - it is almost impossible to recover the request from the response. PUF has two important properties:

1. the practical impossibility of creating a physical copy of the PUF;

2. the impossibility of creating an accurate mathematical model of the PUF,

The response cannot be computed if the exact request parameters and other request-response pairs are known.
These properties together and define the concept of "non-cloning".

The variability of the PUF implementation on a chip of integrated circuits allows us to determine the main di-
rections of PUF application [2]: digital watermarks and fingerprints [3], generation of random number sequences [4],
identification and authentication [5], implementation of hardware hash functions [6], detection of hardware bugs [7],
generation of encryption keys [8], radio frequency identifiers [9], etc.

Since the smart card contains a RAM microcircuit, it is of the greatest interest to study the possibility of using
SRAM-based PUF as a method of implicit storage of key information to improve imitation resistance.

Static random access memory (SRAM) is a semiconductor random access memory in which each binary or
ternary bit is stored in a positive feedback circuit that maintains state without the regeneration required in heap memory.
This type of memory has features that will allow you to use it as FNF:

1. Stores data only while there is power,

2. Has unpredictable (random) memory contents after power-on.

The memory cell of the RAM consists of four transistors that implement two inverters with cross-feedback,
which are always in one of two states, which allows it to be used to store one bit of information. When the supply
voltage is applied, all SRAM cells are set to one of two possible states; moreover, due to the circuitry symmetry of the
RS-flip-flop, it is not known beforehand which final state the cell will take - "0" or "1". This state is random and is
determined by many factors, such as: features of the technology of manufacturing microcircuits and many asymmetric
elements in each cell of the RAM (length of connecting conductors, their geometric dimensions, inhomogeneity of the
physical and chemical properties of silicon, deviation of signal delays, etc.). These features allow obtaining a unique
PUF each time power is applied to the memory card.

In [10], during memory initialization, two types of values in memory cells were identified: stable and unstable.
In stable cells, the same values appeared every time during initialization. they can be used as a method for storing key
information of smart cards, physical key based authentication. In unstable cells, random values appeared every time.
They can be used as a built-in hash function for a mutual authentication algorithm, a random sequence generator for
encryption, or as additional blocks of pseudo-random data when transmitting useful information.

Identifying static properties of the values in SRAM cells. To conduct research on uninitialized memory, an
experimental setup was assembled, shown in Figure 3, which is based on a universal Arduino Mega board based on an
Atmel 2560 processor, static RAM chips, a quick-detachable panel for memory chips, and a transistor switch for con-
trolling the device's power supply. The microcontroller in this setup is used to read uninitialized memory, control inter-
ruption and power supply between readings, primary processing and transfer of data to a personal computer. Ten
HM62256 static random access memory chips from different manufacturers (Hynix, Toshiba, Hundai) were used as the
samples under study. The main goal of this stage is to determine the statistical properties of values in the cells of static
RAM microcircuits when they are used as physically non-clonable functions. The main tasks of this stage are: determin-
ing the number of stable and unstable memory cells, the number of stable and unstable bits, identifying periodic patterns
in the formation of initialization values of static RAM microcircuits.

7.; Address width
15
7 Data width SRAM Chip
G‘l IA[{EE‘IID-:'-IEEH. 8 Co3yY 8*32kb
I:l USB/R-232 Controller . s
3 OE
ATMNega 2560
) /o
—fm.—l_f-—_‘_"-"Ss—J
‘—-‘L IRF7319
Vec +5 W

Fig. 3. Scheme of the experimental setup

To solve the set tasks, it is necessary to use data from the technical documentation of RAM memory cards to
determine the delays between readings of cell values. The timeline for the selected memory cards is shown in Figure 4.
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Fig. 4. Timeline of access to the static RAM cell

The timeline determines the sequence of signals for each stage of interaction with the RAM microcircuit and
the delay times of the control signals for the memory microcircuit.

The algorithm for reading data reading in general is shown in Figure 5. It uses the following variables: i is the
counter of the experiment number, N is the specified number of measurements for the experiment, Adr is the address of
the memory cell for reading, S is the memory length, V Is the value of the initialized memory cell, t is the delay for
changing the address, T is the delay with turning off the power for a repeat experiment.

At the initial stage, to solve the problem in order to improve the accuracy of the study, 100 measurements were
used for each investigated sample of RAM.
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Fig. 5. Algorithm for reading the values of the initialized memory

To determine stable and unstable cells and their addresses, the results obtained in the algorithm (Fig. 5), it is
necessary to compare the values of the corresponding cells in all measurements.
Additionally, the data analysis showed that for all the samples under study the condition

N __#8<n )

cmab cmab
where N . — number of stable bytes, 1, . — number of stable bits.

This confirms the original assumption that in unstable bytes, some of the bits remain stable. This fact limits the
range of random values generated in memory cells during initialization. Thus, the studies carried out make it clear that
when used as an identifier or an initialization vector, a sequence of 8 bytes (64 bits) length, subject to a uniform distri-
bution of the probability of occurrence of values "0" and "1" in each position of each byte, gives under the condition of
"brute force "264 = 18446744073709551616 values, while if each byte changes not 8, but 4 bits, and the rest remain
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stable, then under the condition of" brute force "the number of unique combinations is reduced to 232 = 4294967296
values.

Thus, an optimization problem arises on the one hand, to reduce the predictability of the initialization vector,
and on the other hand, to increase the reliability of detecting the displacement of the initialization vector in the memory
"snapshot" with the general task of reducing the length of the transmitted data sequence.

Figures 6-8 show the distribution maps of values for memory cards.

I
31 I
| i
| :;

PUF-2 Value distribution
255

Fig. 6. Map of the distribution of values in the memory cells of the sample SRAM No. 2 for 100 measurements

PUF-4 Value distribution
. 255

Fig. 7. Map of the distribution of values in the memory cells of the sample SRAM No. 4 for 100 measurements

PUF-6 Value distribution
255

128

10000

Fig. 8. Map of distribution of values in memory cells of sample SRAM No. 6 for 100 measurements

The results of the studies carried out for the most characteristic samples No. 2, No. 4 and No. 6 for 100 meas-
urements are presented in Figures 6-8. The addresses of the cells are plotted along the horizontal axis, along the vertical
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axis of the measurement numbers. The color on each card shows the value in the memory cell in the range from 0 to
255.

The measurements performed and the initial analysis of the data show that a significant number of cells are un-
stable, while in sample No. 2 there are periodically repeating regions with a predominance of zero and one values in all
bit positions (numbers 0 and 255). Sample No. 6 (and in the general case, samples 6 to 10) have two pronounced areas
of prevalence of values "0" and "1", which means that there are 2 "banks" of memory in the board. Solid vertical lines
on maps indicate stable values, color indicates the value in a given cell. Broken vertical lines represent unstable cells.
The alternation of solid and dashed lines, as well as different colors of solid lines is an important characteristic of an
ideal physically non-cloning function proposed for use in a smart card for storing key information in an implicit form.

Studies have shown that FNFs in the cells of the RAM have a chaotic distribution, using stable values, you can
modify the smart card storage subsystem in such a way that it will not permanently store key information, and the ini-
tialization vector will appear in memory only at the moment of authentication, and its random distribution only a trusted
system will know, in which a snapshot of values in stable cells and their addresses will be stored, so the purpose of the
study in increasing imitation resistance and imposing an intercepted signal (key information) is implemented by modi-
fying the storage subsystem. To increase the speed of the initial calculation of the FNF in the cells of the RAM and reg-
ister the impression in the system, it is necessary to reduce the initial number of measurements, so, using the theorem of
the product of probabilities for independent events carried out under normal conditions, we obtain formula 3:

p,=2" 3)
where P — the probability of an error, N — is the number of studies performed.

Thus, increasing the number of experiments reduces the likelihood of errors, but complicates the process of ini-
tial registration of the card. Using 25 measurements, we will reduce the initial registration time by 4 times compared to
100 measurements, and we get expression 3:

P, =27 =0.00000003 “4)

Thus, the analysis of 25 measurements will reduce the error probability to 1 error in 33 million.

To increase the accuracy of the study and to compensate for possible errors, it is of interest to analyze the pos-
sibility of using an auto-correlation function, which will allow a signal that has an error to be accepted as reliable with a
certain probability of less than one.

The studies carried out make it possible to increase imitation resistance and reduce the likelihood of selection
by enumerating key information.

Thus, the analysis and decomposition of the system, the study of the properties of PUF based on SRAM, makes
it possible to develop a model of a smart card, replacing the traditional storage scheme for key information on PUF
based on stable values in the cells of the SRAM, imitation resistance of the system. To improve the communication
subsystem, it is necessary to develop a mutual authentication algorithm. To exclude the possibility of using the inter-
cepted message.

Algorithm of mutual authentication using SRAM PUF as method of implicit storage of key information

The main disadvantage of the communication subsystem is the use of an open communication channel for the
transmission of password-key information. So, by gaining access to a contact card or by intercepting a contactless radio
signal, you can get unauthorized access to key information. The analysis of the existing vulnerabilities of smart cards
and existing solutions excludes the possibility of protecting the communication channel, therefore we have proposed a
new approach and the use of a mutual authentication system.

For the initial registration of the card, a modified algorithm will be used (Fig. 5), in which there will be 25 con-
secutive reads of uninitialized memory and further comparison of the values of each cell of all measurements, after
which an array of stable values and their addresses is formed, which will be further used as a key ...

To increase the imitation resistance, namely the imposition of the intercepted signal, we propose to use the mu-
tual authentication algorithm, which is shown in Figure 9:
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Fig. 9. Mutual authentication algorithm

The algorithm consists of two main stages. The task of the first stage is to check the reliability of the reader.
The smart card microcontroller generates a random number L, reads N bytes from the uninitialized RAM starting at
offset L, and then sends N (L) and a unique card ID (CardID). The reader calculates an offset L' based on a pre-existing
snapshot of a specific RAM. If the offset is calculated correctly, then the map goes to stage 2. The task of the second
stage is to check if the card is trying to gain access, so the reader calculates a random offset T and sends it to the card,
the smart card receives T and reads successive K bytes with offset T, after which the card sends K (T) if K '(T) match
the system snapshot, the card and reader are mutually authenticated. So each time using random values K and N, you
can endlessly use the same RAM board, an attacker cannot get a full snapshot of the system by intercepting a secret
message and even receiving it - it will be a random set of bytes with a random offset. Thus, with each authentication
procedure, the initialization vector N (L) and the key K (T) are changed.

For the impossibility of creating a snapshot of the system in further studies, it is necessary to consider the pos-
sibility of using encryption to protect the stages of information exchange, for which unstable PUF values can be used as
an analogue of the hash function.

Conclusions. The analysis of the results of our research shows an increase in the imitation resistance of smart
cards by using PUF based on SRAM as a method for storing key information in an implicit form. Using a mutual au-
thentication algorithm eliminates the possibility of imposing an intercepted signal. For a comprehensive study, it is of
interest to use the autocorrelation function to eliminate errors and interference in the signal, and to use the encryption of
some stages in the authentication algorithm using unstable PUF values as an analog of the hash function.
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