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AHHOTAUMA. AKMYAnu3auus npobremvl KOMNIEKCHOTE 3aUsUmbl 00BeKIO08 UHPOPMAMUIAUUY — IO Pe3YILMAm CHpemu-
mMenvHo20 PA3BUMUT UHPOPMAUUOHHLX IMEXHOTI02Ul, KOWOPble NPUBENLU He MOTbKO K MOOEPHU3AUUL UHPOPMAUUOHHDIX OMHOUEHUT,
HO 8bIA6UNU HEOOXOOUMOCb CO30AHUSL KOMNIIEKCHBIX CUCHeM 00ecneden s UHPOPMAUUOHHO be30nacHocmu 06veKmos, Kax 3HAUUMOT
KOMNOHEHMbL KOHUENUUY UHPOPMAUUOHHOU 6e30NACHOCIL Pe2UOHA U 20Cy0apcmea 6 uenom. VHgpopmayuonmas 6esonacHocm, no
Cymu, 3o 3auUIEeHHOCMY CYOBEKMO6 U 00DeKM06 UHPOPMAUUOHHBIX OMHOUIEHUTL OM YePO3 6HYMPeHHe20 U 6HEUIHE20 XapaKmepa.
Heob6xo0umocmb uccnedo8anus npobnem opzanu3auiiy KOMnieKCHot 3auumot cy6vexmos/06vexnos uHMHOPMAUUOHHBIX OMHOUIEH U
o6ycnoeneHa paoom NPULUH, cpedu KOMOPbIX yeenuderue UHMEHCUBHOCY UHPOPMALUOHHBIX HONOKOS, NO6bLUeHIEe MPe6oBaHUTl K
cmeneHu 3ausUeHHOCU KOHPUOEHUUANLHOU UHPOPMALUY, POCH YUCTIA AMAK HA CUCINEMbL XPAHEHUS OAHHBIX U KAHAbL CES3U U 0.

KirroueBbIe c1oBa: METOIBI ONVMCAHNA CIIOKHBIX CUCTEM; MaTeMaTIYeCKOe MOJIe/TMPOBaHME CUCTEMBI KOMIUIEKCHOJ 3aIlUThI;
JeTepPMUHIPOBAHHBIE MOJE/IN; METObI OIITUMI3AIINI KOMIUIEKCHOI 3aIUThl 00bEKTa.

Abstracts. Actualisation of the problem of complex protection of information objects is the result of the rapid development of
information technologies, which not only led to the modernization of information relations, but also revealed the necessity to create com-
plex information security systems as a significant component of the information security concept of the particular region and the whole
state. Information security, in fact, is the protection of subjects and objects of information relations from internal and external threats.
The problems of organizing complex protection of subjects / objects of information relations should be studied because of an intensity of
information flows, increasing requirements for the level of protection for confidential information, the growing number of attacks on data
storage systems and communication links, etc.

Key words: methods of description of complex systems; mathematical modeling of complex protection systems; deterministic
models; methods for optimizing the complex protection of an object.

Introduction. The information security management system of an object is a complex dynamic system of col-
lecting, processing, storing and transmitting of information. Fuzzy structure of its subsystems, the multiple nature of the
system elements require developers to take into account all factors (including weak formalized), which affect the quality
of information security.

Information security of subjects and objects of information relations means a flexible and rapid response to
threats and attacks.

Traditional methods of information security management are mostly oriented towards the use of narrowly spe-
cialized methods of protection. To some extent, this approach can be described as “separatist”, as it allows to solve the
problem of ensuring information security in certain areas:

- protection of computer networks;

— anti-virus protection;

- cryptographic methods of data protection;

— technical means of protection, etc.

The expediency of such an approach requires additional study, but to develop complex protection of informati-
zation objects, it is necessary to implement the principles of a systems approach, adapt the mathematical apparatus of
operations research and decision theory to solve information security system problems. That is why the creation of mod-
els, methods and algorithms for complex protection of information objects, which are to predict development and manage
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risks, ensure information security of subjects and objects of information relations is, in the authors’ opinion, of great
theoretical and applied interest.

Materials and methods

System analysis of the problem of complex protection of subjects and objects of information relations. Complex
protection of an object is a system of dynamically linked elements, the management of which should be based on a scien-
tific basis. The total framework of the theory of systems and the logic of the systems approach, in relation to the problems
of information security management, make it possible to classify and identify control objects by the levels of complexity
of them:

Level 1 - the level of a static structure or the level of bases. At this level of complexity, the subjects of information
exchange in the information protection system are considered in statics;

Level 2 - a simple dynamic system with predefined, mandatory actions, such as user identification, authorization
in the system, etc .;

Level 3 - the cybernetic system, i.e. a "thermostat" system in which the transmission and analysis of information
constitutes an essential part of the system, providing the ability to control the system;

Level 4 - open system, self-preserving structure. At this level of the object security system, the object of protection
is divided into its constituent parts, and the individual protection mechanisms are formed for each component.

Level 5 - in a complex system, functions are differentiated: it is the division of objects of protection, respectively,
the definition of the subjects implementing this protection;

Level 6 — mobility, awareness and teleological behavior. At this level the receivers of information and a highly
developed system of response to external influences appear. For information security systems, a profile of a potential
attacker is determined at this level of complexity, a system for identifying and diagnosing attacks is built, statistics on
reflected and realized threats are collected, and so on;

Level 7 — At this level the ability of the system to analyze the situation, the ability to adapt, and self-study are
added to all previous conditions. In the information security management system of a facility, this level of complexity
presupposes the existence of a complex information protection plan, which allows for managing either by rejection or
perturbation;

Level 8 — management of the complex protection system of an object at this level of complexity requires taking
into account the influence of behavioral factors that have a significant impact on the effectiveness of protection. Such
factors should include professional incompetence of information exchange participants in terms of information security,
lack of responsibility when working with confidential information, etc.

Level 9 — unknowable systems. The probabilistic nature of the interaction in the "object of protection - means
and methods of protection - the attacker” make a part of the protection system "closed" for study.

The solution of problems of complex systems managing is based on the integration of formal and informal mod-
eling methods, the nature of which requires the decomposition of the control object, which, as a rule, practically does not
take into account interconnections with other subsystems. As a consequence, the solution of individual local problems
does not provide a complete picture of the system as a whole. When forming a complex plan, we need a fundamentally
different approach, based on a study of the decision-making process that unites the system of relations, the organizational
structure, and the development of the system and the effect of uncertainties. This approach allows you to create and
explore more complex models of behavior in the process of administrative management, that is, it will allow you to use
the results of research in the field of special management issues.

Hierarchical security management system of an info-communication facility has a hierarchical structure:

— at the first level, there is a system of material processes and distribution;

- at the second level - the processes of making programmed decisions;

— at the third level, non-programmable decision making processes, which are necessary for managing the pro-
cesses of the lower levels, their re-planning and reassessment of the system parameters.

The main attention in the hierarchical structure should be given to the analysis of information flows and the
synthesis of the information model of the control object.

All existing methods for describing complex systems can be divided into two classes: quantitative (analytical)
and qualitative, which, as a rule, are subjective.
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Quantitative methods for describing systems

The main task of modeling, as a tool for describing a complex system, is to correctly interpret the goals of the
system, its properties, parameters, characteristics, behavior in certain conditions. Understanding of the structure of a
complex system allows the researcher to independently determine the level of elementaryness of the system, to identify
the main structural elements (subsystems and relations between them), to determine the level of description of the system.

Such research is possible only if there is a mathematical description of the process of functioning of the system,
i.e. its mathematical model.

The complexity of real systems does not allow building “absolutely” adequate models for them. The mathematical
model (MM) describes some simplified process, which presents the main phenomena involved in the real process and the
main factors acting on the real system.

What phenomena are the main ones, what factors are the main factors - essentially depends on the purpose of
the model, what research it is for. Therefore, the process of functioning of the same real object can receive different math-
ematical descriptions depending on the task.

As there are a lot of mathematical models of a complex system and all of them are determined by the adopted
level of abstraction, consideration of tasks at any one level of abstraction allows you to give answers to a certain group of
questions, and to get answers to other questions, you must conduct research at another level of abstraction. Each of the
possible levels of abstraction has limited capabilities that are unique to this level. To get the maximum completeness of
information, it is necessary to study the same system using different types of models.

By convention, the first four levels relate to the highest levels of system description, and the last four - to the
lowest [1].

The highest levels of systems description

The linguistic level of description is the highest level of abstraction, which operates with terms and functors.
Terms are identifiers of system components, their names. Functors - statements that define the relationship between
terms. So, the system of complex protection of information objects at the linguistic level of description can be represented
as a set of identifiers, classifiers and unified forms of presentation of documents to be protected. This part of the system,
defined as terms, must be supplemented with a description of the links; in this case, the role of the functor is played by
the information model of the protected object.

Lower levels of system description

The logical-mathematical level of the description of systems is widely used to describe complex systems associ-
ated with information processing, formalizing the activities of devices in which information acts as a property of objects
and phenomena (processes) to generate a variety of states. For the system of complex protection of information objects,
the logical-mathematical description level should contain algorithms for collecting, processing, storing and transmitting
data and specific modules providing the necessary level of security.

At the dynamic level of the abstract description of systems, the key terms are the concepts of “input” and “output”
of the system and the system itself is considered as an object (“black box™) inside which the processes of discrete or con-
tinuous nature can take place. The main purpose of such a description is to establish the relationship between the input
and output of the system, to determine its state. The system of complex protection of information objects represented as
a “black box” is a combination of a set of problems at the input of the system and, accordingly, a set of goals at the output.

For example, the problem to be solved: provide a high level of document security. As a solution to the problem -
the development of cryptographic protection algorithms; use of secure data transmission channels; increasing the per-
sonal responsibility of participants in the data transfer process.

For example, problems that need to be addressed: the high level of confidentiality of the documents to be pro-
tected; as a solution to the problem: the development of cryptographic protection algorithms; use of secure data transmis-
sion channels; increasing the personal responsibility of participants in the data transfer process.

The heuristic level of the abstract description of systems provides for the search for a satisfactory solution of
control problems due to the presence in a complex system of a person who is able to generalize the experience of solving
similar problems, to build an algorithm that cuts out "unsuitable”" solutions using game methods, simulation modeling,
brainstorming and other methods which are based on human intellectual activity.

Qualitative methods for describing systems

If it is not possible to identify patterns of development of a complex system using analytical methods, qualitative
description methods are applied.
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Brainstorming is a group method for solving creative problems, based on a special technology of searching for
alternative solutions. The method involves the free expression of ideas in the process of discussing the problem; any ideas
are welcomed, even if they, at first glance, look absurd. The number of ideas should be as large as possible, that is, the
mechanism for generating alternatives allows for their combination, addition, development, use of part of the alternative,
etc. The effectiveness of the procedure largely depends on the quantitative and qualitative composition of the participants,
their professional competence, occupation, sphere of professional interests, work experience. Interesting results are given
by groups of participants, which include experts from various fields.

Brain relay is a special method of solving creative problems, which is based on the method of active sociological
testing, analysis and control [2].

Scenario method. A scenario as a description of the development of a situation, taking into account the initial
state of the system and plausible proposals for its development, can be: pessimistic, optimistic, most likely taking into
account the coefficient of optimism / pessimism. The main idea of the method is to analyze the capabilities of a complex
system and identify ways of development with minimizing loss / damage. The multivariance of the method allows us to
group alternatives into classes and determine the optimal strategy based on the principle of mixed strategies. In design of
a scenario, quantitative methods of operations research, system analysis methods (decomposition and aggregation), and
structural correlation analysis methods can be used.

The method of scenario, as a practical implementation of the sequential resolution of uncertainty method, aimed
at determining the most likely paths for the development of a system / complex situation / problem, is carried out in
several stages:

- problematization: setting a task / issue;

— identification of factors, external influences, etc .;

— determining the expected parameters of the system;

— formation of development proposals and their selection;

- comparative analysis of system parameters taking into account the influence of external influences;

— generation of a probabilistic order of events;

- impact analysis;

- adjusting behavior strategies.

Methods of expert assessments. Examination is a procedure that allows you to get a competent conclusion on
the studied problem. To quantify the degree of consistency of expert opinions, the coefficient of concordance is used.
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m - the number of experts,

j=1,m;n — the number of considered properties,

i=1n 7; - the place that was taken by the property 7 of the j-th expert;

d; - is the deviation of the sum of ranks in the i-th property from the arithmetic mean of sums of ranks in n
properties.

The coefficient of concordance W makes it possible to assess how consistent the series of preferences, constructed
by each expert, are.

Its value is within 0SW<1; W=0 means the exact opposite, and W = 1 means complete coincidence of the value
of the criterion by evaluation of all experts.

The opinion is considered consistent when W = 0.7 ... 0.8. If the value of the coefficient of concordance, indicates
a weak consistency of expert opinions, it is necessary to analyze whether there is indeed no unity of opinion within the
group of the totality of experts. Additional information on the coincidence of expert opinions can be obtained by deter-
mining the degree of agreement in a pair of experts A and B by calculating the coefficient of pair rank correlation:
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where /. is the difference (in absolute value) of the values of the ranks of the assessments of the 7 -th property, appointed

by experts Aand B: ¢, =|R, — R, |, 1), u T; -indicators of related ranks of assessments of experts A and B.

The coefficient of pair rank correlation takes values -1< 0 <+1.

The value P = +1 corresponds to the complete coincidence of assessments in the ranks of the two experts (com-
plete consistency of the opinions of the two experts), and 0= -1 - two mutually opposite opinions of the experts.

The Delphi method is a well-known method of individual peer review, which does not involve a collective discus-
sion procedure.

This format of the peer review procedure is intended to reduce the desire of the participants in the examination
to join the opinion of the most authoritative expert, suppress the expert’s desire to refuse to publicly express their own
opinions and follow the majority opinion.The idea of the method is to organize a multi-step (iterative) expert survey,
while at the first iteration the experts may not argue the answers; after processing the results of the first iteration, questions
can be refined, modified, and the answers of the experts should be reasoned; the third, fourth iterations, in essence, the
repetition of the previous steps. Stable, unchanging expert answers are a sign of the completion of the examination pro-
cess.

Disadvantages of the method: the complexity; Experts are not always ready to work in a multi-step format.

Advantages of the method: an individual mode of operation reduces the psychological pressure on the expert,
which increases the objectivity of the expert assessment. The procedure can be used as an introductory, "immersive" in
conducting the method of scenarios.

Method "objective tree” The idea of the "objective tree" method involves building a hierarchical structure, at the
top level of which is a global object, then the global object is decomposed into sub-objects, down to the elementary level,
which is determined by the researcher. So, with regard to the information security management system, the objective tree
can have the following form: the global object is to minimize the damage from threats.

Objectives of the first level:

1 - self-determination in position;

2 - self-determination in a situation.

Second level objects:

1.1 analysis of opportunities; 1.2 preference analysis; 1.3 - forecast of results.

2.1 - analysis of the sources of threats; 2.2 - forecast of possible damage.

Advantages of the method in its invariance with respect to the subject area; Tree-like hierarchical structures can
be used not only within the framework of the object-setting of the subject of management of a complex system; A possible
area of application of this method is the construction of a hierarchy of directions for the development of a complex system
and the prediction of results. When using the concept of “predication graph”, it is possible to more accurately define the
concept of a tree as a connected digraph, each pair of nodes of which is connected by a single chain.

Morphological methods. The main idea of morphological methods is to systematically find all “conceivable” so-
lutions to a problem or system implementation by combining selected elements or their signs. Currently, there are three
known methods of morphological research: the method of systematic field coverage, the method of denial and design, the
morphological box method.

The most common is the morphological box method. Its idea is to build a matrix containing possible solutions
to the problem and their parameters; analysis of possible combinations of options, their evaluation allows you to make a
choice in favor of the best option. The matrix can be two-dimensional and three-dimensional.

Methods of system analysis: decomposition and aggregation

Techniques that implement system analysis procedures under specific conditions are intended to formalize the
system research process, in cases where the researcher does not have sufficient information about the system, which allows
to choose an adequate method of a formalized system representation.

Boinyck #1,2019 37



COBPEMEHHAA HAYKA WM MHHOBALWK

Principles of complex protection system modeling

The concept of information security of an object, implemented in a complex information protection plan, en-
sures effective protection, subject to certain fundamental principles:

- systematic and integrated approach;

- compliance with current legislation;

- unambiguous understanding by developers and users;

- continuity, timeliness and sufficiency;

- economic feasibility;

- separation of functions and delegation of authority;

- accordance of user rights to official authority and personal responsibility;—

- protection system flexibility;

- mandatory control.

Analysis of the problem of managing information security of objects highlights the development of models and
algorithms for information security [3, 5].

Defining the process of forming a complex plan of information protection of an object as a complex dynamic
system, we will assume that effective management should be based on the principles of classical management of complex
systems, methods of system analysis using mathematical modeling of information objects, information exchange pro-
cesses.

Information security management systems have certain specific features:

- to assess the quality of information security is difficult to apply direct measurement methods;

— the task of assessing the quality of information protection is complex, its solution requires various methods,
which should be based on a systematic approach;

- models and algorithms for managing information security of an object should have a scientific basis and use
modern technologies. The analysis of management methods for complex protection of information objects that are used
in real practice, served as the basis for the choice of modeling as a tool for synthesizing an information security manage-
ment system for an object.

The conceptual model of the information security system is based on the life cycle of the system:

1. Determining the need for the final product.

2. Planning the trajectory of the control object. .

3. Control of the actual state of the control object, analysis of the need / feasibility of forming control actions.

4. Regulation.

Table 1 presents a conceptual model of managing information security of an object in the form of life cycle stages.

Table 1
Stages of the process of the information security management of an object
Stage name Stage content

Risk 1. Determine the object of protection.
analysis 2. Determine the profile of the attacker.
3. Analysis of problems and their source (threat; vulnerability; violators).
4. Creating a quality management system for training specialists.
1

. The system of views on the problem of information security:

Policy — goals and objectives of protection.

Formation — analysis of the current state and security threats;

— legal basis of the object information security management system;

— organizational, technological procedures, methods and means of ensuring the information security of an object.
Planning 1. Determination of the required level of security of the object.

2. Accounting of resources that require protection: information, tasks, documents, communication systems, serv-
ers, etc.

3. Training of staff responsible for ensuring the security of information and its processing in each unit.

4. Drawing up a comprehensive plan of information protection using physical and technical (software and hard-
ware) tools to protect system resources and continuous administrative support for their use.
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Implementa- | 1. Practical actions to ensure the security of information; coordination of actions of persons responsible for en-
tion ofa com- | suring information security in the units.

prehensive 2. Identification, reflection and liquidation of the consequences of the implementation of various types of infor-
plan mation security threats.

3. Making management decisions aimed at improving the legal, regulatory, technical and organizational support
for the information security of an object.

Intrusion 1. Development of a mechanism for rapid response to security threats.
Detection 2. Accounting for potential and realized threats.
3. Identification of sources of threats.
4. Identification of the causes and conditions conducive to the realization of the threat.
Analysis 1. Development of a system for assessing the quality of protection of information objects.
and control 2. Development of technology for assessing the quality of protection of information objects.
3. Creation of a quality control system for the protection of information objects.
4. Monitoring the compliance by all parties of information relations with the requirements for maintaining infor-

mation security at workplaces / in departments / at the facility as a whole.
5. The accumulation of statistics, analysis of the situation and making changes to improve the quality of training.

To create a model suitable for solving specific problems, we need to determine the level of the hierarchy on which
the control object is located, goals and objectives. The qualitative description of the object is transformed into a system of
formalized indicators that are to be measured using the method of expert assessments, the method of analyzing hierar-
chies, and the methods of game social simulation.

Information security system management, as a rule, takes place under conditions of uncertainty under the influ-
ence of objective factors: an increase in the number of informatization objects; great people attraction to the information
processing; avalanche-like growth in the number of information services; low awareness of the subjects of information
relations about the appropriateness and the need to protect data / information / objects of informatization, etc.

Many factors affecting the quality of protection of objects and subjects of information relations requires the de-
velopment of methodological bases for the formation of a complex protection of an informatization object, especially
since even the term “quality of protection” is subjective. The term “quality of information protection” is proposed to mean
a quantitative indicator reflecting the amount of damage caused by attackers to the object of protection. General view of
the mathematical model:

W = min F {Aj, xj}
where W is an indicator of the quality of information security;
A; - active and passive factors that ensure the implementation of a complex protection plan (resources, methods,
tools, technologies);
x; — controlled variables, with which you can get the extremum of the utility function;
F - functional, which determines the type of relationship between the criterion of efficiency and the other factors
of the model.

Results. The system analysis of the problem of assessing the quality of protection and managing the security of
an object allows to divide the existing approaches into classes: class A are methods for assessing the degree of compliance
of the result with the user's system of preferences. Of course, this is a subjective approach, which, in fact, is nothing more
than a statement of fact that does not provide the ability to conduct operational management of the information security
system. Class B includes methods for assessing the quality of information protection, which are based on mathematical
models and algorithms that provide the ability to compare quantitative indicators of a comprehensive plan of information
protection, both in terms of the costs of implementing the plan and in terms of the results obtained.

Despite the obvious differences in methods for assessing the quality of information protection which belong to
different classes, their basis is the general principles of systems theory, control theories and methods for researching op-
erations [4].

It is the general systemological basis that allows to build a sequence of actions necessary to evaluate the quality
of information protection at an object:

— definition of the standard;

— calculation of the trajectory of the control object;

— formation of a set of methods / means of assessing the state of the system (observation, measurement, etc.)
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— creation of a mechanism for implementing control actions;

- comparison of the actual state (behavior) of the system with the standard;

— analysis of existing deviations;

- development of control actions;

— return the system to the previously calculated trajectory of movement / correction of the trajectory.

Model of complex protection system for an info-communication facility

Problem statement. It is possible to include events from m groups into the complex protection system; each of
the measures provides at least two protection functions (a and b), and creates certain inconveniences (d) for users. The
main objective of this task is to draw up such a work plan, which would ensure all consumer requirements for the quality
of a comprehensive action plan with a minimum of expenses for its implementation.

Conventions used in this model:

i ~ the number of the production site (i=1, 2, ..., m)

a; — the effectiveness of the first protection function in the i-th group of measures;

bi— effectiveness of the second protection function in the i-th group of events;

d; - “inconvenience” for the user in the i-th group of events;

K™ and K™, respectively, the maximum possible and minimum necessary amount of implemented protection
functions on the i-th segment;

¢i — the cost of implementing a plan of protection measures at the i-th site;

Kpl — the planned volume of implemented information security functions at the facility;

apl — the planned number of events;

Bmin and B respectively the minimum and maximum allowable values of measures implementing the second
protection function

dinax — the maximum allowable number of "inconveniences" for the user associated with the implementation of
measures to protect information

As managed variables, it is proposed to accept the number of activities from the i-group, which will be included
in the integrated information protection plan of the area - x;. We will solve the problem, minimizing the cost of imple-
menting the plan, subject to the restrictions on the number of activities of each group, on the total volume of functions,
on the quality of protection. This mathematical model is not unique for this type of problem. Changing the optimality
criterion, we can formulate other variants of the model.

First version of the problem statement. Efficiency criteria — the cost of implementing a complex protection plan

Mathematical model of the problem

a) objective function: minimum cost of implementing an integrated information protection plan

m
Z ¢,x;, —> min
i=1

b) limiting the number of events in each group
K™ <x, < K™ i=1

¢) restriction on the total amount of work

d) restriction on the quality of protection
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i=1
bmax = = bmm
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i=1
m
indl
i=1
= dmax

e) boundary conditions ensuring the positivity of the solution:
x, 20
Second version of the problem statement. The criterion of efficiency is the total volume of the implemented pro-
tection functions or the deviation of the quality indicator of the protection from the planned quality level.
Mathematical model of the problem

E X, — max
i=1
or minimum of quality deviation from the planned target:

|a-a,, |—>mir

Solving the same problem according to various optimality criteria allows us to make a comparative analysis of
the solutions obtained and to increase the validity of the solution.

As an illustrative material, the task of forming a complex protection plan for an object is given.

It is proposed to include three types of measures in the protection plan: legislative measures (No. 1), organiza-
tional and technical measures (No. 2), and technological measures (No. 3). Each of the groups of measures allows you to
implement two types of functions: protection against unauthorized access, protection against infections. The numerical
values of the parameters for each group of protections are given in Table 3. The minimum and maximum values of the
implemented functions are presented in terms of value.

Table 3
The numerical values of the parameters for each group of protective equipment
Minimum number Protection Total number i Costs
Ne . R Malware . Maximum number . .
of implemented against . | ofimplemented ] of implementation
Group K X protecti K of implemented
functions unauthorized functions K of the plan
number on % functions
m access % % (m.u.)
1 2 3 4 5 6 7
1 22 14 2 75 24 14
2 25 20 0,8 60 28 10
3 15 16 1,2 75 17 12
Plan <17 <14 > 35

Mathematical model of the problem
Performance criterion
W=14x: + 10x2 + 12X3 > min
System of restrictions
a) the total number of implemented functions
0,75x1+ 0,6 x2 + 0,75 x3 =2 35
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b) by the number of implemented functions for each group
22<x1<24
25 <x,<28
12 <x3<17
¢) restrictions on the implementation of the protection function from unauthorized access
0,14x; + 0,2x; + 0,16x:< 0,17(X1 + X2 + X3)
d) restrictions on the implementation of the protection function against malicious software
0,02x; + 0,008x; + 0,12x:< 0,014(x; + X2 + X3)
Boundary conditions: X;:9>0
After reducing the system of restrictions to the canonical form
0,75x1+0,6x,+0,75%x3—x4=35

X1+ X5 =24
X1 - Xg= 22
X2+ X7 =28
Xy —Xg=25
X3+ Xo=17
X3 — Xi0= 12

-0,03x; +0,03x,-0,01 x5 +x;,=0
0,008 x; - 0,006 x, - 0,002 x3 + x12=0

The problem is solved using standard software.

Conclusion. Thus, it can be argued that the mathematical model of the information security system allows you
to find a set of components, their quantitative ratio that meets the specified technological requirements for the quality of
object protection, as well as the requirements of the adopted criterion (minimum cost price or maximum profit) ).

Modeling, as an indispensable condition for the scientific substantiation of the effectiveness of protection, deter-
mining the price of an issue and the degree of risk, allows the decision maker to form the concept of complex protection
of information objects, to determine strategic and tactical solutions to problems associated with maintaining the level of
security of an object.
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