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Annomayus. B cmamve uccnedyiomes sHep203phexmuenocmy y3noe ¢ Cmpykmype uMumayuOHHon Moo CURXPOHUSU-
posannozo docmyna GechpogoOHOll CeHCOPHOU cemu, NPUGOIAMCa 0BOCHOBAHUA U JOKA3AMETbCMEA NPUMEHEHUA UMUMAYUOHHO2O
Modenuposanusi Ha ocroge memooa Time Division Multiple Access (TDMA), ona oyenku HAOeAHCHOCIMU UCHONBIYEMCA AN2OPUMM
onpedenenun nymu f y3na k 64206010 cmanyuu ¢ HUXCHell 2panuye oyenxu cmabunvnocmu. Ocnoenoll 3a0auet uccaedyemMo2o cuh-
XPOHUBUPOBAHHO20 DOCMYNA KAHATLHO20 YPOSHA AGIACMCA HACMPOUKA 8PeMERRbIX napamempos npomorxona. Ilpeonosxcennas umu-
MAYUOHHAA MOOeTb UCHpasTaem Oedexmpl cneyudurayuu cemu 1 npou3goOUn OYeHkKy obbema 6 MOMeHM nepedaul U 3a eOUHUYY
@peMenu HA panHeM dmane HAcmpolixu apxumexkmypoi cemu. OCHOGHOE NPEUMYUECNEO UMUMAYUOHHOT MO0 3aKIIOUAEMCa 6
BbICOKOIL IHEPLOIPPeKMUSHOCU BeCNPOEOOHBIX CEHCOPHBIX Y3108 NPU PA36EPMbIGAHUU DECHPOBOOHOT CEHCOPHOT Cemi.

KnroueBsbie ci1oBa: anropiT™, aBTOHOMHOCTS paboThl, GecriepeGoiHOCTE, GecIpoBOJHAS CEHCOPHAs! C€Th, CHHXPOHH3HPO-
BaHHas CeTh, CETEBOM IIPOTOKOI, MapIIpyTH3alus, simulation model.

Abstract. The article examines the energy efficiency of nodes in the structure of a simulated model of synchronized access
of a wireless sensor network, provides rationale and evidence for the use of simulation based on the Time Division Multiple Access
(TDMA) method, to evaluate reliability, an algorithm is used to determine the f path of a node to a base station at the lower bounda-
ry of stability assessment . The main task of the investigated synchronized access of the data link layer is to configure the protocol
temporal parameters. The proposed simulation model corrects defects in the network specification and estimates the volume at the
time of transmission and per unit of time at an early stage of network architecture setup. The main advantage of the simulation model
is the high energy efficiency of the wireless sensor nodes when deploying a wireless sensor network.

Key words: algorithm, autonomy, continuity, wireless sensor network, synchronized and asynchronous network, network
protocol, routing, channel layer.

Introduction. The functioning of E-Governance, which implements the tasks of the electronic state, is orga-
nized in the form of Internet portals, i.e. integrated electronic tools are being created to ensure the implementation of a
number of government functions. There is a problem of the quality and reliability of technical means of information and
communication services: reliability and quality of database servers, quality of communication channels, reliability of
network equipment, etc. This problem, of course, should be solved taking into account the “factor of geographical
scales”, i.e. the increase in the coverage area of electronic services is accompanied by an increase in the fleet of tech-
nical equipment and the number of services for organizing the functioning of communication networks. [1]

One of the promising solutions for sparsely populated regions of Russia is a self-organizing distributed net-
work, which consists of sensor nodes (wireless sensor network). It has reliability, fault tolerance and long battery life,
and its purpose is in the collection and transmission of information.

High energy consumption and, as a consequence, a decrease in the autonomy of the wireless sensor network
nodes is associated with the use of asynchronous access. The time synchronization schedule of nodes can increase the
availability of information reception and transmission while maintaining energy reserves at the time of active operation
of the network. Reducing the discharge of the battery pack and increasing the speed of transmitted packets occurs due to
the process of data aggregation.

The article discusses the issues of substantiation and evidence using simulation based on the TDMA method
(Time Division Multiple Access - time division multiple access) [2]. The primary task of which is the modeling of the
data link layer and the classification of the upper level, and the secondary task is the model of the physical layer. With
such a formalization of the model, it is possible to adjust the level of complexity of the physical level. Make settings for
the model and debug the channel, network levels, this is necessary to detail the wireless network model.

Materials and methods. Simulation of a wireless sensor network

The process of introducing a physical layer model into a network model is a feature of modeling a sensor net-
work. In the protocol stack of the TinyOS network operating system (Fig. 1), data is transmitted between nodes at the
physical level and checked for collisions in the channel to calculate the probability of packet delivery [3]. A lightweight
access model with preliminary verification in the channel is used. Simulation of the transmission of individual bits in
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the channel, taking into account the signal power between nodes located in the reach zone, is necessary when imple-
menting a complicated model.

To route packets in the user-level application interface, channel-level capabilities are applied at the network
level. The amount of network-level load depends heavily on the level of network performance and the tasks performed
by the router.

The presented structure in TinyOS demonstrates the possibility of use in the communication space. Changing
add-ons of levels smoothly is possible due to a clear distinction between the interface and the level structure [4]. Partic-
ular attention is paid to the direct transfer of applications from the simulation model to the real system. In practice, dif-
ficulties may arise at the network and channel levels, and this affects the work of the application level [5].
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Fig. 1. The structure of the operating platform TinyOS

Software and hardware components are considered the foundation of a wireless sensor network. The software
component supports the process of transmitting information to base stations. When new nodes appear on the network or
when the node fails, the transfer is carried out taking into account changes in the network configuration. This is the
principle of self-organization of the network, i.e. there is a redistribution of the flow direction in the nodes towards the
base station (Fig. 2).

Time sharing of access in channels using the TDMA scheme increases energy efficiency up to 10 times. When
using a synchronized approach when modeling a wireless network, a shift in emphasis occurs. When listening to the
network, the energy consumption is reduced and the transmission time increases, which should not exceed the fixed
interval for which the receiving node scans the network [6].

When servicing terminal nodes, it is appropriate to use no more than one router node, in which case the scheme
will be effective. Using TDMA reduces power consumption, which reduces battery capacity and cost. A factor that in-
creases energy consumption is collisions. But in wireless sensor networks with a high density of nodes, the network
stops working.
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Fig. 2. Options for redistributing a wireless network configuration:
a) the organization of a wireless sensor network, b) rebuilding the network at the time of a node failure,
¢) building up a wireless network
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For a number of applications, router and application levels can be simplified, but this affects the accuracy of
the model. OPERATING SYSTEM TinyOS was specially developed to reconfigure the wireless sensor network and it
is possible to introduce new nodes, move and delete nodes.

Wireless sensor networks do not require network configuration changes, so there is no breakdown and the base
router works with an immutable route table. The method of changing routes is used in territorial routing due to a geo-
graphical factor. In real conditions, in the algorithm, the task of routes, taking into account the factor of geographical
scale, is specified as a universal data transmission route.

TinyOS was created for wireless sensor networks based on the concept of distributed offers, adapted for system
services. No complex logic decisions and specifications for network management. In the IMPLEMENTED model, the
access protocol is DEVELOPED in the channel level of the model, and the model is optimized without changing the
interfaces between the levels of the protocol stack.

Results and discussions. Evaluation of fault tolerant structure in a simulation model of a wireless sensor
network. Assessing network deployment for functional requirements is called fault tolerance of a wireless network. We
apply the approach of accounting for uncertain actions to assess the parameters of the sensor network.

The algorithm of the method is laid down for automated routes:

* determination of the model and verification of the wireless channel of the network;

* requirements for reliability, uninterrupted operation of the network;

* the procedure for calculating the parameters of functions and the location of the sensor network;

* unloading the wireless network and avoiding collisions by identifying transit nodes;

* step-by-step removal of unnecessary nodes during the formation of network structure calculations.

To assess the reliability P¢;of the contact of nodes with the base station, an algorithm is used to determine the
path f of the node to the base station at the lower boundary of the Litvak-Ushakov stability assessment. The lower
bound for the likelihood F. of a node connecting a node to a base station is determined [7]:

Pf,s = (1 - Qfs),
Qs — the likelihood that all independent paths from this node F; to the base station are disabled.

Qfst — the probability that this independent path u’;sbetween the f— node and the base station is faulty.

In a wireless sensor network, information is transmitted according to a given schedule, the number of routes
corresponds to the number of paths for transmitting information through 7 and f nodes to the base station and corre-
spond to the number of cycles performed by 7 nodes during the information collection period. The collection of infor-
mation by the end nodes depends on the time 7 and periods of breakdowns, 7 nodes use constant power, which increas-
es operating time, E,; battery capacity, E; loss of power charge. T node operates in two positions, this is the discharge
of the power source, or in relay mode [8].

To calculate the current consumption time in sleep mode, the average relay current mode is needed, in this
case, the current consumption during sleep is less than the average value.

We calculate the probability that the battery will not be discharged on the node for K the number of relayings.

P, = %(1 +erf (%)) )

The reliability level of the wireless network structure Py, is determined (1).

The main task of synchronized access of the data link layer is to configure the protocol temporal parameters
[9]. With certain accuracy parameters, the nodes should be synchronized in one frame. The TDMA access scheme im-
plemented on the TinyOS platform did not show a complete view of network scalability. However, it was possible to
increase the transmission speed of information in a smaller channel. In the implemented scheme, a short period of time
is allocated at the beginning of the frame, which determines the states of the nodes.

At the base station, throughput is optimized for information transfer and for autonomy. In the simulation mod-
el, the synchronization of the channel level of the wireless network is performed without the use of special equipment.
The simulation model uses a four-level wireless network protocol stack. The physical and network layers with fault
tracking functionality and a static routing table are used. The application layer consists of rules with a fixed time inter-
val.

To perform specialized tasks and adjust the structure, the health intervals of network segments are estimated.
The model corrects defects in the network specification and estimates volume at the time of transmission and per unit of
time at an early stage of network architecture configuration. When modeling a protocol with a variable frame length, the
throughput increases.

Comparing this simulation model with a previously developed model that uses the adaptive route selection
method taking into account the signal-to-noise ratio in the data channel for solving the data transfer problem in the elec-
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tronic state, it was found that the standard deviation of the calculation results does not differ by more than 7%. The
probability of failure of nodes in the models is practically the same. The main advantage of the latest simulation model
is the gain in electricity.

Conclusion. The article considers a simulated model of synchronized access - as a prototype for creating a
wireless sensor network using energy-efficient nodes. The intensity of the use of the information transmission channel
uses a 20Ah battery resource for one year, the functioning of router nodes for 5 years.

In the course of the studies, a time-division channel access scheme was used for the channel level model of the
wireless sensor network. The model was tested in real conditions, which confirmed the adequacy of the simulation
model. Such a solution can be applied to solve the problems of automation of electronic state processes in sparsely pop-
ulated areas of Siberia and the Far North.
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