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Annomauna. Paccvompena npobaema obecreueHU 3A1u My THGOPMAUY 8 uHEOPMALEOHHBIX CUCINEMTX GOMUHUCINPAMUEHO-
VHPABTEHUECKO20 HOFHIYEHUA.

Mamepuanm 4 memodol, pesyromame u ofcyndenus. IIpednoxeno ouennsams 3auuIeRHOCHY nagmgopms paspadomsu
KOPROPAMNUGHDIX NPUACHEHNUT & pamkax obuell ouenxy e kavecwsa. Hocmpoena undopmayuonnas wodeny xapaxmepucmivk (1 co-
DIMBCIICINBYIOHALX HOKA3ATNETEN) Ka4ecmad 8 8HDe HePUPXUYeCKoz0 Depesa THHIGUCHUMECKUX NEPEMEHHbIX H CHCHIEMA HEMEMKUX HPO-
OVKNUOHHBIX FPASUT, CEAIKBAIONIX MEMOY COOOI FTUHZBUCIIMECKIE HOKA3AMENY COCEOHUX Apycos uepapxun. Paspabomana npoue-
dypi onpedeseHUA NOKA3AMERT 3AUUIMEHHOCINI HA OCHOSE ANZOPUNIMA HEYEIMKDZ0 T0ZUYeCKo20 6bi800a MamOnH npu SKCHEPRIHOM
UIMEPEHHN HOKA3AMENEi] HUHe20 APYca uepapxu. HomyueHnoe YHCN080E 3HAYEHYE HOKAAMENA MONEN! ObiMb UCHOABI0SAHO KaK O
DUEHKN CIeNEHY 00echederuA 3l uHPOPMAUUY, Ak 1 OnA ONPedereHT KAHECen UHMEIPUPOSAHHON HAdm@opmbt paspa-
Gontiu KOPROPAIMUBHBIX APUAOKEHUT 6 KETOM, YIN0 MONE HOUTYNCIUITD OCHOBOT OAF NPUHARIUA PEHIEH Y OMHOCUMETIHO Gopndontiu
CUCHIEMBL.

Jaxauenue, Tomueutoe YHCI080E SHANEHUE HOKATMENT 3TUUIMEHHOCMI Sec MOMenm Opimib HCROTDIOSTHO KaK OFF OHEHKY
CIEREHN DBECHEYCHUA 30UNTbt UHPOPMAUUY, IMAK U DA OHPECEREHUA KAYECTHEA UHNEZPUPOSAHHON NAam@opMy pA3padomeu kop-
HOPAMUBHBIX APUTONEHILL 8 HEAOM, YFN0 MOMERT HOCIVHIUIND OCHOBOT 0T NPUHARIA PetHeHUl] OMHOCHMENbHO JopaBomKH CHCMEMBL.
Hpu 3niom HeoGx00UMO OIMERTUINE, YRIO0 HPUMEHAEMBT] IKCREPMHBIT HODX00 IMPeOyent HCCACIOBAHUA YSCIMBUINETDHOCHIN PEVIEHHUA
K BOIMONHBIM USMCHEHUAM SKCHEPRIHbLY CyMderutl

KnroueBbie C/IOBA: KHITING V] HH(;[_](’}PME.!LU-‘IH, KAUueCTBO CHOTCM M ]lpl)l'pa.Ml\«le].X IIPO,U'yK'l'OB, JIMHIBHCTAMCCKAA IIL‘pCl\«lCHHi]Jl, HC-
HUETROE IPOAYKIITOHHOE TIPABHIIN, ANTTOPHTM HEUETKOI( BBIBOA.

Abstract, The problem of ensuring the protection of information in administrative information sysfems is consideved.

Materials and methods, results and discussions. It is proposed to evaluate the security of the enterprise application development
platform as part of an overall assessment of its quality. An information model of the characteristics (and corvesponding indicators) of
quality is constructed in the form of a hierarchical tree of linguistic variables and a system of fuzzy production rules connecting the lin-
guistic indicators of neighboring fiers of the hierarchy. A proceduve has been developed for determining the security index based on the
Mamdani fuzzy inference algorithm for expert measurement of the indicators of the lower tier of the hierarchy. The obtained numevical
value of the indicator can be used both to assess the degree of information security and to determine the quality of the integrated enterprise
application development platform as a whole, which can serve as the basis for making decisions regarding the development of the system.

Conclusion. The obtained numerical value of the Sec security indicator can be used both fo assess the degree of information security
and to determine the quality of the integrated enterprise application development platform as a whole, which can serve as g basis for
making decisions about the system imiprovement. At the same time, it should be noted that the applied expert approach veguires investi-
gation of the sensitivity of the solution to possible changes in expert judgments

Key words: information protection, quality of systems and software products, linguistic variable, fuzzy production rule, fuzzy
inference algorithm.

BBEﬂeHﬂe. B HacToAllee BpeMA OOHHM H3 OCHOBHBIX TpeéOBaHIfIfl K HH(l)OpMaJJ,HOHHbIM CHCTEMAM (H B 0co0eHHO-
CTH K CHCTeMaM afMMHHCT PATHEHO-YIIPaABACHIECKOTO H‘d3Ha‘-[eHHH) ABAAETCA o0ecneyeHme HajIeH{HOI:"I 3alll1ThI HHCIJOP-
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MAIlHK Ha ECeX FTaMax MX KM3HEHHOTO [MKA, YTO OTPAKAIT MPAKTHIECKH BCE TIONYIMELME HAMOWIbIIee PacipocTpaHe-
HME MOJENH KauecTEa HpOrPaMMHOrO Iponykta: Mogeas Temunra (W, E. Deming [1]), ®urendayma {A. V. Feigenbaum
(2]}, FOpana (]. M. Juran [3]), a Takske Gonee copementbie Mogenn SQUALE n Quamaco [4]. B Poccii olleHKa KauecTsa
nporpaMMHoro obecnederis onpegenserca Crangaprom TOCT P MCO/M3K 25010-2015 (5] {0cHOBaHHBIM Ha MEKHY-
HapogaoM craugapre [SO/IEC 25010:2011}, KOTOPHI IPH AOCTATOYHO [IGAPOGHOM OITHCAHMH HEPAPXMH XaPaKTEPHCTHE
(TlopxapaKTepHCTHK) KAYeCTBa OCTABAST HeperaMeH THPOBAHHOM [IPOLEOYPY OlpeAe/eHHs 3HAYeHIH 9THX XapaKTe-
PHMCTHE.

Merepuane: u meTogpL, pe3yapTaTsl M obcyxgenm. [enbio HacToATIEH PaGOThI ABIASTC ANTOPHTMH3AIIHA OIIpe-
He/eHHA [I0KA3aTe/A SAHILCHHOCTH IWIATGOpMBL paspaGoTKH KOPIOPATHEHHX IPHAOKEHNH Ha OCHOBE HHTE/UICKTY-
A7IPHOTC AaHAIM3A IKCIIEPTHBIX CYAIeHHH,

HagexaocTs ob6ecrieyeHns 3amuTs HHPOPMALIMH 1enecooBpazHO paCcCMATPHEATE B PaMKax o01Iefi OlIeHKH Kade-
crBa HHQOpMalHOHHOM cicTeMEL. [IpH OCTPOeHHHM H aHAH3¢ HEPAPXHY€CKOTO AePeBa XAPAKTEPHCTHE { H COOTBETCTRY-
0N KOJIMUeCTBEHHBIX TOKa3aTeNneli) KauecTea MPOorpaMMHOTO IPOAYKTA OCHOBOIOATAWIIee 3HAYSHHE HMEET CTLOCoh
H3MepeHH ToKazaTenell HIDKHErO Apyca nepapxui (B HacTodmell padoTe mpedfaraetca MCIOMb30BaHIHE SKCIIEPTHRIX
CY’KIeHHH [6]) M TPaBHJIO MEPeXofa OT 3HAYUCHHI IMOKA3aTeseH PAcCMATPHBASMOrC APYCa K 3HAYCHMAM IIOKasaTe/ el
HocaAeayIouere apyca {IpearaeTca MCIOABIOEATh ATOPHTM HEUETKOTO TOTHYECKOTO BRIBOIA).

PaccMoTpHM NpeCTaBAeHHE XapakTEPHCTHK KAYECTBa KK IMHIBHCTHYECKHX [IepeMeHHBIX, HMERIUHX BH]I

L=< Name(L), T(L), X(L}, SemRule(L) >,
rie Name(l) ~ ugeHTHPMKATOP IMHTBHCTHIECKOH epeMeHHOH [ ;

T(L} ~ TepM-MHOKeCTBO {MHOKECTBO BepOAIbHBIX 3HAUCHHI) THHIBHCTHYECKOM TepeMeHHOM L;

X(L) - MHOKeCTBO YHC/IOBBIX 3HAYCHMIT epeMeHHoH L (B manpHelimem otpesok [0, 1]);

SemRule(L) — cemMaHTHUYeCKOe TMPABHIIO, COMOCTARIALINee AGOOMY TepMy (ameMenTy MHOXKecTBa T(L)) HeueTKoe
noaMHoKecTEo X(L), vkaspiBawiiee CMBICTIOBOE 3HAYEHME 3TOTO TePMa (B ajbHEAIIEM PACCMATPHBAITCA TOMBKO TPa-
HelHeBHAHBIE PYHKLUHMH IPHHAVICAKHOCTH HEIETKHX [IOMHOKECTE).

B cooreerctemm ¢ [5] 0Binee KauecTBO MPOrPAMMHOLO HPOAYKTA COCTARNAET MEPBHI APYC Mepapxin (KopeHb
HEPAPXIMIeCKOTO Aepepa XapakTepHCTHK), B TO BpeMa Kak HHpopMalMoHHas 0e30IIacHOCTE IPOIYKTa OTPaXkaeTcd Xa-
PaKTepHCTHKON «3alMIeHHOCTD» {Securify, Sec), BXOIAIIEH B COCTAB BTOPOrO APYCa 1 CBASAHHON CO CISHYIOIMHMH Xa-
PAaKTEPHCTMRAMH TPeThEra Apyca:

- «Koudupenunanenocres (Confidentiality, Conf):

- «llenocraocte» (Integrity, Int);

«Henoapenbrocrs» (Non-repudiation, Non-Rep);

«OrcmexmnbacMocter» (Accountability, Acc

- «[TognuaHocTe» (Authenticity, Auth).

JlononHuM noanepero ¢ KOpHeM Se¢ elfe OfHHM (YeTBEPTHM) SIPYCOM MEPAPXHH, COCTOAIIHM U3 IIOJXaPaKTepH-

CTHE (HOK&S&IT@H@I"'I), OTPAEANIIHY CHeHIr‘I(I)HKY HoojeyeMoro npogysTa H Bepé‘d}IbHO OLCHHBACMEBELX J3KCIICPTAMH,
Hanpumep, xapakTepHcTHEKA TpeTbeTo apyca Int (0Tpakaomas CTeleHb TPefoTBPAeHHA CHUCTEMOI MOTH(DHKAIIH ee
KOMTIOHEHTOR) MEPAPXHUECKH CBA3AHA C XApaKTEPHCTUKAMH YETBEPTOTO Apyca [ntPr v IntD, OTPOXAIMMH LieocT-
HOCTb ITporpaMmM H HETOCTHOCTD JAHHEIX, I[OHOHHI-'ITCH])HGH ACTaAIN3all A 06Her’~1ae’r P‘d60Ty ARCIICPTOB, Yehly CJIYVANT H
OTpaHM4eHHOCTh MHOKECTEA BepOaZbHEIX 3HAYEHHI, XapaKTepPH3YIOLMX YPOEHH 3HAUeHMI MoKasareneil YeTEEpTOro
apyca
T4= {low, nverage, high},
B TO BpeMA KaK TEPM-MHOMKECTEA TPETHETO M BTOPOIrO noKasarenei ApyCob Colepikar 60Hbm€e MHCTO BCp6&HbeIX 3Ha-
YeHHH:
T3= {very low, low, average, high, very hight,
T2= {very very low, very low, low, average, high, very high, very very high}.

BY,[[{:M [MOIaraTh, 4TO CBASH My 3HAUCHHAMHA NoKazaTenei COCCIHUX APYCOB MOL'YT OBITE OIIMCAHBl HeYeTKHMH
NPONYKIMOHHBMA ipaeiaamy [6]. Hanpusep, cegas Mexay IntPr, D v Int onHCBIBACTCA CHCTEMOR HEYETKHX TPO-
nvkumii Rulelntl+ Rulelnt5:

RuleInt1(rell}: ecay ((IntPr - Tow)AUntD - low)), mo (Int - very low);

RudeInt2(rel2): ecau ((IntPr — low)A(IntD - average) W ({(IntPr — average)n(IntD - fow))),

mo {Int - low);
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RuleInt3(rel3}: ecau (((IntPr - average)NIntD - average)), me (Inf - average);

RuleIntd(reld} : ecau {((IntPr - high)A{IntD - average) W((IniPr - average)A(IntD - high))),

mo {Int - high);

Rulelnts(rel5): gcau (IntPr - high)A(IntD - high)), mo (Int - very high),
rie rell = rel5 — cTeneHN MOCTOBEPHOCTH COOTBETCTEYIOIHX MIPABHIL

OCHOEBaHHad Ha MCIIOAB30BaHMH AITOPMTMA MaMIaHi OpoUeaypa BEYHCIEHHS YHCTOBOTO SHAYEHHS OLEHKH I10-
Kazarens Sec (cTeneHH 3a[HMINEHHOCTH MPOIYKTA) COMEPKUT CACHYIONME ITAITBL:

1. SKCHePTH‘dﬂ OUCHEKA MHCTOBBIX 3HauUeHHMH NOKazaTenei UCTBEPTOrO Apyca HEPApXHH B JHAIIa30HE OT 0 a0 1.

2. PazsuduKalyA MOKasaTeIel YeTBEPTOTE APYCa, COCTOANIAA B OIPENEAEHIH CTETIEHH BHICKAZbIBAHMIT OTHOCH-
TeNBHO COOTBETCTBHS YHCIOBOTO 3HAYEHUS TIOKA3aATeNA TepMaM Jow, average, high.

3. ATP@['HPOB‘&HHe JIEBBIX YacTel NpodyEHHOHHBLX [IPAEBHIL, COCTOALLCS B OIIpede/ACHHN CTCIICHH X MCTHHHOCTH.

4, AKTHEM3aLM4 IIPABHX 4acTei IIPaEn, COCTOSINAA B OTPEIeTeHMH CTENEHH HX HCTHHHOCTH C YYETOM CTeleHel
[IGCTOBEPHOCTH TTPABMIL.

5. EC/IM Hy>KHBIH SpyC He JOCTHTHYT, TO TIEPEXO] Ha I1.3 1A CSOYIONIETO APYCa.

5. AKKYMY}IH]J.I-‘IFI, COCToAlAA B Oﬁ’heHHHeHHH Pe3yAbTATOR 3Talld aKTHEALIMH 714 IIpaBHi, IHIpabble HacTH KOTOPBLX
COMIEP/KAT OIHH M TOT JK€ M0KA3aTeNb, HO C PAZHBIMM 3HAYEHHIMH TEPMOE.

6. Hedasamdbrkanya nokazartens Sec (Hanpumep, ¢ MCIIOIb30BAHHEM LIEH TPOMIHOTO METOA), PE3yAbTaTe KOTOPOH
ITOT 1OKa3aTe/Nb [MWIYIACT HCKOMOE THOTOBOC SHAYCHHE, IIPHHajJICHAIlee OTPe3RY [0, ].].

Jaxawuenne, HOHY‘I@HHOe THCIOEQS SHAYCHHE [MTOKAIATS/A FallHIICHHOCTH Sec moxer 6bITb HCMOAB30EAHO Kak
VIS OLIEHKM CTEMeHM obecTieyeHns 3aMTH MHGOPMAIIHHM, TAK U /A OTIpeieieHIA KaueCTBA MHTETPHPOBAHHOM MAaT-
chopMbl pazpaloTKH KOPIOPATHBHBIX MPHIOKEHHH B LIEIOM, UTO MOKET TIOCAY/KHTE OCHOBON 711 TIPHHATHS PelIeHHIT
OTHOCHTC/IEHO H,OpaéOTKH CHCTCEMEL. HPH ITOM H€06X0}II-'IM.O OTMETHTE, HTO l‘lpHMCHHeMI}H‘:‘I 3KCH€pTHbe‘I IoAxom TpeﬁyET
MCCENOBAHNA IYBCTEUTEAbHOCTH PEIEHHS K BOSMOKHBM M3MEHEHMAM SKCTIEPTHBIX CYAJIeHMH [7].

Meenenosanne BLIIOIHCHO B PAMKAX PCULMSALMM KOMIDICKCHOIO HPOCKTA 1< COZUAHMKY BLICGKGTCXHMIOIMUHGIO LPOM3BOY-
cra «Paszpaborka MeTOAMIOIMM M HHCTPYMEHTAIBHBIX CPEUCTE COZMAHMA NPMKIAMHBIX UPHAOKEHA, HOIUEPHKN HHIHEHHOL0
LMK MHPOPMALMOHHO-TCXHOAOIHMHCCKOrD 06CCICUCHISE M IIPRESITMA PCCHUA 2aa 3DCKTHEHOIG OCYLLCCTBACHIA AMHHACTPA-
THBHO-YUPABICHUCCKMX NPOLCCCOB B PAMKAX YCTAHOBICHHHLLX IO HOMOWI», Lum(l)p «2017-218-09-187»; nocranosiucunce Lpasmrens-
ciia Poconitckoei Pepepaw or @ aupen 20101, Ne218.
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